i H =% A9 B & B2 ol

\R
Jdiy
w
ik

3.1 EHF[HNEERN

FE % 70 K R AR b A AHLAS B X e 2 B AR 2 R ) G 4 A T B T . X
ol R P BEA B T A AT . WA T GUI . i 7 T Web 11 i 7 Y
8o RJE G K TR S BRUE B B A A AT 10 e B ST R A B b B R R
B AN . FrLAR R A H SR i3 T R P BE IR R D RE LA TR
A EECE T — B MG A TIr

il iy A A7 5 TR BC B 2R AT T AR

(D) BATHAAL, 5 HEED,

(2) L ZFRALM Y FREE T, 40 Console , AUX £ R [0 46 35 11,

(3) fir % SR FRIE LR An 238 AT RBOR i .

(4) LFFRZ % P o, G K A i Telnet 2 7 i SSH %% 7 3 45

T LA AE R — A5 b5 B I 45 T RR U L R 4 A2 3 4R I 28 1 A AT ERE 0. B AR
hbe+ o e A S W R AT BT . N T BENS R 5 (8 S Sk b 8 A5 0 B ol 2% L B A A R
AR AR (D AE O S H AR AR T R A R BT AN FE S . X AR
% R AR A T A S A E UL R AT IR R i B A S P A RE AT AR R A A
AN T e 4SS X e 4 1) IX 43 T 1 R R R A A AT B AF o AN [R] ) T A 2 A AN T 1 i 2
(R X

% PR AR 23 He BRAN R W0 0 Bl L SR 5 HE A A AT 4R AR LI

(1) X i 2% A S RE R EAT R

(2) ARAE S e & A $R O 2k 10S.

(3) TN 5 4% A e Sk

XoF [ P A T LA G DU 5 RO kS,

(D) K RS A vk (% £ 1038 2o Bl 5% F # BfE 2% %) Console 8 3% 3 2 % i #% Console #2117,
SR J A FH AR Sl e 1) 8 20 40 ity SR o B e R AR A T

(2) @3 Modem i #2 % % fh #4519 AUX 0, i #23 i Modem 4% 5 19 77 20 B & #%
125 .

(3) f#i ] Telnet B¢ SSH % /™ Sifg 45 {38 1o 0 2% 30 72 %5 % 2] 6 vh 25 e AT G & . Hoop il A
SSH % 7 i i & 1 i #8221 Telnet & P % P45, [ SSH WAL & 2 & 58 &k
LA

(4 [ FAAEAEE TETP IS5 2% v (14 TOS FC B SO0 i P 2% 3 VE 22 G0 R e & S k17



WA .

(5) 3 o 45 R A Sl b A 0 G 6 o 3 2 ol 5 19 Web 45 380 00 TET X (% ph 2% AT E .
H 3 i C B K22 A PR AS R T L R BE R T OGRS A BT DAAS HE 2 A 3 9 G
% H A

o A I PR 2 G B AR A A0 R LR

1. ROM W5 #BiX

ALK A T 2 B ) ROM S R R R A7 — LSRR B AR T e 4 19 /s 10S 3
FRIL2Z A, ROM it B Hik 76 i B A F2 7 i ROM W42 )7 . TH90 ROM A () 88 7 1) 7
TR —H ROM 8 F 47 B e,

FHE T B B ol RS A AR T A 3R R B AR O ROM W 45 45 7% AUMN L, B 46 P2 % 77 i 7 Flash
A2 ROM H, ROM IR HATIR Z 40 E 2 IIEE. than . R G2 W i AF 4
AL R S EAE RS 5 . IR, ROM W f a5 th FH ofe #F 47 — B 52 1R 19 T4 % ik &2
A A AT A U L T R TOS B8 SR 55 .

TS B 2R S B 2 5 AT I AT AT TOS BE 8 SO, i R 8 5k 2 i A ROM I #E B
3 A 3t AE B E R IS B 60s Z %R Curl+ Break 8, 5 7] DU B #5 #F A ROM
WA, ROM #4820 0 i 2 $2 R £ 02

>
%

rommon >

2. BOOT fi;

BOOT £ AR N g sk, 2R Flash s e B4 /N IIRE R TOS J5 3 #2)7 , #%
H st 27k A BOOT #58, BOOT #1174 R 4 2 -

router(boot)>

3. HP B

QR B AR IR T — A 52 R 1 TOS B2 5, 82 % B H 2 9] 16 U 7] 200 st 2 F P
B, EXPATR P HRE AT A R i ar 2 B v] DL s 538 R4 (F B PUT SR
AW A4 OB LR B . A — BT 2 OB A S I O T BR LR LG debug
RNV, PR a2 AT RR AT 2

router >

4. FERUBIX

FEAUEE 2 H P AR TR — A 58 U ) A =G, P 3l o 78 ) P B A A A7 B s £
Hi A enable fig &k iff AFERUBL , iy &40 F B

router > enable
HEA AU 25 i 247 3878 £ 37 20728 5 °F T A A% =

router #
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AN 2R A % o 2 v IC T RO U A L IR 2, AT i A 6 TIE B 5 i A RE R A R AU
o PR AR N enable BB A B, FEIX AR HI P ol LB BT A 1 R 48
B ELAR Bt 2RSS B I BT LIRAT I8 0 debug SRR & o BRIEZ A0 FR AU ik
JE it AT BB 2 22 i (R AR AU b P TG 36 X oh A8 HEAT L B
PR iy AT SRR T2

router &

5. AR RLE K

I AR PO SCP iA configure terminal fir 4 s @l LIk A 42 Jr il BAR S 7642 )R i
AR R AT LK ey 2 R AT I B 0 ELTE 4 SR TR A v T AR T R B OO B R A R A
RO BC B . A0SR B B e A 10 24 11 el b D BE R AT IE R L O T BN 4 R I A
AT BE B, A I I A e T A T 0T S e 4 B R D RE AT R

PEA 4 Jay e B A UG A 4 i AR AT BT

router # configure terminal
A4 JR e AR L A AT SR A S BAZ S an R A%
router(config) &

6. 4210 it E A

a2 1 T AR R A R T B A A A o — i X ] T X B e A 0 B
N ZEEATRCE . P H 2 4 Jmy e 5 b i A i 2 48 8 A m) 19 3 0 24 BV AT g A3
O TR S A if 0, B interface W45

#EA 10/100M e 3t LUK R $2 Y 5 840 F Bis o

router(config) # interface fastEthernet 0/0

router(config— if) #
HEARATE O R AR PR

router(config) # interface Serial 0/3/1

router(config— if) &

Hop, fastEthernet I Serial #5242 112 A, i J5 A9 0/0 1 0/3/1 7 80 U) B9 32 11 4w
P A 0/0 FRIR 0 S HIH) 0 S Hz10,0/3/1 Fom 0 S 3 FHEAIH 15480,

7. B HACE X

5% T A R R LA s e B D AT T A, R B R e T A
B Z —. AR IR 4 R e B A R ] router 4 48 i H AR EEC S (1 B PR
Rk dEA RIP #% i B SCRC B A Ay 2 AR R BT

router(config) # router rip

router(config - router) &

rip i A2 RIP B iy B8 i & 00T 22 05 00 6 A% it E B R =0, i 47 SRR A7
WL T AR AR AL . E A EIGRP i il B URC B AR 2 iy SR AR IR Fos



router(config) # router eigrp 100

router(config - router) &

T T IR A L B R P SR B AE P BRI T RS [ 1 S8 3X 2 S HUR AR R [
Y % H BRI B AR R A E Y

8. setup LR

setup A2 PR BT 46 BE B S A L XOR — D IR IR Y AR L. 7R B AR A
Bk B AR AR A AT o BE B AC SR N B T B AR S R P A
setup B, H2 T ORI AF &8 L £ 0 — R A )k 515 H P 58 BB R AR ) SRR L,
AL B AR S FI I E S8 B0 FEHLA ERS 0 TP MhEAF . 0 IR A5 RS . B
ik R SR AR B E B E NVRAM di, 74k, o] DLUFE B AU P g A
setup fir & R IEA setup B AT Fros

Router # setup

——— System Configuration Dialog ——-—

Continue with configuration dialog? [yes/no]: yes

TEMAI A yes ZJ5 BRI A setup B2, 23t 8L K & 09 X35 15 2 . AR 48 45 A ) 480 s [
2 R Bl B A A R PR

——— System Configuration Dialog ——-—
Continue with configuration dialog? [yes/no]: yes

At any point you may enter a question mark '?' for help.
Use ctrl — ¢ to abort configuration dialog at any prompt.

Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you

to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: yes

Configuring global parameters:
Enter host name [router]: router

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: mypassword

AR BR T s A B B S b A AR 2 At I A L ) A 1 S A 5K
J2 FH R T T8 47 1 15 7RI 0 2 g 25 50 14 TG 5 A O s R B

oo W
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router(config) # line console 0

(

router(config— line) # exit

router(config) # line vty 0 4
(

router(config— line) &

route-map Mg B AR R TC B 8% ph I S 2 Y THC A gl ke S 2 R T A% FORE DU
75 A VEFE iy 25 H LSS AR 25 9 T g . Al F 07 X R B .

router(config) # route - map ccna

router(config — route — map) &

FEAT ] — P fC B AL b, HB A end Ay 4, it vl (o] B4R BUSE . B .

router(config— if) # end

router &

WRARZGR T 2] | — i, Al A exic a4 BIar . 4.

router(config — router) # exit

router(config) #

¢ 45 25 R G RS 2 TR AR O R N 3.1 IR

265 FH AL A

router(config-router)#

EORENA
router(config-if)#
L P A

router(config-line)#
router(config-route-map)#

R e R e B

router= router# router(config)#

P 3.1y i I B A 2 (AT AH L6 2

RIR B P A AT AR 2 i A AR A R B AR R ) T L S L
RN 25 42 s by 8 TG A A el D7 =X

3.2 HHFREXHHNEE

58 6 B R A TG B S AR BT R B B A LR A TR BR O S AT G S
JIE AT % % e A AT A TG A LR I W B AT SO . A0 R A AR B s
A A% o0 23 T SC A SR i SR R AT A O T B I SR A R LA

% 28 A T B SO T LA A B 3 S R IR Z AL E W WL A . NVRAM,
DRAM &t a TFTP IR 45 2% . FTP Ik 45 2% . Flash 7245 8% . 0% b 2% 53 30 0 i B2 b, b2k 52
10S Z a4 &k NVRAM [ it & SO IE4E B n 4 3] DRAM i, 7725 F NVRAM iy
T SO PR M e R R O BT SO, An SR NVRAM rh A T 8 S0, 6 i 2 st & i A
setup B, e SCFE A] LLTE Flash 77 4% . DRAM NVRAM FTP, TFTP Z [a] & i i,
PEATAH BAL S . B8 SCERGE LR 3. 1,



x®3.1 BEBIHERS

-l 45 B 1R XM R SR

system: 8 RGN AF P IETE B AT B TE S0

nvram; Ak 55 AL REALAEfifi 2 - A7 AT 08 S C & SC

flash: — R AF T TOS 67 B L A2 W B S B BN BUR I SO R &
titp: MT#m TFTP 5 i &

ftp: M T3 FTP IR 55 (&

L. A5 a1 B SO R g Ad B Sk

6 P A 2 U 2 I AR 18 AT Y OSSP RCEE A TR B DL R A 7 2 s AT Y C S
PR A ITIRER XL EE, 7 LI 4y 4 write terminal 8f show running-config
R BN AR IR AR IS AT IO ECE SO . X SR A S TEROR e A —FE, EE*E@EJJ'J g
— ZR THAT A o TE R R 18 A I B) B% £ 25 A W] BB X & 1 38 58 — Ak A 2 H T SGE FH Y
A Ay AR B .

Router # show running — config

Building configuration...

Current configuration: 750 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password — encryption

]

hostname router
|

A A S BCE ST R T .

Router # show startup — config

Using 750 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec

no service password — encryption
1

hostname router
TEFENE, BarE B B Current configuration 8 1 T 24 /i Bt & A A& &=
N, version 7R M HTHCE SCA R 12,4 fRAS TOS A B, 37 1H BUAS 19 e B S {4 7 5 28 T
[ S R ot |
2. PHE4TACE SCE (running-config) &2 ] 2] NVRAM v J:
B 28 1 NVRAM $R17 1 5 gh S & SO B T INAA A dsi i 2R WA B9 R B AT i &
SCAFAE BT LG Todk KA Aif o r L 55 20K G2 17 BE B SCPF PR AF = NVRAM i, DU B

N
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PRACE R ABITHBER . ATLLAMAMA L . write memory B copy running-config
startup-config, copy A4 25— S 4 & il 1Y & 16 B & SO/ 56 A S 802 B i E
o X S5 A ROR — B X 2 BT B AR R ok 9 1OS WA i Gl . A A il 7 o8
wmr.

Router # copy running — config startup — config
Destination filename [ startup — config]?
Building configuration...

[OK]

Router #

FEPAT AR A Z 5 B0 A BEARAE I SO 44 v 45 5 B T2 RO A TG B SR 44 B 422 [l A2 0
N TN

3. BB ACE SR B A6

A B2 8 2 B A S O B a0, A R I R T R E TR AR e 2 &4
AT B AR E] NVRAM v B84 A7 LU NVRAM v i e 8 SOk 52 0 30 N 77 v ok L X R sk
LUK IR BAE R . i S ERETT

Router # copy startup — config running — config

Destination filename [ running — config]?
750 bytes copied in 0.416 secs (1802 bytes/sec)

% SYS—5— CONFIG I: Configured from console by console
Router #

A AT Z 5 TR RE T B A ATC 8 SCPF 44 B B4 1T 42 HBRA(EL BT o % o e 2 42 4%
I HE BRIk, SRR, B E SN NVRAM [ N A7 & il i o FR 2 — R & 9F i i
. BIFEAE  NE R AEE B BC B T NVRAM H B84 1 5 242 B F ok s NVRAM H {7 7E
ROECE N A TP A W, B A 33k ; NVRAM N 77 o &R A7 76 10 e & 2 A v 22,
NVRAM (4 e 6 23 8 55 N A7 i B

4. BrigfTACERAE ) TFTP IR 55 %%

TFTP R %2 —F i i§ TETP(Trivial File Transfer Protocol, faj 8 3C 444 i B 130 #E4T
SCPFAE S I 55 s R AE . i T TETP fEAR 42 1 T UDP, B LLEA B/ 52 PR 4
BAT AL SE R A, UDP A 5 & A7 2255 AR LI SCOF A% i i v] S Pk 200 el 2 R P 3 &
R AR B

O HC & SO R A 2 TETP 255 & 09 77 vk ko 3 0, LS ZEAE B il 4% LT copy A4
Bpal, sREFFNE LR 3. 2, BARIRE T T .

192.168.0.1/24 3
- —————m—————m——————— === - -,
Fa0/0 192.168.0.2/24 =

2811 Server-PT
router TFTP-Server

K 3.2 BiTECEMRAFR TETP 55 fl



Router # copy running — config tftp:
Address or name of remote host []? 192.168.0.1

Destination filename [ router — confg]?

Writing running — config...!!
[OK — 763 bytes]

763 bytes copied in 0.062 secs (12000 bytes/sec)
Router #

copy i 4 J& T 5 — A S BUE R AR B B SO B A S EOE H I E . [ IR B 45
Fh SO AL B AT AIAE X A S ECZ B RG] . an 2 AT )5 . F 24 A TETP K55 &
[ TP Motk 5 ML A R SR I & SO 44 o SR AEE W R B/ B T RR AR X R R X
PR WL . B i 254 R O & i SO RN I T B ], TETP IR 45 4% 09 SO AR H 5
TRIATE B2 S AT A L E . TETP R4 2% 2 %t A48 e B SCF s i i R F B 2
— o T S A ) S5 AR R SR — A B AT R 2 I R AR A TETP IR 55 #% 2 ] 0 4
%})u IP AJ 3k,

. B TFTP IR 55 28 b iy Bl B SC PRS2 R B A

HTFTPHlﬁ%%ﬁﬂiﬂB’Jﬁaﬁxﬁﬁzﬁ%@u&%ﬂa%ﬁzlxﬂﬁmﬁstﬁfﬁHﬁE’JﬁmLﬁ H%
FH4 copy A MRS H IS B0 B RS — TRV AT, H TR B R A JE SR A R
17 AL TFTP R4 %% b 0 e & R 5 il 28 90 e 8 R 1T A R B0 /2 L & R B & B T = 2E
e 5 SCA A T A O SR N A s I8 4 TETP i AH O e '8 10143 78 5 A7 P i
FCHCE ., BAEF BT,

Router # copy tftp running — config
Address or name of remote host []? 192.168.0.1
Source filename [ ]? router — confg

Destination filename [ running — config]?

Accessing tftp: //192.168.0.1/router — confg...
Loading router — confg from 192.168.0.1: !
[OK — 763 bytes]

763 bytes copied in 3.042 secs (250 bytes/sec)
Router &

A PATE R PR T E S TETP IR 45 2% 40 1P bt 2 Ah ., 8 75 B4 5 IR C & SOy
AR XTI AN TETP RS #5 AR B st A 2], 6T B 0 BE & S 2 K — il FH BRA
fEREAT

6. JMER B Bl c B Sk

AR B O 2 R AEAE NVRAM i) Jig 8l e & SCHF, v DL erase fin 4. 38 3 78 1%
A4 5 T N _E startup-config ZEOR$E W2 BR 5 30 B & SCfF . B LT

Router # erase startup — config
Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Py a9 B B AR
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Erase of nvram: complete
% SYS— 7 — NV_BLOCK INIT: Initialized the geometry of nvram
Router #

P T2 I o B A TE B SO L PR A 2 B R R R A A A BN B B I A T LR AT
T B B o 3k R R R A IR M BR TS ShEC B SR IR E AN R AR s AT B A TS LR
B Bh e i A a2 IR R R ) S sh i E ORI R setup AR,
W P B SO a4 W 3. 2,
3.2 BEXHZTEGS

fi & fr 2 [[RRERTROE BN
show running-config SR N A A8 AT BT
copy startup-config running-config R Bh e SR A IR B AR R
copy running-config startup-config AT R Z T E EHE NVRAM
copy tftp running-config 8 TFTP BR 55 %% F A9 B & ST 4 3 8 A7
copy running-config tftp NP TR E i E] TETP 44 -
erase startup-config B Ji 2h e & S
show startup-config SR A B S

B E CHE RS s ERME 3.3 Fin,

show running config

DRAM

copy titp running

ﬂ_

configure terminal
copy running tftp

TFTP

copy running startup

copy startup running
erase startup-config
3.3 i A% L SO B 2R B IR
7. By S B AL
R T B P A AR AR 2 A A A SE BRI AT T X B bR A A R e B i, b B

B — A LR 4 Bt AR B T IRV . S R A A AR LA B SR T DL S A Ok AR
= 3.3 s,

#3.3 EWRE

AU SR VA 1E H
console 4% [ FUA 38 1o %5 WS 55 5F . 4 8 AN Console #2 1 it & B B 4%
vty H 1 FA 3 1 B A IAE . A BB L Telnet J7 5% S TC & BK rh 2%
% Hh 2 R AU A 3 1 A 46 3IE L A B 1E AR AURE X % 4% e B A X

TELLAE A 3. 2 B #h DR 1 A — Tl 5 B9 9 TG 50 5 vk TG 80 A0SR DA R 8 U R 1) i
% ph g A I 2 A BRIA I A . KRBT 5T Console 422 111 R BC &t 4% . 110 EL B th 25 19



Y His £ B N AR 22 4 1y, i LA X Console 1% B % i 5 Jr st B AR W&, T Xt
Console 1% # % 15575 ZAdH — > 7 i Be B A XL B line BB AL, X4 e & A0 DA
BEXT 6 A 0 VR 22 A0 N B B D S BT RC L W AR 2 R L E AR K e AL X
Console 2 F i & 25 65 A #/E 20 BR AR s

Router >en

Router # config t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config) # line console 0
Router(config — line) # password myrouterl23

Router(config — line) # login

16 4 Jay AU rh (i line Ay 4 10 A 232 11 C B AR XL SR 5 password A 2 48 & 50 1IE 2%
i, )G login v 2 18 % 25 76 Console 10 F BB IFINfE, B E )G, @i
Console #2 & FHE M A4S B H A S s ZHl I S 8HE . T s .

User Access Verification

Password:

TEIX LT EE AR B Jm — 4% login i 4, 3K A5 A2 02 FHOR S 85 05 46 30E B9 i 4, 4
WA X S AME SIS 1 28 % i A A S T 3 B IR

X vty HEHRYBCE  RFEN SR . R line fr 4 A4 0 S 880h vy [IAT, O T 6
1h 22 N T IR e 3 00 265 5 S B ey A AT TC L B AR — A 2 vy B0 . SR ERTE vty A
A Je TR B AN e 0, Yok SR W AR 4R AR R 43 1 4 %5, NLZ AR X I S S Y0 L 2 v ) vy 42
HL AR LA T G — B8 B Ja Ge— A8k . A BRI R B .

router # conf t

Enter configuration commands, one per line. End with CNTL/Z.

router(config) # line vty 0 15

router(config - line) # password myrouterl23

router(config - line) # login

XAE—K i@k TFTP IR 55 %5 H Telnet 2 5% H 1 #5 I Bl 75 Bl o S0 E 17, 208
wr.

SERVER >telnet 192.168.0. 2
Trying 192.168.0.2 ...Open

User Access Verification

Password:

T ¢ g A T B 5 RO AT 5 2 o T BB T R AU SO A3, 25 ) i ol
i S AR A RAE AR RE T 0 HR HEA 2 R I B KA T I E AR e 2 2 .
1M ) R SR [ AR 0 ) 9 R A

R RO AP ) S 6 A AR I Y . B SR . B 44 JE S B SO 0 DA SR 7 5K

Py a9 B B AR
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PRAF A TE B SO P A T T 28 0 2 4 i 2 DL SO T SR AR T B SO . BRI Z 4,
TR P 5 A )P0 S R AN — R B 0 SR [ B T K A R A I g A e AR AL I
B i enable password 44, it B N %% % 5 ffi F enable secret, B #F #F = 7E 4 )5
B E . ACE AL BMT .

router # conf t
Enter configuration commands, one per line. End with CNTL/Z.
router(config) # enable password myrouter123

router(config) #

P o s 75 3CBE R AR S i LR B enable secret fr 4 BI AT, AT L) L.
A A C B SCPE I AT 2L e B g b DR A 5 5B 22 30

router # sh run

Building configuration...

Current configuration: 934 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec

no service password — encryption
|

hostname router
1
]
1

enable secret 5 $ 1 $ mERr $ ZGTzORm1QeBnTOQ9LxmhF .

enable password myrouter123

P FR o R ) SR AR 3 e Bk e B E R S TG SR R I A AR L A5 B AR AR
AR . R AR P NVRAM iR shEd B & ENAE. RfEFES WS
BRI E . BIELRIT.

IR 10 B A AT EOR N L R B

IR 2, M B AR 311 30s N T Ctrl+ Break 8, i #55t &E A ROM W81 5L,

AT 3,18 rommon > A $ 7R £ H i AT 4 confreg 0x2142 15 ¥ #% h 4% 5 20 I8 A i 2%
Jei B SO

PR 4 A reset fir 4 HH B A

AR5 K R A N B ST SO L B A S B S8 HE R E A setup B, i A no B
& Cul+C #EE AR P

AR 6, [RIRE R IR N2 B Be & SO 7E router >R i A enable 7] DL B 4% i
AR

YR 7, i H] copy startup-config running-config iy 4 5 S & XS IF BN N A 2.

8% 8, {#i il show running-config & F T AR E T B A & A $5 Console 21 . vty
O AR TR TC B A L AR s .

AR 9.5 A configure terminal 3 A 42 5y e '8 A5 X AE 2 A7 2% 05



AR 10, B BT A 4 BVER AL T OGRS B DL AR AR B4 0 B no shutdown
A A I O

BRI ER A P A config-register 0x2102 iy 4> % 1 8% T K3 3h 1E %
A gL E S

A B 12, f# ] copy running-config startup-config f£ 47 T A Bt & .

AR 13, S ik g B U B IR

3.3 IEHEE IOS WEIE

1. B 2% 10S Hitik

AR PC —#f, W W B RER KA iz 7. Cisco ERD Mt 28 B BAE R G FR h
10S(Internetwork Operating System) , } 1 28 B9 FE & ARV BEATE L 1847 B9 10S A AH
Al . TOS J&—AFRE5K 9 SO X T 10S X i 45 Cisco SR T — & MURE AL, AR 96 51X
BRI N ER A — T B (Image) SCHER 4 F . 3ErT LA R B R8T 6.8
MIRFTEER VB R MUAS 5 AEWE HLIE AT R A AR AR

WRAR A 44 PR S 38 43 A v BT 255 4 FF . i ¢2600-is-mz. 120-7. t. bin,

EE: F—Fo@oAZANNHy FPRAEHE LK EE, F— 3,5 (260003 HE R
R W EF S 2600 AT EAE 2600 2B EHE, F0FH s MBHFRE, J K
TR E; AT IPHRE; sEATEREOHEBRET AT R EHk, H =0
ARG IR LB, A GEHAESEF, [(EXFHF LA TRBEIHFRTAL
RAM Wiz 47, T A f£ Flash #i5457; m &7 R4 RAM $iE 47,2 A Tl g X4 £ A T
zip JE 45 & X,

% 3 A T WAL S e R AAE B, “120-77 & TOS A F 12.0(7), & 5 69 bin
F S e I o

2. B 2% 10S 515 )F

Ja 3l Cisco 10S 19 H i 72 flf i th #5146 TAE . Cisco i b & in i B I8 E CPU A7 fiff &%
AR 28 42 01 (0 B2 A TAEAE B IE 3 )5 JF 6 N2k Cisco 10S, HAN GG AT an 'k .

M ROM | %% #5353 51 572 )7 (bootstartup) . 5| 5 F2 & — Ff fa] 200 701 & B /R F2 % .
AT 5] SR HAFE S .

Cisco 10S A & T A B A7 B 3X Le 0 B B T A4 I & .

e Cisco 10S Wefg 4,

2 NVRAM iy e 8 S0

WA NVRAM & A7 47 88 1 i & S0, Cisco TOS KA T 01 LA il B F2 7 .

3. TH&% 10S B Ak 511

% ph 2 o 2 TH G TOS WA IR 2 o5 S48 SE Ui 28 AR A RE A B A i FR A 5¢ B

T B A B Y ) R A A L X T AR I I B AR R S R R . 3 AT LA i
% Fh #8 14) FH 34 R B 2 T i R R 2

FOWR T B0 2 TR TOS i i L0 /2 MR R R & . H 0 S A7 1) K/ LA BEER SE 00 Flash
FEAH 78 T A 25 ) 45
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J&i o B E SEBEAT ARE I R AT NRAS . X B SR AR TOS JAS 1 A B o] SE 1 R )

ﬁEE‘JB‘ZTﬂ“\ﬁMeE’Jﬂ%}E#D

4. 0y B 5 B 108 1k

TEFEAT B A5 A e i AR b W BB S T E T U B AR 1Y 1OS, TEFH AT F it
10S BR8] TETP RS #8 . AR i 48 10S FRR M, /T LA TFTP iz 55 #5 o i
Sk i 10S ek & .

TETP R4 2 — G %4 TFTP #&)37# PC. TFTP IR 55 #% 1P ik & 192. 168. 0. 1,
B 7% 1P kb 192, 168. 0. 2, K5 #2549 10S &0 21X 5 IR 55 4% LN 3. 4 FioR.

2811 Server-PT
router TFTP-Server

B 3.4 &4y KB 10S 7w 4l

#0 10S (S 75 25 AR Flash £EA5A% 89 4 7 LT 2 75 2245 1) (9 TOS SCOF 24 B
PEAT B 7s

router # show flash

System flash directory:
File Length Name/status

4 50938004 c2800nm — advipservicesk9 —mz. 124 — 15.T1. bin
[50938004 bytes used, 13078380 available, 64016384 total]
63488K bytes of processor board System flash (Read/Write)

router &

;‘5E=E.=. H P c2800nm-advipservicesk9-mz. 124-15. T1. bin 3t & 10S X4 & . = F &5
ZHATE R & AE, 1 A copy 4 4-de Flash A 4% £ + 65 10S X #4-4& # £ TFTP Ik
%% “P

router # copy flash tftp
Source filename [ ]?c2800nm — advipservicesk9 —mz. 124 — 15.T1. bin
Address or name of remote host [ ]?192.168.0.1

Destination filename [c2800nm — advipservicesk9 —mz.124 — 15.T1.bin]?

Writing ¢2800nm — advipservicesk9 —mz.124 — 15. T1.bin... .00ttt prrrrrrrprrrrrrrnnt

L R N e ra e e e e e N Y

[OK — 50938004 bytes]

50938004 bytes copied in 3.96 secs (12863000 bytes/sec)
router #



EE: E copy 94 AT S, E &I show flash 44 & ik k45 10S 4+ & 2 &
Source filename #¥9 )5 &1, KRG TFTP R4 B9 1P ik, x5 T B &9 XA L AR T A #r N
B &Sy B AR, K S B LT AN BN B AREP T . R JG I B 5 R SO IE AR IR A A
W, R BN ERRFARFLLARTTLAEPA,

Hr 10S Byt B an T #AE TR .

router # copy tftp flash

Address or name of remote host [ ]?192.168.0.1

Source filename [ ]?¢c2800nm — advipservicesk9 — mz.124 — 15.T1. bin
Destination filename [c2800nm — advipservicesk9 —mz.124 — 15.T1. bin]?

% Warning: There is a file already existing with this name

Do you want to over write? [confirm]

Erase flash: before copying? [confirm]

Erasing the flash filesystem will remove all files! Continue? [confirm]
Erasing device... ...erased

Erase of flash: complete
Accessing tftp: //192.168.0.1/c2800nm — advipserviceskd — mz. 124 — 15. T1. bin...
Loading c2800nm — advipserviceskd —mz.124 — 15.T1. bin from 192.168.0.1: tttrrrrrrrrrrrrrrrt

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr e rrrrrrrrrrrrrrrrrrrrrn

50938004 bytes copied in 3.962 secs (932196 bytes/sec)

router &

it B TE AR T BERE T T R S R R AR G A AR L L A D A Sl A Y A
TG R A A P AS TOS SO 30l T 2818 508 1 o e ) B B0 19 TOS S X £ 5 Ff A
JE LR A AU Y R R A0 2R Flash 785 09 25 5 0T RUAF 6 P> TOS SCEF 9375 - B 2 387 %
WU AT R o B IS E i TOS 8 3l i il dv o ek T RUFE BB T aY A 4 e b e
fisE TETP W55 4% 1P Motk FSCPF 2 PR 25 - 2 4R 7 J2 5 M Bk D 58 89 TOS ST 4R Jim 2 i B
W A RS R Z 5 S MRS SO R I R A . XN BT R 45 5% 4 75 0 TOS
SRR

3.4 BHEI[HAXGS

S A P A 9 3 IR TR

(1) show g4+ 75 P A R AURE 0T AT - 32 280 T Bk I 45 78 B 1h 4% A9 4% T35 17
R AT LABE show iy &I i th A% 12 1R S 1 IEAR L

(2) debug fir 4>« TEARFAUBE T S0AT .+ 8 45 S5 I M A 7 o 28 A9 1B AR A L 7R AR 2 ik
PREE R AR B A5 B L show A& B 5 AR B 4F . AT LLUE debug fi & 2 B i 4% 32 17K 25
AR L o

(3) ping 4« 1E B AR i AT . (] ICMP H1i echo Fil echo reply i
SOR I W0 25 B4 19 TP mlakPE . 2 de W A & 22—

Py a9 B B AR
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(4) traceroute fir4: ] LA Ok & B0 E 40 i SCHE I8 H 09 o 09 A2 % T TP BRSOk B
traceroute fE¥i 0 33434 Ff# ] UDP 4R 3.

LA LR

show iy 2>

show i & BE AT AAE F P R QT ST o i) RAAE R AR 20T ST - A b TP i b i
show fir & N EEM AT IR . show g4 DUREAR 98 . I o &% JL-F BT A7 A9 2 22D RE AR n] AT IX
AT ER . show Av S SRR A E O i h A7 AR E TARGF i 5 BY

Router & show ?
aaa
access — lists
arp
cdp
class — map
clock
controllers
crypto
debugging
dhcp
dotl1l
ephone
file
flash:
frame — relay
history
interfaces
ip
ipv6
logging
login

mac — address — table

ntp

Show AAA values

List access lists
Arp table
CDP information

Show QoS Class Map
Display the system clock

Interface controllers status

Encryption module

State of each debugging option

Dynamic Host Configuration Protocol status
IEEE 802. 11 show information

Show all or one ephone status

Show filesystem information

display information about flash: file system

Frame — Relay information

Display the session command history

Interface status and configuration

IP information

IPv6 information

Show the contents of logging buffers

Display Secure Login Configurations and State
MAC forwarding table

Network time protocol

A AR DAY TP GEiH 5 8 . mT LARE A0 T BT 7 69 iy 4 58 1

Router # show ip interface brief

Interface
FastEthernet0/0
FastEthernet0/1
Serial0/3/0
Serial0/3/1
FastEthernet1/0
FastEthernetl/1
Vlanl

Router #

IP — Address
192.168.0.2
unassigned
unassigned
unassigned
unassigned
unassigned

unassigned

OK?
YES
YES
YES
YES
YES
YES
YES

Method
manual
unset
unset
unset
unset
unset

unset

Status

up
administratively down
administratively down
administratively down
administratively down
administratively down

administratively down

Protocol
up

down
down
down
down
down

down

A5 FH 33 A i A T LA AR B 1 28 MDA 22 00 A B 5 42 I PR A S O R RC B TP (R R DA &
AT TIRA ., Hr, IP-Address F Bt % s I il #5482 1 UFfid & %) 1P Hbhik , Status FBE#R
AN YIRS Protocol FEEE R BN O SCIRE . B0 B CRAEE S



HYHRZS . O RS g down By It s BhBCIRES — € /2 down 1Y, (H 4 F1 ¥y 2
M/u\j‘j up I, BRSCIRZS AT DL up 80 down HRZS . HUA 5 O A9 BRI B BORZS#E 4 up
HiﬁﬂﬁzEuT%%ﬁﬁﬁ‘ IR AR A E B O TEAnE B v LU show
interface Ay 2 SZPL . AN F 7 .

Router # show interfaces fa0/0
FastEthernet0/0 is up, line protocol is up (connected)
Hardware is Lance, address is 0007.ec07.3b01 (bia 0007.ec07.3b01)
Internet address is 192.168.0.2/24
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
ARP type: ARPA, ARP Timeout 04: 00: 00,
Last input 00: 00: 08, output 00: 00: 05, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0 (size/max/drops); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
1995 packets input, 573604 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 input packets with dribble condition detected
1995 packets output, 573182 bytes, 0 underruns
0 output errors, 0 collisions, 2 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
Router #

show version x40l LB /R B R G BB B . W T AR,

Router # show version

Cisco I0S Software, C1900 Software (C1900 — UNIVERSALK9 — M), Version 15. 1(4) M4, RELEASE
SOFTWARE (fc2)

Technical Support: http: //www.cisco.com/techsupport

Copyright (c) 1986 — 2007 by Cisco Systems, Inc.

Compiled Wed 23 —Feb— 11 14: 19 by pt_team

ROM: System Bootstrap, Version 15.1(4)M4, RELEASE SOFTWARE (fcl)
ciscol941 uptime is 13 minutes, 3 seconds

System returned to ROM by power — on

System image file is "flashO: c1900 — universalk9 — mz. SPA. 151 — 1. M4. bin"
Last reload type: Normal Reload

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply

third — party authority to import, export, distribute or use encryption.

oo W
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Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http: //www. cisco. com/wwl/export/crypto/tool/stqrg. html

If you require further assistance please contact us by sending email to
export(@cisco. com.

Cisco CISC01941/K9 (revision 1.0) with 491520K/32768K bytes of memory.
Processor board ID FTX152400KS

2 Gigabit Ethernet interfaces

DRAM configuration is 64 bits wide with parity disabled.

255K bytes of non — volatile configuration memory.

Hop A 5 AR B I R 2R A PR L TOS IR L R GEAF i ae R/ D 2R AN R R LT A
7 BUE 5

2. Wik T_H . debug i’

debug iy HAEER AU X P iz 17, i i debug Ay 4 1T DASZ I Hh & & 1% i 2% s 170k
Al debug A4 B BT 2SN B AN 41 debug d A s KM E CPU () T4E
A, W debug A4 @H B .

Router # debug ?

aaa AAA Authentication, Authorization and Accounting
crypto Cryptographic subsystem

custom — queue Custom output queueing

eigrp EIGRP Protocol information

ephone ethernet phone skinny protocol

frame — relay Frame Relay

ip IP information

ipv6 IPv6 information

ntp NTP information

pPP PPP (Point to Point Protocol) information

TEAE ] debug Ay Z Fi . 0 1 B (b BT 10T §d 59 B A0 K AR 5 B4R AT AT — F undebug
all. X B — H. debug fir4 tH BUR 5 $hAT i Hh A9 B0« T LLBRT B b e A B0 [] 22 o PRAT 2% i
A o B T A 00 i A RN AT S WA IR R ACIRZS o QR A i Y T IE AR AT IR LE debug iy
A A LU AR i 4 S

Router # show debug
IP routing:
RIP protocol debugging is on
IP routing debugging is on
ICMP packet debugging is on

3. IP¥EPE T H . ping iy 4
ping Ay 42w H B9 #ihik % 3% icmp echo request ik, B HE 3] H i bk A9 echo reply
I AR 380 36 i s hk (9 AT 3k M . ping A & IS R Pros .



# ping [protocol] {host}

Horh protocol 2% Al DL % # appletalk. ipx. clns.ip.novell Z:{f, Hdv ip 2 B IA(H,
host SR I I % 2 Mk 5% EHL4 . A S PATEE R TREZ LT 8 A e A,

(D 1 — I 3] > ol 52 4 53

(2) . —TERFE 25 PR IR & .

(3) U— 88l — A H A A AT ik i e

(4) M— I B — D Jovk o s i

(5) C— B — & 2R .

(6) ping M X 7E % i #% b w5 .

(7 7 PR R TSR S,
8 & 20 A i ) B AR AE ] (D)

i AT 58 MG » 23 s Lh ms S BT 9 fie /D S B R R AT IR I L5 B
4. IPE@EPE TR . ¥ )% ping iy 4
P JE ping & AR AT BTR .

# ping

PR ping fir & M AN B H S 80 a2 AT IR P 2 W20 m] T 18 30T 44 $2 755 AT LA
fi B E 040 B R .

(D) Up R (BRA K TP . 1] A8 E appletalk.clns,xns ZEH,

(2) Hiy IP Ak,

(3) echo request g X H (ERIA N 54,

(4) 3K GBRIA 100B) AT A H MTU i 43 2R 4 SCo3 F s

(5) I (BRINA 2s) A5 A 42 SC 1] 52 B9 I ]

(6) Y Huhlk Sl A iy e b8 TP VR SCUR b bk o i AN 2 By 50 3 DL ER 4 01k A
AR AE

(7) M55 ZA(TOS, BRIk K 0),

(8) W& TP e 3k iy DF 2 GRRIA R 00 R E 1% AL A 23X B/ MTU il ji it
fr3eor b .

(9) 55k 1] 7 £5 4im () 1B 1 GERUCR B8R

(10) Hrda it (BRIN 0xABCD) . J—4> 16b 7B, B 28 4 Al i Bt i o 42 B, £
Tk CSU/DSU 1 £ ¥ s 52 5k

(11) loose ., 4 A ¥ 43 riv ) % Fh i ik 9 58428 U532 1

(12) strict, 77 A7 42 &8 v 1] # i e ik 00 7 g 58 8% o

(13) record, it 5% 48 & Bk B Hi

(14) timestamp, it 5% 55 Bk 1% i 2% b 3 I [R) 2

(15) verbose, B A H 5 H .

(16) sweep & SCKR/NE il Kk % 43 2H R /NI echo 3R . e /IMEBRIA Ry 36, F R ME
BRI 18 024, [H] BRI A 1.

-y 35 09 Be B K oak
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5. IP BR3¢ 1. H.. traceroute iy 2>

traceroute A SR UTTF

traceroute [protocol] [destination]

XA A3k 1) H A Hb bk % 22 K 26 R SCOR BRI B35 H A 1 B4R . X T TP PRSOR U
— RS TTLAE R 1. Gl 58— Bk i &5 i, TTL 3l 1 JF3& 7 ICMP () TTL #EBHE
o JREEMSC RS R TTL B AR JFREUE L3I 1, 38 i 3 Fh o7 X i 9 Bk % by 45 #40
AR [ R o AT G 0 81 B 8 ) 5 Bk B pR A% . R AR A AR 11 A

(D o 45— Y ar i BkiH4L.,

(2) YT ar EHLA

(3) 4T i g 1P ik

(4) g 20 2 SCHEM A AR B 8] 5 DL ms Sy R

(5) = PRI B

(6) U—dig I AAT 3L,

(1) H—FHA ik,

(&) P——hiA ik,

(9 N——MKAT] Ik,

(10) 7 —— RANPPLKAL,

(1D Q—JRHH%E,

P AT L 5295 f DAL B eh #8802 N ASCRE IR X I bl g B I 4% 1 B A T HL 4
RN RS SN

A
s
S|
I
/K&




