Unit 5

Payment

Text A

Accepting Online Payments

For many small businesses, accepting payments online offers major benefits. Customers
increasingly expect this facility and it can improve your cashflow significantly.

It’s easy to accept cheques or invoices' for your online sales and to process payments in
the traditional way. However, because buyers often use the Internet for a speedy service, most
sales are paid for with credit and debit cards. To accept cards online, you will have to make
special banking arrangements.

Online payments using cards are “card-not-present” transactions. There are higher risks of
fraud with this type of payment and banks require you to operate within a well-defined set of
rules and accept a higher level of commercial risk than a conventional swiped card transaction in
a shop.

1. Online payment jargon

Debit and credit card® payments and their application online involve some key concepts

and jargon.

1.1 Acquirers
An acquirer’ can be a high street bank or other financial institution that offers credit and
debit card accepting/processing services. It acquires the money from the customer, processes the

transaction and credits your account.

1 An invoice is a commercial document issued by a seller to the buyer, indicating the products, quantities, and agreed
prices GGEA)  for products or services the seller has provided the buyer. An invoice indicates the buyer must pay the seller,
according to the payment terms.

2 Acredit card is a small plastic card (¥El-K) issued to users as a system of payment. It allows its holder (¥¢5A\)
to buy goods and services based on the holder’s promise to pay for these goods and services.

3 An acquirer (or acquiring bank) is a member of a card association, for example MasterCard (J73JAFK) and/or Visa
(45 , which maintains merchant relationships and receives all bankcard transactions from the merchant.
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1.2 Internet Merchant Accounts (IMAs)

You need to apply for a merchant service agreement if you want a bank to handle your
electronic payments. For Web-based online transactions you need an IMA.

Obtaining an IMA from an acquirer may be quicker and easier if you already have
“offline” card-processing facilities set up. In this case, just ask your acquirer for an additional
IMA ID for use exclusively with Internet transactions. This process is normally quick, especially
if the risk to your business does not change.

To help protect merchants and cardholders from fraud, the card schemes have developed a

service that allows cardholders to authenticate themselves when shopping online.

1.3 Payment Service Providers (PSPs)1

A PSP will provide you with a “virtual” till or terminal that collects card details over the
Internet and passes them to the acquiring bank. To take electronic payments over the Web, you
will need a PSP.

Your choice of PSP will depend on its cost and compatibility with your chosen e-commerce
software solution. A fixed monthly fee starts at around £10, but there are some cheaper options
available, starting as low as 5 pence per transaction. Usually, the higher your transaction volume
the lower the rate you will be charged.

Some acquiring banks offer PSP services as part of their product and there are other less

expensive options available.
2. Payment Card Industry Data Security Standard Compliance

The Payment Card Industry Data Security Standard (PCI DSS) is a worldwide security
standard developed by the Payment Card Industry (PCI)* Security Standards Council to protect
cardholder information, such as credit and debit card numbers and cardholders’ personal details.
It includes requirements for security management, network architecture, software design,
security policies and procedures, and other protection of customer account data. The standard is
applicable to any organisation that stores, transmits or processes cardholder information; be they

a merchant, third-party processor or acquirer.

1 A Payment Service Provider (PSP) offers merchants online services for accepting electronic payments by a variety of
payment methods including credit card, bank-based payments such as direct debit ( B[ #{57C ), bank transfer ARAT#41K) , and
real-time bank transfer based on online banking. Some PSPs provide unique services to process other next generation methods
including cash payments, wallets such as PayPal, prepaid cards or vouchers (fGiF, #EHL) | and even paper or e-check

processing.

2 The Payment Card Industry (PCI) denotes the debit, credit, prepaid, e-purse (HiFEfl), ATM, and POS cards and
associated businesses.

The term is sometimes more specifically used to refer to the Payment Card Industry Security Standards Council, an
independent council originally formed by American Express, Discover Financial Services, JCB, MasterCard Worldwide and
Visa International on Sept. 7, 2006, with the goal of managing the ongoing evolution of the Payment Card Industry Data
Security Standard.
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PCI DSS is a set of 6 principles that encompass 12 specific requirements. These
requirements are equally applicable to any organisation holding personal information and are
intended to reduce the organisation’s risk of a data breach.

Principle 1: Build and maintain a secure network.

(1) install and maintain a firewall configuration to protect your cardholders’ data.

(2) do not use vendor defaults for system passwords or other security actions.

Principle 2: Protect your cardholder data.

(1) protect any stored cardholder data.

(2) encrypt transmission of your cardholders’ data across open, public networks.

Principle 3: Keep a vulnerability management plan.

(1) always use and regularly update your anti-virus software.

(2) develop and maintain secure systems and applications.

Principle 4: Implement strong access control practices.

(1) limit access to cardholder data to only those who need to know.

(2) give every person with computer access a unique ID.

(3) limit physical access to cardholder data.

Principle 5: Monitor and test your networks on a regular basis.

(1) track and monitor all access to your network resources and cardholder data.

(2) regularly test security systems and procedures.

Principle 6: Keep an information security policy.

Always keep a policy that addresses your information security.

The PCI Security Standard Council encourages businesses that store payment data to
comply with PCI DSS and become certified to help reduce financial risks from data
compromises. However, it is the payment card schemes that manage the actual compliance
programme. In practical terms this means the programme is managed by acquirers and you
should check with your bank to seek advice on your specific compliance obligations and how
your business can become certified.

Failure to be annually certified can become an issue if you have a security breach and your
customers’ card details are stolen, in which case penalties levied by the card schemes and costs
can be heavy depending on the number of cards compromised. Even where a merchant is
certified this does not protect them from potential penalties if it is deemed that their own actions
through negligence, omission or accident contributed to a breach.

3. Selecting the best online payment option

You can use the following scenarios to help you choose the best option for your business.

3.1 Internet Merchant Account (IMA)
Your business already accepts debit and credit card payments for face-to-face transactions.
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You expect a fairly high number of online transactions, most of which will be simple and low
risk. You need the greatest amount of flexibility in operating your business and cashflow is very
important. If this sounds like your business, then you should:

(1) apply directly for an IMA and discuss your requirements with the acquiring bank.

(2) find the information on setting up an Internet merchant account.

3.2 Payment-processing company

Your business will not have a large number of online transactions and you do not currently
accept debit or credit card transactions so do not have an IMA. You have not been trading long
and cannot provide a well-documented operations history.

You value the ability to attract online sales more highly than the ability to collect sales
income quickly. Your business will need some flexibility in the way in which it designs and
operates its Web site, so you should:

(1) consider the facilities that a payment-processing company could offer, with the
possibility of moving to a less costly option later.

(2) find the information on using a payment-processing company.

3.3 Online shopping mall

Your business is small, you do not currently offer debit or credit card sales and you have
very limited IT skills. Your products are fairly standardised and easily understood. You do not
think that your Web site needs any unusual features. You are prepared to pay higher transaction
and fixed costs just to establish a Web presence. If this applies to your business, you should:

(1) look at the facilities that an online shopping mall could offer.

(2) find the information on selling through an online shopping mall.

New Words

expect [iks'pekt] ve. IR, T, W, fRE
significantly [sig'nifikentli] adv. BT, AE XM
cheque [t ek] n. 5

traditional [tra'dif anal] adj. 164, HIH

speedy ['spi:di] adj. PPy, K

swipe [swaip] ve. Wl CHERDs i, $\gi
jargon ['d3a:gen] n. AT

acquirer [e'kwaisrs] n. KEAT, WORAAT
offline ['o:flain] adj. KA, BHLED, Bk
exclusively [ik'sklu:sivli] adv. HAML, LR
protect [pra'tekt] vt. PRAF
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merchant

cardholder

virtual
volume
expensive
procedure
transmit
encompass
requirement

breach

password
vulnerability
unique
regular
encourage
compromise

scheme

compliance
obligation
annually
penalty
negligence
omission
accident
flexibility
discuss

attract

income
skill
establish

presence

[mea:tfent]
[ka:dhaulda]

['ve:tjual]
['voljuim]
[iks'pensiv]
[pra'si:d3a]
[treenz'mit]
[in'kampas]
[ri'kwaiamant]
[bri:tf]

[pa:swa:d]
['vAalnara'bilati]
[ju:'ni:k]
[regjule]
[in'kArid3]
[kompramaiz]
[skiim]

[kem'plaiens]
[obli'geif an]
['eenjuali]
['penlti]
[neglidzans]
[eu'mifan]
['eeksidant]
[fleksa'biliti]
[dis'kAs]
[a'treekt]

['inkem]
[skil]
[is'teeblif]
['prezns]
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n. WA, #RE, HEE, JEE
adj. VIR, PN

n. FEAERHRN, FA IEROHIER
N, FERA

adj. RERAP), LTI

n. K

adj. RN, B5EH

n. By, DB, Gif, T8

vt. A5, Heik

v. GWHl, g

n. EH, WK, R, KO

vt T, 5%

n. Hi, 0%

n. 595, Bl

adj. ME—F), MR

adj. M), AR, ZHH
v. il

v S e 1A

n. 2, BOE, R, TR

v iRl wt

n. MM, A

n. X5, 3T

adv. —F—Ik, FF

n. A5, T

n. i 2

n. BANEME, FHil

n. RIETE, Ve, &N

ve. Wi, Wik

vt. Wy

vi. A5, lhEEE

no WON, s, dEK, S
n. $efig, 75

vt. S, WAL, WE
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Phrases
online payment TELS AT
swiped card transaction il -RAZ 5
high street K, FZHIE
financial institution S RLHLAL
Internet Merchant Account (IMA) DRI 9 ) 2R K
apply for WK, HIE
acquiring bank W ARAT
Payment Service Providers (PSPs) A RS FR AL B
monthly fee H 2k
Payment Card Industry (PCI) AT RATE
Data Security Standard (DSS) s A bRk
network architecture W 284 ZR S5
financial risk it 25 RIS
in practical terms bR -
face-to-face transaction TN T A )
online shopping mall TGPy, P T RS I
Abbreviations
ID (identification, identity) Sk i
Exercises

I. Answer the following questions according to the text.

1. Why are most sales paid for with credit and debit cards?

2. What does an acquirer do?

3. What do the card schemes have done to help protect merchants and cardholders from
fraud?

4. What is PCI DSS?

5. How many specific requirements do the PCI DSS principles have? What are they intended
to do?

6. What does the PCI Security Standard Council encourages businesses that store payment
data to do?

7. What manages the actual compliance programme?
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8. When can failure to be annually certified become an issue?
9. What will happen if your customers’ card details are stolen?

10. Which is the best online payment option offered in the passage for your business?

II. Translate the following terms or phrases from English into Chinese and vice versa.

1. acquiring bank

financial institution

face-to-face transaction

Internet Merchant Account

online payment

SUARATE

FELIY Py, LT R
il R 225

o SRS PR R

10. . RRAT, WORARAT

III. Fill in the blanks with the words given below.

© PN v AW
© PN U AW

_.
e

accurate structure simplified form software
prompted abandon unauthorized fail page
Digital Wallets
A client side digital wallet requires minimal setup and is relatively easy to use. Once
the 1 is installed, the user begins by entering all the pertinent information. The digital
wallet is now setup. At the purchase/check-out 2 of an e-commerce site, the digital
wallet software has the ability to automatically enter the user information in the online 3 .

By default, most digital wallets prompt when the software recognizes a form in which it can fill
out, if you chose to automatically fill out the form, you will be 4 for a password. This
keeps 5 users from viewing personal information stored on a particular computer.

Digital wallets are designed to be 6 when transferring data to retail checkout
forms; however, if a particular e-commerce site has a peculiar checkout system, the digital wallet
may 7 to recognize the forms fields properly. This problem has been eliminated by
sites and wallet software that use ECML technology. Electronic Commerce Modeling Language
is a protocol that dictates how online retailers 8 structure and setup their checkout
forms. Participating e-commerce vendors who incorporate both digital wallet technology and
ECML include: Microsoft, Discover, IBM, Omaha Steaks and Dell Computers.

Upwards of 25% of online shoppers 9 their order due to frustration in filling in
forms. The digital wallet combats this problem by giving users the option to transfer their

information securely and accurately. This 10 approach to completing transactions
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results in better usability and ultimately more utility for the customer.
IV. Translate the following passage from English into Chinese.

Digital Wallet

A digital wallet allows users to make electronic commerce transactions quickly and
securely.

A digital wallet functions much like a physical wallet. The digital wallet was first
conceived as a method of storing various forms of electronic money (e-cash), but with little
popularity of such e-cash services, the digital wallet has evolved into a service that provides
Internet users with a convenient way to store and use online shopping information.

A digital wallet has both a software and information component. The software provides
security and encryption for the personal information and for the actual transaction. Typically,
digital wallets are stored on the client side and are easily self-maintained and fully compatible
with most e-commerce Web sites. A server-side digital wallet, also known as a thin wallet, is
one that an organization creates for and about you and maintains on its servers. Server-side
digital wallets are gaining popularity among major retailers due to the security, efficiency, and
added utility it provides to the end-user, which increases their enjoyment of their overall

purchase.

Text B

Mobile Payment

Mobile payment is a new and rapidly-adopting alternative payment method — especially in
Asia and Europe. Instead of paying with cash, cheque or credit cards, a consumer can use a
mobile phone to pay for a wide range of services and digital or hard goods such as:

(1) Music, videos, ringtones, online game subscription or items, wallpapers and other
digital goods.

(2) Transportation fare (bus, subway or train), parking meters and other services.

(3) Books, magazines, tickets and other hard goods.

There are four primary models for mobile payments:

(1) Premium SMS based transactional payments.

(2) Direct Mobile Billing.

(3) Mobile Web Payments (WAPI).

1 Wireless Application Protocol (WAP) is an open international standard. A WAP browser is a commonly used Web
browser for small mobile devices such as cell phones (F-HL) .

106



Unit 5 Payment —

(4) Contactless NFC (Near Field Communication').

1. Premium SMS/USSD based transactional payments

The consumer sends a payment request via an SMS text message or an USSD? to a short
code and a premium charge is applied to their phone bill or their mobile wallet. The merchant
involved is informed of the payment success and can then release the paid for goods.

Since a trusted delivery address has typically not been given these goods are most
frequently digital with the merchant replying using a Multimedia Messaging Service’ to deliver
the purchased music, ringtones, wallpapers etc.

A Multimedia Messaging Service can also deliver barcodes® which can then be scanned for
confirmation of payment by a merchant. This is used as an electronic ticket for access to cinemas
and events or to collect hard goods.

Transactional payments have been popular in Asia and Europe but are now being overtaken
by other mobile payment methods such as mobile Web payments (WAP), mobile payment client
(Java ME, Android’--+) and Direct Mobile Billing for a number of reasons:

(1) Poor reliability—transactional payments can easily fail as messages get lost.

(2) Slow speed—sending messages can be slow and it can take hours for a merchant to get
receipt of payment. Consumers do not want to be kept waiting more than a few seconds.

(3) Security—The SMS/USSD encryption ends in the radio interface, and then the message
is a plaintext.

(4) High cost—There are many high costs associated with this method of payment. The cost
of setting up short codes® and paying for the delivery of media via a Multimedia Messaging
Service and the resulting customer support costs to account for the number of messages that get
lost or are delayed.

(5) Low payout rates—Operators also see high costs in running and supporting transactional

payments which results in payout rates to the merchant being as low as 30%. Usually around 50%.

1 Near Field Communication or NFC, is a short-range high frequency (#i#5i) wireless communication technology
which enables the exchange of data between devices over about a 10 centimeter (around 4 inches) distance.

2 USSD is a protocol used by GSM cellular telephones (F#HLif) to communicate with the service provider’s
computers. USSD can be used for WAP browsing, prepaid callback service, location-based content services, menu-based
information services, and as part of configuring the phone on the network.

USSD s& P EAERE. RSy et sl A Ak 5. iR RACE . ML HRL 5% .

3 Multimedia Messaging Service is a standard way to send messages that include multimedia content to and from
mobile phones. It extends the core SMS capability that allowed exchange of text messages only up to 160 characters in length.

4 A barcode is an optical machine-readable representation of data, which shows certain data on certain products.
Barcodes can be read by optical scanners called barcode readers, or scanned from an image by special software.

5 Android is a mobile operating system initially developed by Android Inc. Android was purchased by Google in 2005.
Android is based upon a modified version of the Linux kernel.

6 Short codes (also known as short numbers, %i*5) are special telephone numbers, significantly shorter than full
telephone numbers, that can be used to address SMS and MMS messages from mobile phones or fixed phones.
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(6) Low follow-on sales—Once the payment message has been sent and the goods received
there is little else the consumer can do. It is difficult for them to remember where something was

purchased or how to buy it again. This also makes it difficult to tell a friend and friend.
2. Direct mobile billing

The consumer uses the mobile billing option during checkout at an e-commerce site-such as
an online gaming site-to make a payment. After two-factor authentication involving a PIN and
One Time Password, the consumer’s mobile account is charged for the purchase. It is a true
alternative payment method that does not require the use of credit/debit cards or pre-registration
at an online payment solution such as PayPal, thus bypassing banks and credit card companies
altogether. This type of mobile payment method, which is extremely prevalent and popular in
Asia, provides the following benefits:

(1) Security—Two-factor authentication and a risk management engine prevents fraud.

(2) Convenience—No pre-registration and no new mobile software is required.

(3) Easy—It’s just another option during the checkout process.

(4) Fast—Most transactions are completed in less than 10 seconds.

(5) Proven—70% of all digital content purchased online in some parts of Asia uses the
Direct Mobile Billing method.

3. Mobile Web payments

The consumer uses Web pages displayed or additional applications downloaded and
installed on the mobile phone to make a payment. It uses WAP (Wireless Application Protocol)
as underlying technology and thus inherits all the advantages and disadvantages of WAP.
However, using a familiar Web payment model gives a number of proven benefits:

(1) Follow-on sales where the mobile Web payment can lead back to a store or to other
goods the consumer may like. These pages have a URL and can be bookmarked making it easy
to re-visit or share with friends.

(2) High customer satisfaction from quick and predictable payments.

(3) Ease of use from a familiar set of online payment pages.

However, unless the mobile account is directly charged through a mobile network operator,
the use of a credit/debit card or pre-registration at online payment solution such as PayPal is still
required just as in a desktop environment.

Mobile Web payment methods are now being mandated by a number of mobile network

1
operators .

1 A mobile network operator (MNO), also known as mobile phone operator (or simply mobile operator or mobo),
carrier service provider (CSP), wireless service provider, wireless carrier, or cellular company, is a telephone company that
provides services for mobile phone subscribers (T-HLJEH F ).
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