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root@kali:~# dnsenum --enum www.sdpt.com.cn
dnsenum.pl VERSION:1.2.3
Warning: can't load Net::Whois::IP module, whois queries disabled.

www .sdpt.com.cn

www.sdpt.com.cn. 218.13.33.168
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oot ~# dnsenum --enum www.baidu.com
dnsenum. pl VERSION 1,38
Warning: can't load Net::Whois::IP module, whois queries disabled.

www . baidu.com

www . baidu. com. 111.13.166.92
www . baidu.com, 111.13.160.91

zkuuywhestbd . www.baidu.com, 221.179.46.194

32 HEFEEE Web RESBHNIFEHER

® i FH DNSenum T H# & DNS #2407, i 7] DIE FH dnsenum iy 2 f — 26 B 11 128
T, 4 fi - -threads [number |3 & 1]/ [ B ig 47 2 A R84 H-r RV P R T8 H
S5 M- SR P BB WHOTS iR 2 ) 4238 8RR B s (-0 70 V1
8 fa AL E s H-w A vF P e WHOIS 355K .



-------------------------------------------------- WE3 i fkal Linux U & R TSR ] .@

(2) DNS M6 T H Fierce M9 H
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Checking for wildcard DNS...
** Found 99130368221.baidu.com at 221.179.46.194.
** High probability of wildcard DNS.
Now performing 2280 test(s)...
10.94.49.39 access.baidu.com
18.11.252.74 accounts.baidu.com
10.26.109.19 admin.baidu.com
i:~# fierce -dns baidu.com 10.42.4.225 ads.baidu.com
DNS Servers for baidu.com: 172.22.15.17 agent.baidu.com
ns3.baidu.com 172.22.15.16 agent .baidu.com
ns2.baidu.com 10.57.29.13 apollo.baidu.com

ns?.ba;du,com 10.99.87.18 asm.baidu.com
ns4.baidu.com 10.42.122.102 at.baidu.com
dns.baidu.com 10.91.161.102 athena.baidu.com
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r ikali:~# dmitry -h
Deepmagic Information Gathering Tool
"There be some deep magic going on”

dmitry: invalid option -- 'h'

Usage: dmitry [-winsepfb] [-t @-9] [-o0 %host.txt] host
- Save output to shost.txt or to file specified by -0 file
Perform a whois lookup on the IP address of a host
Perform a whois lookup on the domain name of a host
Retrieve Netcraft.com information on a host
Perform a search for possible subdomains
Perform a search for possible email addresses
Perform a TCP port scan on a host
Perform a TCP port scan on a host showing output reporting filtered ports
- Read in the banner received from the scanned port
-t 8-9 Set the TTL in seconds when scanning a TCP port ( Default 2 )
*Requires the -p flagged to be passed
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root@kali:~# dmitry -wnpb sdpt.com.cn
Deepmagic Information Gathering Tool
"There be some deep magic going on"

HostIP:218.13.33.168
HostName:sdpt.com.cn

Gathered Inic-whois information for sdpt.com.cn

r: Unable to connect - Invalid Hest
ERROR: Connection to InicWhois Server cn.whois-servers.net failed

Gathered Netcraft information for sdpt.com.cn
Retrieving Netcraft,com information for sdpt.com.cn
Netcraft.com Information gathered

Gathered TCP Port information for 218.13.33.168

open

Portscan Finished: Scanned 150 ports, 69 ports were in state closed

All scans completed, exiting

& 3-6 sdpt. com. cn H ZHIER

ro Li:~# dmitry -s baidu.com
Deepmagic Information Gathering Tool
"There be some deep magic going on"

HostIP:111.13.101.2088
HostName:baidu.com

Gathered Subdomain infermation for baidu.com

Searching Google.com:88...
Unable to connect: Socket Connect Error
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i:~# netmask -s sdpt.com.cn

. ’18 13'33 168/255.255.255.255
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® Jash Scapy T B, WK 3-9 Fix.

~# scapy
INFO Can f import python gnuplot wrapper . Won't be able to plot.
WARNING: No route found for IPv6 destination :: (no default route?)

Welcome to Scapy (2.3.2)
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»>> ans,unans=sr(IP(dst="www.baidu.com/38",ttl=(1,6))/TCP())
Begin emission:
JH*¥**Finished to send 24 packets.

Received 25 packets, got 11 answers, remaining 13 packets
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B AT 1P il .
>>> ans.make table(lambda(s,r):(s.dst,s.ttl,r.src))

111.13.100.88 111.13.100.89 111.13.106.90 111.13.100.91
1 192.168.232.2 192.168.232.2 192.168.232.2 192.168.232.2

111.13.160.89 111.13.1600.96 111.13.160.91
111.13.100.89 111.13.16€0.90 111.13.160.91
111.13.100.89 - -

11 UERHEXEEHREENREBR
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www. baidu. com,www. kali. org.www. sdpt. com. cn =~ M3k 1% B2 J5 BT 28 5 iy o dik

res, unans = traceroute ([ " www. baidu. com", " www. kali. org", " www. sdpt. com. cn" ], dport = [ 80,
443],maxttl = 20, retry= - 2)
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"Wl sdpt n").dport=[88,443] xttl=28, retry:
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>>> exit()
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~# nmap -0 192.168.232.129

Starting Nmap 7.25BETALl ( https://nmap.org ) at 2017-84-15 15:18 CST
Nmap scan report for 192.168.232.129

Host is up (0.80062s latency).

Not shown: 998 filtered ports

PORT 'STATE SERVICE

21/tcp ‘open ftp

80/tcp open http

MAC Address: 00:0C:29:B8:05:58 (VMware)

Warning: 0SScan results may be unreliable because we could not find at least 1 o
pen and 1 closed port

Device type: general purpose

Running: Microsoft Windows 2012

05 CPE: cpe:/o:microsoft:windows server 2012:r2

0S details: Microsoft Windows Server 2812 or Windows Server 2812 R2
Network Distance: 1 hop

05 detection performed. Please report any incorrect results at https://nmap.org/
submit/ .
Nmap done: 1 IP address (1 host up) scanned in 21.12 seconds
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~# nmap -sV 192.168.232.129

Starting Nmap 7.25BETAl ( https://nmap.org ) at 2817-64-15 15:23 CST
Nmap scan report for 192.168.232.129

Host is up (0.00040s latency).

Not shown: 998 filtered ports

PORT 'STATE SERVICE VERSION

21/tcp open ftp Microsoft ftpd

B80/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

MAC Address: 00:0C:29:B8:05:58 (VMware)

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 12.78 seconds
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@ i1 Amap T HAEREE 1 50 ~ 100 3 H 3 B A I H Ax EHL 192, 168, 232. 129
FIEFEIB AT N AR L AR AT 3-15 iR .
~# amap -bq 192.168.232.129 50-100
amap v5.4 (www.thc.org/thc-amap) started at 2017-84-15 15:29:28 - APPLICATION MAPPING

mode

Protocol on 192.168.232.129:80/tcp matches http - banner: HTTP/1.1 484 Not Found\r\nC
ontent-Type text/html; charset=us-ascii\r\nServer Microsoft-HTTPAPI/2.8\r\nDate Sun,

16 Apr 2017 0818085 GMT\r\nConnection close\r\nContent-Length 315\r\n\r\n<!DOCTYPE HTM
L PUBLIC "-//W3C//DTD HTML 4.01//EN""http//www.w3.0rg/TR/

Protocol on 192.168.232.129:80/tcp matches http-apache-2 - banner: HTTP/1.1 4684 Not F
ound\r\nContent-Type text/html; charset=us-ascii\r\nServer Microsoft-HTTPAPI/2.0\r\nD
ate Sun, 16 Apr 2017 081885 GMT\r\nConnection close\r\nContent-Length 315\r\n\r\n<!DO
CTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN""http//www.w3.0rg/TR/
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