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1. Home(ET)

Home ¥R A5 A Event Log Analyzer & B E AR, #HF—E 0 2N 3TiR, 4
4% Event Overview (AR #iHL#%) . Network Overview (4% 3 4) Fl Security Overview (‘%
A AR A BT O AT R, 3 U BA AR B R B AL Ak, All
Events T A F4 . Windows Z 14 . Syslog 2 A 4 H B #a#¥ (Log Trend) %,

All Events Windows Events Syslog Events AR Devices

224 224 o 0 1 =
& 224 & 224 & 0 (0.00%) View All Devices w‘/

Logs Trend

E 200 0] No data available
i. T vn chooss 8 fferent
Time
Report Name Count Lo -_'
[® 3-7 Event Log Analyzer A #iL 4k % i
2. Reports(3F %) Windows Events >

Reports S0 B 152 S B R Gl o7 | AlEvens
QIS MW BRSBTS HE i A, ImporantEvents
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A AR A QS S A R SR A L R A0 Y R Eallad U gon Raperts , h
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3. Compliance(& #1%)
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Compliance 33 - M 35 A [ 4 BB 5 (0 25K 2 3-8 GBI
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=1 FISMA

EventLog Analyzer generates reports for the controls specified in the FIPS Publication 200, Minimum
Security Requirements for Federal Information and Information Systems. This standard specifies minimum
security requirements for federal information and information systems in seventeen security-related areas.
Federal agencies must meet the minimum security requirements as defined herein through the use of the
security controls in accordance with NIST Special Publication 800-53, Recommended Security Controls for
Federal Information Systems, as amended.

Object Access :
Audit and Accountability (AU)
more...

» Object Accessed » Object Deleted
» Object Created » Object Handle
» Object Modified

Logon :
Access Control (AC)
more...

» Successful User Logons » Terminal Service Session
» Successful User Logoffs
» Unsuccessful User Logons

Bl 3-9  FISMA iz 4

4. Search(# &)

PO RIS B BRI, AR R SRR, R R L /RE W T
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5. Correlation(f8 % 1%)
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R TP YR 2 SR 2
TRy . RN, 1T R AR S T AL S I E R
3% FAL 2045 € 7 58 NI HRAR .
Ransomware attacks 4
6. Alerts(Z &)

File integrity threats 4

Potential Windows threats » SR VEFH P B A R SO, LAGE 0 P 5 A
otential Uni treats | BB R P S A R,
S , i@ ST ST W N A el A K O 1 i

\ P A o I A (T BT S I SC P 9 T
510 AR BLINBUE X e i S P TT DL DL XML A% 2t 5 i 5 A
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7. Setting i &)

VPR A B 7R B Event Log Analyzer, = A>T 84840 51l 745 P 57
M“RGERE,

8. +Add(TH ¥H)

AR AE TR EHL 52 WEMS A H BSR40, 18 &AM Aok b 47 g

AR, U A L AR WA BR300 )& Event Log Analyzer W Wi 151 32 Fl Syslog
BistuAad . RS 34 T AT OCTF P R B R SR

3.5 ETF Log Parser HEIIER&E

Log Parser J&— X JIRESR K M0 Z D fE T 5., Al $& {1 XJ 3% T SCAR 19 Bodis Can HJ 25 30k
XML SCHEAN CSV 30 BA K Windows #5452 48 F (19 G 508 IR CUn 38 7 B s TR
SCERGEA ActiveDirectory) YA ) LA KK i . & AT DM T SQL 35 5] —FE A i) 43 73X
SR, £ 2 ] DU A B 45 R DS R B R A R B R

3.5.1 Log Parser ¢ B2

Log Parser = ZALRAR 7>, Al IR 23 W LLR =Ff . Hbpk A 38 SQL ihA) 51 5 45
Bt W ARG R 3-11 R LA L R A B (2 R A% U B AR TED £ad SQL i A CH SQL
FIEE AR HD Lb PR AR A AR

1S log
Text Text
file(W3C,CSV+) file(W3C.CSV+-+)
Event
Log =| SQL database
FileSystem
SQL like i charts
enginge core
Registry
syslog
ETW
Traces
screen,console
[u.]
user-
supplied
plugins

K 3-11 Log Parser 224X
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1. BW#EAN

Log Parser fi Fli# I H & sl ic Y /EM ACRIBE R REE . B L HEGFE L Y E
SQL FH AT, BT LA H brfin A TT LA Sk 2 22 2 B 5006 1 SQL 2% .

Log Parser A LM DL £ 48 26 AU vk R i b 145 2 B0

1S H &30 (W3C, TIS.NCSA = — i H %  HTTP 4%i% H 35 . URLScan H
& .ODBC H &) . Windows 1 H & . Windows M 3 il F§ XML,CSV., TSV #il W3C-
K& AR B SCAR SCAFE (U Exchange BRER H 7 SCHE AN A B k8% B & SCHF . Windows Media
Services H & X . FTP H & 30 .SMTP H il e 58545,

2. £ SQLIEAS|E

i FH A3, 4 5@ Al SQL 8 4] (SELECT., WHERE. GROUP BY. HAVING, ORDER
BY).® 4 K ¥ (SUM. COUNT. AVG. MAX. MIN) #1 & & (4 Ih g 4£ (40 SUBSTR.
CASE.COALESCE.REVERSEDNS 43),

3. £ RHH

AT DL A R 2 OB A BEZS SR SQL . Log Parser 19 N B it nl LUK 45 5L D SC
A R AEAEA S, IR IE X L ik AR . AR SCAR SR Z Mg X, i CSV,. TSV, XML,
W3C %, BRI Ll GIF 8¢ JPG #%x0 S i, 50 #2 8o, W nl B3 &k 16 3] SQL HlE 1
syslog IR 55 %8 55 .

3.5.2 Log Parser Lizard ¥ ig

£ X Log Parser HAEH R SQL 45 . A5 #/E. 51 A T Log Parser Lizard 4. %
A ¥ Log Parser #EAT 1 AT AL AL BT, £ & 1 FTHRAE Mk, 38 2o w] WAL 45 WT DL ST B0
TP RS5An H A W H SR 2% e R B SO 7 S AFIALBE . Log Parser Lizard [A]#f
YA RS R SO R 9 B SO CSV X XML SO DL R 0 3 SO R G 4
WA . 3] Windows B# AR B AL 2SR, 55 250 B Windows %4 H ik, 2K H
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1. ¥2E 7T Log Parser ip &

Log Parser Lizard Bt 09 ol #4042, 34 hn 7 BB 1, 92> T Log Parser X 44 4%
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2. XHIIUBRIZE
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4. R HRTFXH
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6. REFRERINBE
Log Parser Lizard F 5 2 PP AR FECHE B, AT L L4251 H .
7. ERFREIR

n logdnet &, W] DL J5 {8 #1 X} 1IS logs. EventLogs, active directory. logdnet, File
Systems., T-SQL #4721 .

8. SERLH R G

FE 1, Infragistics. UltraChart. Core. v4. 3. Infragistics. Excel. v4. 3. dll %, {ifi #5 #f] 4%
SR L7 8 b UL K R 8 Excel #5320R TR,

9. MHNANXHIZIT SQL Eif

W E, SQL 25 i H e 7E 804 E 04T, Log Parse i 2SI T SQL iEEMIES . Log
Parser Lizard 7] LUH I F B 1Y SQL 5 12% » BEAE X 21 SCA SO Cn 3 28 {35 S0 B AT
SQL #ify, flan, A 4R #% F /N 10 D HEEZ SO M FAREM . Log Parser Lizard
LI AR IS H & EEA AR TP Mkl  HTTP ARSI 5E,

10. % #% Excel #1 PDF

B AT P B AR I A BT AT A RS AT RLRAE O CSVLTIS H AR 3O it vl LA
B 25 RARAT B Excel HLT R A 8 PDF SCPF AR sl 34 45 2 a8 i 18 1 B R A 38 1 25

3.5.3 Log Parser Lizard ¥ /45 (o

1. Expression Editor(RiZX HiEES)

R g A (LI 3-140) f FH 02 % 48 3R 2% A I T 322 A B o 48 22 b A 7K (L
ORI R A A, 78 S 48 A b, T LT S B A 3R s 2 S0 A 1 b R A i T 5 R B
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2. Conditional formatting for the column(id £ £%)

A S T 0 A P AT A ST G S o 108 O g R e i A DAL 3415,

3. Result Grid(&ER&E#=EH)

M UURBIE R R4 R, 5 Excel R0, 30 F5 0T 45 B 347 i 58 L HE L 0 1k
el LR E AR AT RE L WLIE 3-16,
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Columns Enter text to search... "5~ Adds the value of one numeric expression
i,‘_ . 50 SRRt .lln e & tho strings
+ Functions ;
DateTime |
Logical %
Math |
String &
Eal
I=
<
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In
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And -
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| Format [EventType] If value Is Equal 1
Format [EventType] if value is Equal 2

255,128, 128

(%)
Tahoma, 8.25pt, ...

Regular
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| ~Query | TResult Grid | .iChart | # Deshboard |

Drag a column header here to group by that column

Eventlog  Time Genensted - |R. T. . E. Event. (LS _Mestace Data
. e RS sl Esem:u} E LA T ST, al
2 2021/3/2 12:18:32 4. 2. ane e L i 1]
3 2024/3/2 12:00:33 3. 2. None 7997402} | [CAPRUBSHBAM):  [maorane o M oo b sremr s Frs =
. A AT
4 2N 12003, (2. Hope ﬂﬁaxﬂﬁ [ k g?*wnm tl?m' 1Rt e sy gy
s 2024/3f2 11:57:12(3... 2. None Bl bt el e e ey v
5 202132 10:18:44 4. 2. tiane Fpintie [RPCServer]: (DA ] .
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4. Dashboard( B #l 3= &l E )
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5. Report Designer (3R & 448 3%)
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