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3.1.1 XtLE#UE

ot H B 3 A R Ak B e R A e X e A 2 RO A B T SR R A L U
T2 1) A 5[] o 308 5k Lo B30 BE 8 J BRI vh 1 25 53 AR AL B o, S TR Bl A v T . A
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CyberChef $& 8t B Diff £ A1 T b 8 WA Kt Jr Bealc 7 45 ef Fe i BT 2 Y 22 5%
08 T H i AR 3 B AR AT DU R A A A SO A RO 22 S L R 1R R L 6 A e
ARG s, B2 @ CyberChef B Diff B8, W] LUA R 43 Bt FAL FRECHE 22 5 42
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Diff B EENZ 3 1 Sample delimiter 250K 3 & WA [ B0 19 73 B 45, BRI 0 \n'\n,
Hp A\n\n AR HATHRF . W, B WS H7 5T Character, Word, Line 45 77 20 X% 1t
BT Character BYXS L5 20 25 FO BT A iy A b > 7 449 19 22 S 3 T 0 40 9 22 S A
BT Word (x5 b 75 XM T OB P S A b 9 B B3] L A TR I SCAR N A I AR fE Bk
T Line BYXT H 2 #5047 OB L 365 ] T Ak BRESE #4 16 SCAS , AR SO sl H &,

AR DIff B g 8 xf ab #2547 R . B 3 FF Show added.Show removed.Show
substraction,Ignore whitespace 3 4 F fg 7% 77 20, U0, 7€ Input A 3 A [ 955080 AR

BT .

Hello World!

This is a test.

Hello World!
This is a different test.

AR AE DIff 3 v 2] % Show added ¥ 3E HE I 65 Diff by 2 8% B N Line, | £ &
Output F M & 4% 8 This is a different test YE Ry #8 N2, A 3-1 iR,

Download CyberChef ¥
~omB8

Operations Recipe

diff Diff

Sl 1) 5 B |
Set Differenc CRLF

Symmetric Difference

A0 mn

Bifid Gipher Decode O
Ignffre whitespace

Bifid Cipher Encode
Bombe

cre 9 3% Show added

Convert co-ordinate format

Last build: 13 days ago - Version 10 is here! Read about the new features |

Input

Hello world!

This is a different test.| G
= MEA

(2} Tt RRER

Output

Options £ About/ Support @

+0O3 8=

. OEIETN
— T

(72 JHBICRLF#4T

Convert Image Format

Crop Image

Hello wWorld!

— O L

DateTime Delta

Derive EVP key

O

B 3-1

{& A Diff R4 Show added XfLL HIBE R

R AE Diff e i 4] 3% Show removed HLiEME I 6 Diff by %0k B 4 Line, | & 7E
Output [ H & 52 s This is a test fE RIS NE, WE 3-2 PR,

e Diff it 4, Show substraction ZEIF A fg B i A

%54 Show added B,

Show removed S 3L [R A, 4] 40, a0 R 7] B} 2) % Show added il Show substraction, 4%

B RE E ANIAL 3-3 BT
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Download CyberChef & Last build: 13 days ago - Version 10 is here! Read about the new features here Options Q About / Support @@

Operations Recipe ~ B E  input +0O3d =

! INEDS
o [, |+~ @/ EIEEIN

Diff Sample delimiter iff by

\n\r Tine Hello torld! DA
et Diffoee This is a different test.| | iﬂljk
[ show added| Show removed [ [[] Show subtraction

[ ignore whitespace

Symmetric Difference

Bifid Cipher Decode

Bifid Cipher Encode
B o 7JEShow removed
il w2 = Tr Row Bytes € CRLF

Output B0 @

a
Convert Image Format Hello world! rors =o s
— == S
e |— O RO
Crop Image

DateTime Delta

Derive EVP key
Derive PBKDF2 key
Format MAC addresses

From Base58

-
From Hexdump STEP Iy Auto Bake
o T -
B 3-2 f{E A Diff B3R A) Show removed X LL HIE £ B
Recipe ~am s Input + 0Oz m =
o ~ Hello world!
Diff AL This is a test.
Sample delimiter Diff by
\n\r litie Hello World!
Dl stow emoved] B showsbtacio] 2 AL 1 A BT T
I:\ Ignore whitespace
w72 = s Tr Rew Bytes <= CRLH
Output L B0Om®::
A

3-3 % 4&1E A S # Show added 5 Show substraction

218K, IR R 2] % Show removed H1 Show substraction, W) H 4 4 3 2> P9 25, 4
Pl 3-4 IR .

EE R ITA B LA 2 5L T4 1 DM A N2 I CyberChel 2375 58 17 B BT Y 51
VAN U137

N /A) % Ignore whitespace BLIEHE , W 23 76 XT b B} Z2 W& 25 75 i R A A AT R 22 57,
U0 PR DR s A | 4 i B s A% A A T SR 28 s (0] L 45 2R B O 3 SE B N A I R A TS
BRI BRSOk AR DX L/ ete/ passwd ST A B 1 i 56 T Diff 45 B 7 52
PR ER85 vh Y F 7 1%
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Recipe ~oma Input + O3 =

Hello World!
i ~ 1]
2 =
Sample del limiter Diff by
\n\r Line Hello wWonld! )
This is g different test.|

D Show addecI Show removed Show subtraction

D Ignore whitespace

2L 1A 1

me 72 = Tr Rew Bytes € CRLF

Output‘L RO m::

& 3-4 %54 {E H S % Show removed 5 Show substraction

Linux #ER G /ete/passwd J& — DR R XM, EH THAEH P KPP ER.
e/ ete/passwd XA BATIE — DN PR P FBRIE S0k, 80 FBRAEAARRNE
S A TE / et/ passwd SCAFHT  root FH AT XL YRR A T B & SCANEL 3-5 Fras
ommom

b
root|:x:0:0:rootl://root:/bin/bash

Pt ! ! !

O {3 O OLEEEETTY OEEEEES (7 2 il /8 % 9K A Shell

B 3-5 /ete/passwd HFITHFEE X

FEERNIE LT Linux SR A H P #R AT LLBEI/ ete/ passwd SCEE 25 o BRI S 3% S
R 8 o5 L AT DA 25 08 100 T P 286 % PR AFTE / ete/ shadow SCAF . T 2R PR % RE A% [) i 4R
I/ etc/passwd Fl/etc/shadow SCHF, U AT LLF 33X WA SCOFH B 2% Linux 7 % 659 it
TTmef , L o T AR WL, 78 Linux R R A S e AR B root I A AT LLEEEL ete/
shadow U %

Linux #E R G H P oy @il P RgE P B9 - Hrp 5 E A T H .%T%
N R P B A 45 P #A — S ME— 19 UTD, 3@ % UID J& WA 1000 JF 4R Y.
S PR B RGO AR

RGP T ARG MRS MSF b EE, UID 38 H KT 1000, X 28] 7 4 B AT 28 5k R
G ANHT BT RGERS  60, www-data,mysql ZEFH 7,

B P S root JIPT B R UID 8 0, HAA R G B A AR A5 AL, BT LU AT
TEATT#RAE

IR ARAT FH P AE / ete/ passwd SCHF R EREA XS R 94T, TR PR B
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WRTE Linux BAE RGP AP, W& TE/ete/passwd XF P EAIRITE., B4, 500
PIA#FH CyberChef #2 £t ity Diff #5540 3k % Fb B 386 FH P 1 J5 17/ ete/ passwd SCHRRY N 25 22 5,

MR 317 5 P P B9 15 8 A 18T 3-6 o .

Download CyberChef &

days ago - Version 10 is here! Read about the new features here

Options ¢ About/ Support @)

3 = ==
Operations 9 IEE%:J:{TH[:E%# ~ B nput +OF =
1 2 158 A 2 [ 4 7 JICRLE ~om
-+ OIS
Line /sbin/nologin
Set Difference
Bifid Cipher Decode
— OB I
Bombe
CTPH Ty e = A 50 Tr Row Bytes € CRLF
Convert co-ordinate format 9 4itr34 éﬁ’ mm%ﬂgﬁﬁ Output BDm:
Convert Image Format
Crop Image | ]
DateTime Delta
ORI
Derive PBKDF2 key
Format MAC addresses
From Base58
Od
e s (D ..
= @ = T

B 3-6 3t EA N ete/passwd LR B . BRHIEIT

WK CyberChefl T E. %) Diff A& HL G5 BE H 5 38 09 FH 2 8 steve, 4K, Al DI
K454 Show removed Fil Show substration ZECREF MBI P E R .

3.1.2 iREXVEUE

TERCHE b B 7R vp 5 BOCECE J2 4i8 DAJEL Ih Hidis 4 rh 32 IO M 15 B . By B Y
SN Tk et i . 7 CyberChefl H1 1) Extractors B30 20 42 1 T 2 Fi 2 X
B AL T 0 P sk S A T R A% DA S b B BB AF OC A A

Horpr, Strings 8 T 52 U A B B9 45 845 B 1 A0, 78 Inpuae T80 A 0 0 28n] oty
FEIY IR T Strings BEHOR S BCFAF R L 4018 3-7 iR

Strings B T Encoding %4, 2 B RE W8 13 & S i 2 Y, Minimum length Z 4 T
BB A W B/ MR BE , Match Z800] UAE E DL S5 R4 ASCIT 5 Unicode ZifG 25 A1,

[F) A 3, 3 3 2) 1% Display Total F3EHE Y 5 2k W 7R e A 1Y 545 8845 B, A & Sort 1
VEAE BEAE X 45 R EAT R L L S22 1% Unique BEEHE SR 745 83 AT L B I RE .

Extract IP addresses FE GEWS FE B AZIE & 1 TP #ihk{E B, L35 IPv4 il IPv6
Mk, EH IR PR3k (Internet Protocol Address, 1P #iib) & F F iR W 4% 43 &5 35 % 10
ME—FRRAF . B RS R B A E LR A M (B T DL A M ik B B AR, 1P
itk 38 H A AR AR XL 2 B TPv4 A1 IPv6 Muhlk , Hod, TPv4 Mok 2 B i FH A% 20, 4 480
T BT RIS DR 0 B 255, B 2 18] RO B L 4140, 192, 168. 0. 1,
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Download CyberChef & Last build: 13 days ago - Version 10 is here! Read about the new features here Options £ About / Support @
rupic ney
Recipe ~ A0 F input +0O3n1 =
Arithmetic / Logic
i ~0n
Networking Strieigs
Encoding Minimum length Match
Language Single byte 4 Alphanumeric +
Utils
[ Display total [ sort [ unique
Date / Time A
Extractors
Strings
Extract [P addresses o Dﬂf;Stnngsﬁtk
Extract email addresses
1This program cannot be run in DOS mode.
Extract MAC addresses Rich}E
Extract URLS
Extract domains.
Extract file paths
Extract dates
Extract hashes
v; H
XAYZH
ws2_32
SER m Auto Bake ey
- 227 = 24 @ s Tr faw Bytes = U

3-7 {EH Strings RPBWABUTLHWFHBER

HT T4 Bk LI O 15 5 R S 00, O T BB A% kR Ml Bk ECRE S R A [R) R, TPv6 b ki B s
M2, TPv6 i1 128 i bk, 38 W DL/ 09 A 75 2F ) &7 28 0. OF AR 5 20 B )
2001:0db8:85a3:0000:0000:8a2e:0370:7334,

MR TPva HUhE [RIAE LR AT 1 P04k DA e b ik A 2 1 (B8, X Ry SRRl i e A A
IP stk FIFAAE TP Mok SR SC B . A 1P ik J& i 56 9 A 45 32 14 7 (Internet Service
Provider, ISP) 43 Fe i, FH T F5 1R 3% 45 ) B 1K N 19 3% & . X FP i & 23 L 19 1P b ik 7] DL g A
B E B T AL D), i AAAE TP M hE B R SR P L A (R R R R 2 R Y FA A
IP MhEeT LA E . FAA 1P Hbhkvu i 192, 168. 0. 0 F 192. 168. 255. 255, 1 10. 0. 0. 0
10. 255. 255, 255 /1 172.16.0.0 #] 172. 31. 255. 255,

Extract IP addresses # 8t $& L T IPv4 . IPv6, Remove local IPv4 addresses. Display
total . Sort., Unique HL3EAE I i & $2 B 1P Mk (1) 22 50 75 K o 491 4n o ) FH 2245 B R 412 BB A b
L B A TPvd Ml R B AN 3-8 FoK .

Extract email addresses 3] T M SCAS o 382 I, 7 B 44 ik ./ S 7 ik 2 T
TE LI5S 356 R4 AT H, - IR A 79 P — A TRARE o B ol RS T R O3 R B T AR 3 R
B4 TRy Horp A M R s R N B P 44 BROBR RAT L T ek 44 E8 23 T TR E T R A ik
55 g 10 LR 491 2 5 B B R R 2R b ik B9 A% X8 username @ domain. com, H 1 username
R AR M 43 domain. com JE3R A% 4 . 3% A Hb kb (8 R 3R B R A58 & 3% 1% IR 4 O A b ik
B H AR B s

Extract IP addresses # 42 ML T Display total,Sort, Unique HLiEAE , 1% L8 PR35 HE RE 1%
T A2 A2 B F - HIR A 3t ) 25 R i 3R o ) P 2R B ok i IBCER i b B 1 F R ik £ R
e 3-9 Fis.
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Download CyberChef ¥
Strings

Extract IP addresses
Extract email addresses
Extract MAC addresses
Extract URLS

Extract domains

Extract file paths

Extract dat;
Extract hash
Regular expression
XPath expression
Jpath expression
CSS selector
Extract EXIF

Exract ID3

Extract Files

RAKE

Compression

Recipe

Last build: 13 days ago - Version 10 is here! Read about the new features here

~ami

Options £ About / Support @

Input + O3] =

Extract IP addresses

A0

1 LX20SELECTX20NULL%2CNULL %2CNUL LX2CNULLX2CNULL%2CNULLX2CNULLE2CNU
LLX2CNULLY%2CNULL --%20Qetc HTTP/1.1" 404 556 "-" "sqlmap/1.4.9%stable (http://sqlmap.org)”
y4.55.200.20 - [2 p/2020:10:56:39 +0000] "GET /menu/animals/%27%200RDER%20BY%201- -%207h0r

o#stable (http://sqlmap.org)”

| /menu/animals/%27%20UNION%20AL L%20SELECTX20NULL - -%20PHq] HTTP/1.1" 404 510 -

Birva  [Jirve B Remove local IPv4 addresses HTTP/1.1° 404 499 "-" "sqlmap/1.
- [28/5ep/2020:10:56:39 +06000] "GET
Display total Sort Unique

(13 SR IPvAstil, X! 65 S F I B AL

"sqlnap/1.4.9%stable (http://sqlmap.org)”
- [28/5ep/2020:10:56:39 +0000] “GET

L%20SELECTX20NULLX2CNULL - -%20FMIW HTTP/1.1" 404 515 "-"

W #stable (http://sqlmap.org)”
[ 4,55.200.20 - [28/5ep/2020:10:56:39 +0000] "GET

LL%20SELECT%20NULL%2CHULL%2CNULL - -%20bxAk HTTP/1.1" 404 520 "-"

|"sqlmap/1.4.04stable (http://sqlmap.org)”
[74.55.200.20 | - [28/5ep/2020:10:56:39 +0000] "GET

LL%20SELECT%20NULL%2CNULL%2CNULL%2CNULL--%20ChHT HTTP/1.1" 404 525

pA
e 61782 = 271/
Output

fTotal found: 2

74.55.200.20
104.37.111.22
A

|

(22 3424 Pvat]

Tr row bytes € 0

a0 m®::

@ 2m5 Tr Rau Bytes s LF

Download CyberChef ¥
Strings

Extract IP addresses
Bxtract email addresses
Extract MAC addresses
Extract URLS

Extract domains
Extract file paths
Extract dates

Bxtract hashes

Regular expression
XPath expression

JPath expression

CSS selector

Extract EXIF

Extract D3

Extract Files

RAKE

Compression

& 3-8 {# A Extract IP addresses 23R {2 El IPv4 A8 IP Hit

Last build: 13 days ago - Version 10 is here! Read about the new features here

Recipe ~ B E  input

Options £ About / Support @@

+ O3 W=

villamangotine@gmail.con| 63236692
villamascareigneghotmail. fr|audrey
villaoceane@orange. fr|123456
vincent.hucke@laposte. net| 12345678
viotallet@aol .com|alfred123

Extract email addresses ~0mn

Unique

Display total Sort

ange. fr| j

webuser@mailc.net|alfred123
wendehenry@gmail.com| c@9015322
worldpinggointer@gmail.com| 123456
x.mottay@orange. fr|caroleol
yolette.gence@wanadoo. fr| polarine123
yori.nathou@orange . fr|97440596Mi guel
Yvnewtonggmail.com| frederico71
zandolikoko@orange. fr|66449212al

1 2 SRE LT At

s N ) ¥ ;5 A K

e 12666 = 227

Output

Tr fow Sytes € CALF (detected)

BD®::

a.1.s@wanadoo. fr
agb.con

asdavidgorange. fr
asjp@wanadoo. fr-
abaena@abconseil.con
abitbol.veyghotmail.fr
ac-duboisghotmail. con
adeline_angeline@hotmail.com
adevos11@yahoo. fr
aiguilledusoleil@gmail.com
aimee. jocoghotmail. fr

aladous@gmail.con
STEP alain.golfier@cegetel.net
Auto Bake

[Total found: 419 &

@ 155 Tr e bytes € i

& 3-9

{# A Extract email addresses 13 32 B FE F i {4 3t 31t

9K i Extract email addresses B 54 BCHE A b 1k (14 32 72 b 1 7T 68 23 38 38 2 A
T, 49 40, 7E B Th AL S www. baidu. com/img/flexible/logo/pc/result@2. png &5 2 ) 4% 2
AT B, aniEl 3-10 iR,

TP A R A AR TR R T2 A A R ICH - R A ik ) 3 R b, DG R T R A A X
FERXT L HEATIAUE . B4 HZEAE URL WAk I8 0 @ 55 55 5k 25 Bk VT BE Sy fL - BB 14 ik I %6F
HiEfr%i . T Extract email addresses #5523 12 Py B A% 1E W) 2 38 S8 19, I 0k A
Al LU i 8 Regular expression B8R $AT 7 8 SCIE W 22 55 20, DA 1E B b DT i fE 5~
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Download CyberChef %
Strings

Extract IP addresses
Extract email addresses
Extract MAC addresses
Extract URLs

Extract domains
Extract file paths
Extract dates

Extract hashes

Regular expression
XPath expression

Jpath expression

€SS selector

Extract EXIF

Extract ID3

Extract Files

RAKE

Compression

Last build: 13 days ago - Version 10 is here! Read about the new features here

Recipe ~ B W B input

Extract email addresses A0 0
var hasclicked = $.getCookie && $.getCookie(’virus-2020-clicked');
if (Ihasclicked) {

Display total Sort Unique e.addclass("dot’);
H

b

STEE m ftBake
s =

Options g8 About/ Support @

+0O= .=

</scripts<script src="https://pss.bdstatic.com/static/superman/js/s_super_index-3fffaesdso.js">
</scripts<script src="https://pss.bdstatic. con/static/superman/js/min_super-cac7be2850.js">

</script><script>
if(navigator. cookieEnabled){

document . cookie="NOJS=;expires=Sat, 01 Jan 2000 ©0:00:00 GMT";

</scripts¢script sre="https://pss.bdstatic. con/static/superman/js/components/hotsearch-
e35eeede78. js"></script><script defer src="//hectorstatic.baidu.con/cd37ed75a9387csb. js">

</script></body></htnl>

c ar905 = 2261

Output

Total found: S

/ /v baidu. con/img/Flexible/logo/pc/result@2. png

//pss.bdstatic.con/static/superman/img/hot_search/pop_tri@ix-f4a02facs2.png
//pss.bdstatic.con/static/supernan/ ing/qrcode/qreode-hover@2x-fob106a84s. png
//pss.bdstatic. con/static/supernan/img/qreode/qreode@2x-dafosrade2. png

this.src="//www. baidu.com/img/flexible/logo/pc/index@2. png

yies € CRF (detectea)
A0 ®
Tr oo -

& 3-10 Extract email addresses & 3R i) &= 50 55 iR

MR PE MR . 283 5 HIE W % 38 K “\b[ A-Za-20-9. _% +-1+ @[ A-Za-20-9.-]+\. [ A-Za-z]
{2, )\bC2 I \S) "R DL L 7 W PR dik . & T IE W R A B CN A A B 3. 2.1 Wi fg

SMAEA UL

Extract Urls #E3 g — AN 8 H &880 00 T 52, B2 0% W 457 &2 R4 . B 38 SO A e s
Hb B IBOUE A 0 W 5 0 ik, DA E — 2 M AT A S BT ORI N 2 R N B — YR E AL A
(Uniform Resource Locator, URL) 4& — Fft 1] T 75 B¢ /| 5 57 F1 17 18] 55 U5 09 bk o 4% =X
URL P41k (9 5 4 R T w80 AR A R P A G i B8 I8 0 1) 05 =K. B AR AL 1 38 IR A 8
BLFATIA) 3 S RF B 2 9 25 A B BOHE A% i B4 B @ S5 e .
URL Mk H 6 #5041 B 46 Uh i L4 o 1 B% AR L2l 4 J L 7 B, an 8] 3-11

fis .

https://www.example.com:8080/path/to/resource?id=123&name=abc#section2

L J
T

1

P

LI

EEK

Tt 1 1

i 1 (AT 3) B AHWTHEH

E 3-11 URL M4+

1

FrB

MR URL W31k 45 44 1 45 058 53 #0 B AT AN 18] 69 D B, JF EL & AT AT L 8 A (] 19

i, 3-1 FimR,

% 3-1 URL Mt &E#HAR

URL 4R E 5

Ih BE

$8 7R el 177 1) Y U . ST 4R htep: // Jhttps: // fp: / /%

EHLA4

R BT A 08 e 55 2% Hu ik B 40, www. example. com
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gk

13
|3

iy

URL 4B R 384> I

i 1 (A 38 iz 55 %% F Y B 15, HTTP BRIA 80 o I HTTPS BRIk 443 3
pEAZ PEURAE MR 55 A b B AR S

A R (AT ) 3% Z R0 A5 Bl LY TR A L B 3, id= 123 & name=abc

B (n] i) 6 1) SCRY P R A2 F 48, LA £ VIR L AN section2

Extract URLs #H$24L T Display total. Sort, Unique L% HE , X £ B 5% HE RE 1% 15 /2 42 B
URL M3k A2 FR 5K o AR B SR $2 O8O TP & 1) URL MAEE B aniEl 3-12 frs.

Download CyberChef & Last build: 13 days ago - Version 10 is here! Read about the new features here Options £ About / Support @)
i ~ =
Date / Time Recipe BEE npu toOS =
~ ]
Extractors Extract URLs o <IDOCTYPE html><!--STATUS OK--><html><head><meta http-equiv="Content-Type" content="text/html;char

html{color : #000; overflow-y: scroll;overflow: -moz-scrollbars}

Strings Display total Sort Unique body, button, input, select, textarea{ font-size:12px; font-family:Arial, sans-serif}
h1,h2,h3,ha,hs,h6{font-size:100%}
Extract IP addresses e{font-style:normal}
small{font-size:12px}
Extract email addresses ol,ul{list-style:none}
a{text-decoration:none}
Extract MAC addresses a:hover{text-decoration:underline}
legend{color:#000}
Extract URLS fieldset, img{border:0}
button, input,select, textarea{font-size:100%}
Extractdomans table{border-collapse: collapse;border-spacing:0}
img(-ms-interpolation-mode:bigubic}
Extract file paths textarea({resize:vertical}
e susos = 2261 Tr fow sytes € CALF (detected)
Extract dates ?%E: URLi‘miJJ:
Output % X BDm::

Extract hashes
[Total found: 143
Regular expression

http://e.baidu.com/ebaidu/home?refer=887"

XPath expression http://Fanyi.baidu.com/"
http://hi.baidu.com/
JPath expression http://image.baidu.com/
http://image.baidu.com/i?
€55 selector tn=baidui 18amp; ct=2013; 1m=-18amp; c1=28amp; nc=18amp; ie=utf-8

http://ir.baidu.com
http://map.baidu.com

http://music.taihe.com
http://news .baidu.con

Extract D3 - BAKE! http://passport.baidu.com/?1ogin&amp;tpl=super&amp;u=
STEP Y = Auto Bake  Lhtto://passoort.baidu.com/ubrusbas
Extract Files e 12035 = 145 @ tims Ty Raw Bytes & LA
3-12  {EF Extract URLs 2312 B URL M it

Mk, E WA YL H 7223 A Extract Domain #RHORIZBUS A4 Wbk B, 00 %
R P AEAET , $2 R URL W hE sl 24 4 A 7T e 2 & 0 AR, DRt 78 58 iR UG , B8 &
22U Defang URL AEHRKE W TE 108 8 N A8 6 45 2 A s =X, LUME HEAT 22 20 T H LA

e URL Rk b (9 457 5K 4, B 1 R AN AT B o DT B2 157 190 4% 22 4 48 A 119 2
LA B M, Defang 7 #7 Escape dots, Escape http, Escap ://3 &%, H i, 24
Escape dots 236 URL R4k =, 7 S84 4 [. ], 240 Escape http A LLE hetp $5 40
hxxp., 28 Escape ://BEWEHS ./ /%64 [ // 1. B0, ¥ JH Defang URL #HK http://
malware. com/test. exe Hihb 5% 4t Ay 2 A% =, Kl 3-13 fiw

Tr Extractors #5240 4H A, iR 32 L T Extract MAC addresses. Extract file paths.
Extract dates &I, BRI 32 0] LA AT 25 32000 P 30k 0 50 e 4 BORICHTE

3.1.3 NI EHE
B 21 2 B 1 4 — B ELAT AL B 4 2 B B L B 2 A R A S i Ak 1t

Extract EXIF
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Download CyberChef & Last build: 13 days ago - Version 10 is here! Read about the new features here Options £ About / Support @)
Operations Recipe ~ B E  nput +0O3]e =
defan Defang URL ~Q0n

Defang URL
% Escape dots Escape http Escape //

Defang IP Addresses

T B b (12 htp# i Jghxxp
Favourites *

Data format e ://gmjg[://]
O N

oo w1 T v yies 4 ur (deracead)
Networking Output 0@

hxxp[ :// Imalware( . Jcon/test[ . Jexe

ashing
Cogs ity STEP m Sfo ke
w3 =2 @ 25 Tr urrs (decected) e Chur (detected)

3-13 {# A Defang URL #& 4% URL Mt A R E£HE N

) Al 25 3R, A 2 W O AN o e 0B v b FRARNCR 1Y EE IR Y s o A B A% 2 AT DR
R by 8 A 5 25 0 B B A L 3 TS 43 BT 1 AR Ok L SRR DR A L O ik DR B T S R
—HE,

CyberChef 42t 1 H] &b 28 2% Fh Ec i 4% 2UAAT 55 AT, Jl ol i Se A B, P ol LU A
B B 4 ok T AR S, P L CSV to JSON AT DL CSV A% X8 % # oh BF R 0%
A9 JSON #& X,

12 543 f& fH (Comma-Separated Values, CSV) & —F & 51 {8 SCUEA& 2, H T A4l 4% 51
Wi . CSV SCAFLLAE SCAIE A7 i B a1 47 Rom — S/ il st A F B Z 8 48 HTZ 500 B .
BT ] TR S A R AR R S AR S R AE R, AR CSV R U
a7 B0 Sy PR32 SRR 0 B4 Ak RN B2 4 v i) — ol WA =X B BN, B Name, Age,
City X 3 PFEBH) CSV XN ARG AR .

Name, Age, City

John Doe, 29, New York

Jane Smith, 34, Los Angeles
Alice Johnson, 27, Chicago

BT CSV HBE 3 V- 18 1 6 46 B . T 1 1 e A 30 52 2% 1 B Hie 454 , Pk, 7 Web JF
% F1 RESTful API 1% FH JSON /& b B4l 22 4 11 4% 20, ‘B 5 JavaScript 194 42 3278 7 e
25 T F AR P . R JSON S 7 i B 5008 45 1 . B % 58 32 35 b 3 1 AN [
(75 SR AR AL, o B 22 W R RO R AN 4 i, — A TSON X 42 0] LU AL 5 i 22 119 50 40 5
Hifth JSON x§ 42,

JSON 11 7 P 0 3= 5 ) B8 26 8 0 i HL7E 5 w8 S8 A 38 T 1L A Ui IR A H
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WARAFEFH CSV to JSON #Eb e ik CSV #% 20 A0 N2, M2 3845 %0 b B9 JSON a8 , A8 5S
Wmr

"Name" : "John Doe",
"Age": "20",
"City": "New York"

"Name" : "Jane Smith",
"Age": "34",
"City": "Los Angeles"

"Name": "Alice Johnson",
"Age" . "27",
"City": "Chicago"

248, 7E CSV to JSON i 1 #241L T Cell delimiters,Row delimiters, Format iX 3 4>
S8, B, S8 Cell delimiters I Fi% & CSV HFE MR, RIANFE 2 RA NES,
ZH Row delimiters BE % 45 & CSV Hic 5% 19 73 A AF . BRI IC 5% 23 BR A 02 \ r \ n, T 2 K0
Format & 7] L& E i i JSON $dE i #5 20. BRIAKE 3 Array of dictionaries, X Fj#% =
W FE A JSON e 2L Al 3-14 s .

Download CyberChef & Last build: 13 days ago Options £ About / Support @
Operations Recipe ~ BB E  input +oOs3]e =
2 Name, Age, City
son ~ "
L SV ISON ® John Doe,29,New York
——em T DR ) ¥\ 7 ;i
5 \r\n Array of dictionaries Alice Jchnson,27,chicage
JSON Minify L

JSON to CSV
Avro to JSON

JSON Beautify o CSV to JSON;!lkiA{E

IPath expression

BSON deserialise e =

% =5 Tr Raw bytes 4= CALF (detected)|
BSON serialise Output apm:
CBOR Decode [
{
CBOR Encode “Name": "John Doe",
“age™: 2",
ECDSA Signature Conversion "City": "New York

Fom Mesogebck ¢ — OISR

‘Name”: “Jane Smith",
WK to PEM “Age"; 3",
“City": "Los Angeles”

JWT Decode b

JWT Sign ‘Alice Johnson”,

i .
Doty STEP m Auto Bake
R PR, ST TR

3-14 CSV to JSON HE R Ltk X
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6 AL E I 14 A 5 S K [R) — O 7E R [ B 4 % X b BE AT 4. CyberChefl 111
Change IP format B GEME S 1P bk A% X L ey Dhge . 1P Hohk o] DA A [ id kil = 7
A48 BRI S HER] R R, Bl an, TP Mkl 192, 168, 1. 1 X R A S gE L\ Bk
L kIR Y TP M hE AN 3-2 BN,

£ 32 IP Mk 192.168. 1.1 RE# &KX A IP it
i# il 1P bt
+ i il 192.168.1.1
R RPAg Ll C0. A8.01.01
J\ 3 il 300.250. 1.1
gk 11000000, 10101000. 00000001, 00000001

T H 8 A6 TR TPva bk 28 2 LA s oy HaE ) RoR 1y . ZEX Al =X rp, TP Ml ik
PLa Atk A T 3k BRSO 0 B 255, BT Z A AR . AR R R
g3t ] TP ok 5 A5 v ) g A - 2 S SO 48 S A [ ) R RE % S B TP b A% =X A 4
o, BT LI &5 R TP ik 192, 168, 1. 1 48 g4 T ki 1P ki Co. A8. 01. 01,

AN TR} Bl 4 2 TP Mkl A BT AR 2 N Z kA% S TP bk e ik 9. Change TP
format BEHER ML T Input format F1 Output format Fi P25, 230 Input format [ T E
i A ) TP ik A% 5, T Z %0 Output format BE 88 52 fiy 20 /9 TP ik 4% =0, filan
i FHZ AR Hofs - ikl ks 2U A TP Hhik 192, 168, 1. 1 #4475 ik il 4 2059 1P bk, 4 & 3-15

N
Download CyberChef & Last build: 13 days ago Options £x  About / Support @
Operations Recipe ~ B E  npu +0O3d=
Parse IP range nput format Output format l
Dotted Decimal Hex
Change IP format
Parse IPvA header Y
Group IP addresses
Y
Parse IPv6 address o _’,ﬁkj{,—f‘j&ﬁ%“ 9 ﬁﬂi j‘]‘I’/\ﬁ%ﬂ
Defang IP Addresses
ViewBiLEle e =1 Tr Row Sytes € CRLF (derected)
Extract IP addresses Output anm::

Generate Lorem Ipsum
Zip

RIPEMD

Image Opacity

Gzip

Cartesian Product
Derive PBKDF2 key

JavaScript Parser

c0a80101

STEP m At ke
s =1 @ 1 Tr non sytes e L7 (detected)

B 3-15 Fie IP ik

B 2 R BT Change TP format BEBEE i) TP Mtk A N7 AE RS . 7E TP
Mok b B A5 R NN BEE B IR G 25 B 5 JF R 252 TE R TP Hudik . AR A% SR
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a1 5 ks 3 TR 75 2 S AL Bl i s LUE T & & L 140, Code tidy #3721 v 2
BETVF 2 T R AR BOE B, o, Syntax highlight #5538 BB % & 52 W 7 i A 19 50808 .

& 3-16 fTR.

Download CyberChef &

Last build: 13 days ago

Options ¢ About / Support @)

Language Recipe ~ B ®mE input + D38 =
utils O R

Syntax highlighter o n ldoctype WAl
Date / Time Larigiate <html dir="1tr" lang="zh">

auto detect
Extractors
Compression cstyle>
Hashing ba:k;round: #3C3C3C;

margin: 0

Code tidy ” SHEA Lt ek FL L

auto detect [ B 4 A Y £ Hs TR
Syntax highlighter

B0Dm:

Generic Code Beautify
JavaScript Parser
JavaScript Beautify
JavaScript Minify
JSON Beautify

JSON Minify

XML Beautify

XML Minify

SQL Beautify

051’ ixed;
S STEP m et hiade
T @© 12785 Tr Row 5 < getect
3-16 S=ETREANNEE

Syntax highlighter B A1) Language 228U T 15 & 5 2 1 B9 i A BCHE (1918 7 28
AL BRI auto detect BERE F 2R BN A5 5 28 A0, BOARIZA AR 08 AR U6 R 1 S 2R
VR 5 W R TR TR S5 A B R T IF AN BEXT FE 4 o (0 B AR S AT 56 A A L, 1 A oK 22 0o e
A FRAY JavaScript fCi% %5 A CyberChefl ) Input B HZ, 38 Syntax highlighter £ 8¢ 3 7
AbFE L AR E 3-17 B,

JE4i JavaScript fUI5% & A b FF & o 0y — A~ 8 20 B8 1 2 5 H A2 0 1k N 011k fig Fn i
FEH PR . R4 )5 1 JavaScript £ BEG% 980/ in 2K B[] 4548 47 58 DT AR 46 P 4R
B0 . MR R4 ATt e % 4 AU e Pk . TR 4 BRI AR AU TR VE L RRRE AR
Y78 B 44 | pRER A% SR 40 O AN T B T 44 BR o DT 3 A 3t ] AR A MERE . AR IX AN —Fh
SE 4 W2 AR L (T DA N B0k 3 0 o b R

T REME T IE Wi & & JavaScript fCHS , A P BT LLJE ] JavaScript Beautify fHe R 364k
JEAFACT , I 3-18 PR

MR, B B & 45 4 JavaScript Beautify Ml Syntax highlighter B 4~ 8 B 3k 3¢ fk
JavaScript FJJEZEICHE,

H AR, CyberChefl W24t 17 2 ] T AL RO B B A 1508 1 38 70 # I iy A
oo JBROGER 1 B T LUAR 4 A A5 4 RY B B 0l O v ok 2% a0 R R A% =X AR A OG
B,
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Download CyberChef

Last build: 13 days ago

Options £ About / Support @

Syntax highlighter
Generic Code Beautify
JavaScript Parser
JavaScript Beautify
JavaScript Minify
JSON Beautify

JSON Minify

XML Beautify

XML Minify

SQL Beautify

BAKI

SQL Minify STEP

Auto Bake

Langumge Recipe ~ B W E  Input +0O03@ =
utils (function(window,undefined){var readyList,rootjquery,core_strundefined=typeof
. e : , core_
Syntax highlightes S undefined, location=window. location, document=window. document ,docElem=document . documentElement,,_jQu
Date / Time o y-window. jouery, $-window. $,class2type-{} ,core
auto detect [1,core_version="1.10.2", core_concat=core_deletedIds. concat,core_push=core_deletedIds.push,core_s
Extractors lice=core_deletedIds. slice,core_indexof=core_deletedIds.indexof, core_tostring-class2type. tostring
,core_hasOun=class2type.hasOunProperty, core_trim=core_version.trim,
Compression jouery-function(selector, context){return new
jouery. fn.init(selector, context, rootjouery)}, core_pnum=/[+-]2(?:\d*\. |)\d+(2: [e€][+-]?
Hashing \d+|)/ .source, core_rnotuhite=/\S+/g, rtrim=/A[\s\uFEFF\xa0]+|
[\S\GFEFF\xAO]+$/g, rquickExpr=/2(?: \s* (<[\W\W1+) [>]% | #([\w-1%))$/, rsingleTag=/"< (\et)\s™\/2>(2:
Codetidy \/\13])$/, rvalidchars=/A[\], : {]\s]*$/, rvalidbraces=/(2:] : |, ) (?:\s*\[) +/g, rvalidescape=/\\(?:

e 140222

295 T row oyes

B0 ®:a

" CRLF (detecte:

Output

(function(window,undefined){var readyList,rootjQuery,core_strundefined=typeof

undefined, location=window. location, document =window. document, docE lem=document . documentlement,_jQu
lery=window. jQuery,_$=window.$,class2type=(},core_deletedIds=
[1,core_version="1.10.2",core_concat=core_deletedIds.concat,core_push=core_deletedIds.push,core_s
lice=core_deletedIds.slice,core_indexof=core_deletedIds.indexof,core_tostring=class2type.tostring
,core_hasown=class2type. hasounProperty ,core_trim=core_version.trim,
jQuery=function(selector,context){return new

juery . fn. init(selector, context, root jQuery)}, core_pnum=/[+-]2(?:\d*\. |)\d+(2: [eE][+-]?
\d+|)/.source, core_rnotwhite=/\S+/g, rtrim=/A[\s\uFEFF\xA0]+|

[\S\UFEFF\xA®]+8/g, rquickExpr=/~(2:\s* (<[ \W\W]+>) [*>]* |#([\w-]1%))$/, rsingleTag=/A<(\wt)\s*\/2>(2:
<\/\1>|)$/,rvalidchars=/A[\],:{}\s]*$/,rvalidbraces=/(?:4| :|,) (?:\s*\[)+/g,rvalidescape=/\\(?:
["\\\/bfnrt]|u[\da-fA-F1{4})/g,rvalidtokens=/"[A"\\r\n]*"| true| false|null|-2(?:\d+\. | )\d+(?: [eE]
[+-12\d+])/g,

rmsprefix=/A-ms-/,rdashAlpha=/ - ([\da-z])/gi, fcamelcase=function(all, letter){return

letter. toupperCase()}, completed=function(event)

{if (document . addeventListener| |event. type==="1oad" | | document.readystat:
{detach(); jouery.ready()}},detach=function(){if(document . addEventListener)

{document . removeEventListener(“DoMContentLoaded" , completed, false) ;window. removeEventListener(“loa

complete™)

d, completed, false) Jelse{document . detachevent ("onreadystatechange” , completed) ;window. detachvent (

o =1 @ 37705 _Tr fow tytes_© 17 3

& 3-17

Syntax highlighter £ 7R i# 4T X 3 £ 1L 4b 12

13 days ago

Options £  About / Support @)

Input + 03§ =

Download CyberChef t Last build:
Language Recipe ~Omi
Util
" JavaScript Beautify A Qn

Date / Time Indent string Quotes

Auto
Extractors
oo Semicolons before closing braces
Hashing

Include comments

Code tidy

Syntax highlighter
Generic Code Beautify
JavaScript Parser
JavaScript Beautify
JavaScript Minify
JSON Beautify

JSON Minify

XML Beautify

XML Minify

SQL Beautify

SQl Minify STEP

m Alffoake

{jouery(this).addclass(value.call(this, ], this.className))}) }if(proceed){classes=
(value||"").match(core_rnotuhite) | [[13for(;iclen; i++){elem=this[i];cur=elem.nodeType:
(elem.className?(" “+elem.classhames” ").replace(rclass,” Y3if(cur)
{j=e;while(clazz=classes[j++]){if(cur.index0f(" "+clazz+" ")<0){cur+=clazz+"
"}}elen. classhane=jQuery. trim(cur) }}}return this},removeclass:function(value){

var classes,elen,cur,clazz,j,1-0, len=this. length, proceed-arguments. length===0| | typeof
value==="string"8&value;if (jQuery.isFunction(value)){return this.each(function(j)
{jQuery(this).removeClass(value.call(this,j, this.classhame))})}if (proceed){classes=
(value||"").match(core_rnotwhite)| |[1;for(;i<len;i++){elen=this[i];cur=elem.nodeType
(elem.classhame?(" “"+elem.className+” ").replace(rclass,” "):"");if(cur)
{j=0;while(clazz=classes[j++]) {while(cur.index0f(" "+clazzs" ")>=0){cur=cur.replace(
*iclazzs” )}}elen. classNane-value?jQuery. trim(cur): "} }}return

this}, toggleclass: function(value, stateval){var type=typeof value;if(typeof
stateval==="boolean"&&type==="string"){return stateval?

this.addClass(value) :this.removeClass(value)}if (juery. isFunction(value)){return

28

e 102222 = 298 Tr Row tytes

BD®m:a

 CALF (detected)|

Output #%

¥
}, detach = function () {

if (document.addEventListener) {
document . removeEventListener('DoMContentLoaded", completed, false);
window. removeEventListener('load’, completed, false);

} else {
document . detachEvent(‘onreadystatechange’, completed);
window.detachEvent (‘onload", completed);

}

b
jouery.fn = jQuery.prototype = {
jquery: core_version,
constructor: jouery,
init: function (selector, context, rootjquery) {
var match, elem;
i£ (lcalactary £

TR YT T Byter T T oetected)|

B 3-18 =4k JavaScript 45X 5

3.2 HIERYCEERME

YR D E 5% 11 19 AR T e 3 e T ) 38 3k QA58 A X DTC 5 A ki A B Al 3t A B XL LR B
R e I B R ) B S DT S B 5 A0 e O o BN R .l A AR B DR L
JURT LA BRI S VREA ok A S TRDR PR A5 L IR IR RO B L O 8 e A A R BT AR



$83%F CyberChefBIEIE IR [P 69

M SR SRS W A TSR . 70 T R PP R AR e A 4B Jel b 28 5 4 T T 0090 DL C 458 £ R 4 B
LIPS E/T

3.2.1 HTEENRZER

TE U 2Rk R — b T DR JE 48 2R R A A A 0 T A 9 3 3 DU S SCA%E
o IE K ARt B R o IR 2 ik 5, e o ) 3R 3k 5 SCR B, RE 8
B AT VS, OF A3 B DT RS AL An 8] 3-19 FR .

IEMIZE AR UGS

B 3-19 EMRZEXCEBFENEKRFE

ENFRBEAIF R ERBEIET LA TH, BR_E—FE AN SCARL B AR, #12 i
N T 2 Fh g A 5 M T2 b il 0 Python . JavaScript.Java.Perl.grep . A [Ai 75 Al fig
AR 0 TE ) R = URIE VL 4 (B A RE S AT AB 2 — B0 . CyberChel T H24EMY
Regular expression B GEAS K B & X 1Y 1E W) 26 38 A 20 07 FH B Input M A $08E , J9F
FE Output TR A TR e DG FC 25 51 DRI, 28 38 48 T FH A2 A5E Bk DG i 25040

T ReE 784 Hu i B Regular expression BEHA D68, # 22 H P HA 4 5 1 W) 3 35 =0
MIRE ST . TEM IR AT 2 BE 8 VL e B 1Y 7 A% H L 2 B R I F AT L, X
LG TCFAT  IUE LFAF B O H A R Vi U AT AR R 3-3 I,

£33 ENFEBROARTH

F # I 5
. VE e A 3 A 45 R 40 AT 45 41
3 DE T 4 £ 1 F 3k

$ VC e 4 £ 1 25

x D e I T80 09 7 79 B R 5 £ Ik

+ D TE i T A — IR &K

? U J5C HT 160 A9 7 4F B K B — 1Kk
[abc] VLT F4F ab 5 ¢

["abc] VEFLBR a.b Fl ¢ ZAMAYAT B 4%
[az] VERCAE /NG 58

[A-Z] VERCAE K E S5

[0-9] VE AT B

\d VE AT BB L R T L0-9]
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&k
F 7 I 3
\D VERCAL B AR B 4
\w VERC AT 2 B B AR T Ei 2k, 55 R T [a-2zA-Z0-9_]
\W U = | B S B8 s S | T
\s VETCAT il 25 4%, 5 0 28 A% SRR AF VIR AT A
\S VEFC AR AT 28 E 24T
{n} D M2 1] T B9 A B IR
{n,} UC e i 1 A9 F A7 2D IR
{n,m} VE L 65 T A A 2D 0 G E AT m K
O FHT o3 41 4l 3R DT FC 9 -5 45 J L 1A Cabe) TEBE abe 4 FLAf 3¢
(7:) T3 0 AR AR IC I 1 T 45 3 o T 50 52 2 i A2 I TE T AN A 45 2R
\ FoRBOHRAE L T AT ST AR BRI B0 alb PR a 5L b
\ B SURE IR A A0 G 1 S 38 30 7 A0 R AT DR C, 4 4, N\ T DR S — A 52 BR i
CO ST RAE B F4F

2 5 TE DU 2 12K 3 B0 L i VR 78 20 9 B A LU g SRS A ) DE BC A {1
2 55 T IC AL 5 HIR P 9 1B 0 e kL AR A

"la-zA-20-9. % +—]+@[a-2zA-20-9. -]+ \.[a—-zA—-2Z]{2,}$

Horb fF 5 M S 43 3R R IE W KGR A TF Sk g B gy . “ [azA-Z0-9. U +-]+" T
VERCHH - 24 8848 o @[ a-zA-Z0-9. - ]+ I T IR FC 8 4% 7853 . “\. [azA-Z]{2,} $ " T DL
e 8y

AP AT LK Regular expression BEHUY) Regex 2 801 B 4 bk 1F W) 383k =, FH >k DC fg
B ABCHE P TR Rl . 248K, 7E Regular expression BB Y Built in regexes 4
PIANNE TIFZIENFE AL, 4 IPv4 address. URL ,Domain. Email address &, FH /1 #J
DUAR IR 5 SR B £ AH L A TE ) ik . 24K L N B 9 I D0 5k 5T F A fig il 2 BT A7 DR IRC 75 5K
I R g 5 T U SRR SR R ) R AR AT 1Y B AN FE R AR A SO B 1R £ Base64
S 0 AT R L A RS O D SRk SR AT VT T, W) B ) T TR Y O K 2 o — T
AeH BA Pk AL 55 .

Regular expression #3 EL7H Built in regexes.Regex.,Output format 54, Hp, &
£% Built in regexes H T3 8 IEN R B AYER, WUIRM P F LM A & E R K =, N
AR Z S B B BRI User defined, 241 Regex &35 IE W R XA SCARRE, Wik
4 Built in regexes 2801 & N User defined, ] Regex M7 2 HE B & X ) IE N #
R WA 2 [ Sh S A B R IR N 3Rk, S8 Output format I 745 5 i th 45
g 20, & A9 (H 4 #5 Highlight matches, List matches %, Highlight matched HE % £
Output A& 52 BR VEEL 25 R, List matched W 7T PAF AT A VCECAY 25 L, BT oR.AR
FREA G A E SCIE W 2 3k KU FEAE A SO i Base64 4t I X5 H 3E 17 A 1t
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i
T A HEUEIE Base64 Ji it i) 1E I R ah 2L AR AN F -

[0-9a-zA—-Z+/=1]{50,}

1E LR, [0-9a-2A-Z+ /= |H TR E Base64 4t (1) FAFE [, (50, ) T RER
DIEHEE 50 A FAFA BERN E N Base64 b, 29K, il T S5 bR B FE A SO TR A T REAF AR TR
WA H PR T DL 2o i R B4R /N DG FE A 1S BOR S8 IR AT

Rk .78 CyberChef H# ] Regular expression B ¥ 2% Built in regexes MI{H 1%
B H[0-9a-zA-Z+/=1{50,} ¥ Output format FJ{H I & F List matches, [FJI, B FEA Ky
NG S| Input AR, AURFEA SCPE P AFFEDT B 45 L, W 2576 Output 18 A i 25 28
Wk 3-20 iR,

Download CyberChef & Last build: 13 days ago - Version 10 is here! Read about the new features here Options €&  About / Support @
Operations Recipe ~ B mE  input +oOz @ =
o User-Agent: Cyrus-IMAP/3.3.0-92-g11c785d-fm-20200721.004-g11c785d5
Re ~ "
5 Begulas xpeemion e Mime-Version: 1.0
Register X-Personalityld: 107894672

G;;:’d?f:zd Message-Id: <91fece79-ffc6-4bfo-b3s1-bc76e2fb1341@umw. example. com>
Date: Mon, 27 Jul 2020 15:25:22 +1000
Reqex From: "Example Person” <testing@example.com>
[0-9a-zA-Z+/=]{50, } To: "Another Person” <anotherperson@example.com>

subject: Hello!
| content-Type: multipart/mixed;
boundary=84cdcge1834da3a2a8b9ab11c2bfes1d

Render Image Case insensitive A and § match at newlines T TCeeTa A =
e — 2 A A HE ¥ B

Content-Type: multipart/alternative;

Regular expression
To Case Insensitive Regex

From Case Insensitive Regex

Resize Image boundary-F8bcF896Fo164de3b8F7ba7aa5da5e1
[ Dot matches all [ Unicode support
Rotate Image T )
Output format

Rotate right [ astral support [ Display total et matches Output - apm:
Optical Character Recognition 793/ aRAQSKE TChAKCgKICl

|GBCUFhYaHSUfGhs JHBYWICWETY YNKSOpGRELHCEOMCUOK'S ]/ 248DAQCHBWOTCHHKChHOGhYa
Strecbog IKCEOKCEOKCgoKCgOKCgoKCEOKCEOKCEOKCEOKCEOKCEOKCOKCEOKCEOKCEOKCEOKC I /WAAR

BpAD FBgCT,

Pseudo-Random Number Generator g AQAL i EHILFCATDXFSMKUINIFKMOCiUm

]E H jje L/ R

From MessagePack 0 ﬁHRegular expressmn}ﬁ 26E. /aAAWDAQAC duxtosl7aw7cap 2
e /8AHIVYTZTCF C4AQt3nA/GHI 1kpB74EC q ot

Parse IP range. W3xgGrNsA1dbSOKyC3vIcCd/nDVmSVQY13t3wFr7/0Sr s 2NVbBSCZ8BO2EL +HgHFAV U_I;EE,;:; %

1COVA+MI3FF IF /XxktFawG3DId1/bBZu3zkq
[1v10Qb24+mNu/WBSADBYAd+MOg TbnBUHAP ZKN7G3CR2/ WAYAHAUYRESYQ3donhv f FSWBFGO
|/ TIVb+CKVKZNAWXdXXawDSXCFVO2HY77+MAGADHOG7 2XbAUp2rv jVfbfvlOolewedsIXS7vg.
Patte (e e jf6z0bnjsydtyslw2s0q 13+uHitry UF740ut]

O IhEwdpd ic pSAJEMFVKC
[11xvt5xyVU178YYgBawsdl4e+VCDe6ph9oytdvHzk17t7njHAVXZ8SF6UP106/bLT j37dvGM)
Sharpen Image STEP AuoBake wESXy) gBasdlae+VCDe6phgoytdvhzkI7Zt7n /bLT B
.o =1 D s Tr nmw e

B 3-20 EEFZARFR Base64 RIZFHF &

)5 A P H From Base64 £ S XT Base64 g i 45 5t O fFAS . 40 &l 3-21 Fii

U0 132 2 R ILAE Output AR P & B &5 8 b, BB JFIF 47 $, BRI 2 — 1
K St

JEIE 2 T 17 6 R B TPEG PRI SCPERS 30, 82— bR o 10 1% S0 PR 5L
FH T B 45 7 [ 12 46 UK P B 9% 15 % 4 R 70 B 5 R JPEG & . TFIF SCPR 4 L. ipg ok
jpeg ¥R A A H L, H P AT LU CyberChef #2489 Detect File Type #5 e ok 15 51 45
SR I3 19 SR, Detect File Type BE4 2 MR SO 1Y P4 5 1 AS J2 SCHF B J 44 9
S A8 3800 R T SR 2KS T M A B T 30— 7 4B s AL

WA Detect File Type Bibt s MR 51 7 SCLE2E M, ) 2528 Output [ B 4 i 5
TR B Il 3-22 s,

Normalise Image
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Download CyberChef ¥ Last build: 13 days ago - Version 10 is here! Read about the new features here Options ¢ About / Support @)
Operations Recipe ~ B E  nput +0O3I=
fisw R - A @ I User-Agent: Cyrus-JMAP/3.3.0-92-g11c785d-fn-20200721.004-g11c785d5

ular expression

Mime-Version
From Morse Code Built in reqexes X-Personalityld: 107894672

User defined Message-1d: <91fec079-Ffc6-abfo-b3g1-bc76e2fb1341@wm. example. com>
Date: Mon, 27 Jul 2020 15:25:22 +1000
Regex "Example Person” <testing@example.com>
[6-9a-2A-Z+/=]{50,} To: "Another Person” <anotherpersongexample.com>

1.0

From MessagePack

From 8CD subject: Hello!
,  Content-Type: multipart/mixed;

From Hex boundary=84cdc8e1834da3a2a8b9ab11c2bfes1d
Frow Basa [ Case insensitive A and $ match at newlines - bRcdcadiasAsAs S aabaRbIL b esTd

Content-Type: multipart/alternative;
From Float boundary=c8bcf8o6£o164de3bsFF7ba7aasdasel

[] Dot matches all [J Unicode support
From Octal e 330816 T 4487 Tr Raw Bytes ¢ CALF (detected)
§ Output format
From Base32 [ astral support [ Displaytotal  |icy matches Output #: A0 m::
From Baseds sk s s Onok Crctsceeoreman wroceso st
From Base64 A~ om saci% v, #8')%) exus-0-(0%() (FOn
From Base58 (LR LCCeCCeCCCCCCeeclecce
Alphabet . s P Dvssommias

From Base62 ArZa-z8:2+/x 2" jacethee MBS n
From Base64 Remove non-alphabet chars [ strict mode "f““_;\"" Lt

miejte
o Eees Jos-E£iGh bpﬁ-fé(]ﬂiwk)é umh jsax 3 d soBuc@scmBleore TwdssViEasoh

i [ocsdrsc|a

From Base9?

¥27¢e” «jsotou 0s:0s0Buodunl0¥4q-0i 7087 Che\cs) o bOU
From Binary U erUMYi Lrwiie¥e_uscndmekaETomA\ i E€awsn

k { Goof U6 2Py
O 8XAG e (X®0ae +V" Co \he 7y OB 2Gon/ « 1P ROTME -SAGUOE T 21 + | T2iiCT 5 +GaTXLT "D\ 1 OO #6=1+ 2TLANCB s sere
oo Bl STEP Wl 0550009 VWGCWOEs »2” oY [ >qom+ 1{I¥Csmocid licF 1w gNORU2T | 1/hityL cs BS[ us Ssonescagas
= 10

e 200554 = @ 1100 Tr fen ytes 0 CR (detected)

& 3-21 {# A From Base64 3R 3 1T 75

Download CyberChel & Last buld: 13 days ago - Version 10 i here! Read about the new features here Options ¥ About/ Support @
Operations Recipe ~0mE nput + 0358 =
— S o @ u UserrAGents Cyrus-JWP/3.3.0-92-glic7asd-Fn-20200721.064-g11c785d5

Hime-Version: 1.0

v X-Personalityld: 107894672

[0-9a-2A-2+/=1{50, } essage-10: (oxfecoTo-f1co-4ofa-13AL beoerfuizesfan. example.con
Date: Hon, 27 Jul 202

From: “Exanple Person” <(esnngﬂexzmple com>

To: "Another Person” <antherpersongexample. com>

Subject: Hello!

Content-Type: multipart/mixed;

boundary-Bacdcae1834d43a2a8b9ab11c2bF@514

Detect File Type Bultinreasses

(CRC-16 Checksum User defined
%
CRC-32 Checksum

[ Case insensitive A and § match at newlines ] Dot matches all

CRC-8 Checksum

Outg ot
e O unicode support. [ Astral support [JDisplaytotal  igrmatches  --sécdcsetsasassaaatbsabiicavfesia
Content-Type: multipart/alternative;
Convertco-ordinate formt boundary=cBbcrSS6FoL6AdeIBFFTbATaSSEL
From Basess ~omn
Eitropy R e ——
eemm———— Arasosdre - [ Remove non-alphabet chars  COmtent-Type: text/plain
This 55 an enail with an attachsent
T Dsviemoe - BbcfB96F9164de308F 7b47ad5045€L
s = e € o (et
Fetcher-64 Checksum
Datect File Type ~0u o B80@:o

Fletcher-8 Checksum
File type: Joint Photographic Experts Group image

Vagie Mimages Mvideo BAudio [ Documents [ Appications |[ Extension:  Ips,tpeg. e, thm,mo
NIVE type:  inagedpes

Parse QR Code

& Archives 8 Miscellaneous
Remove line numbers

Favourites *
==
e XHRE

Networking

STEP Auto Bake

Language meue = D sems Ty s mytes e i (mtectas

] 3-22  Detect File Type # R H X 45 8

HRAE Detect File Type 53 i) 6 I 25 5 38 B2 SO S 18 R S o Bk, AT P T L 3 )
HI CyberChef #J Render Image 8 ii Y I th B 7 S, an &l 3-23 Bk,
BT A IR AR OC T IE W 3Rk 2 555 L PRt A B 95 AU 213 43 206 T 1E ) 238 =0 i
U, B2 A] DL B AT A B B R AR ) 2 00 T IE M SRR A A

3.2.2 SoHBEXH
H S0P R0 5 B 5 TR I IR 45375 30 B0 SCAS SO S 3 40 7 I 2 S g i




$83%F CyberChefBIEHE IR ||p 73

Options 8 About/ Suppor @)
+0O8§ =

o %

~© u| ouput® anm

step I e e

& 3-23 Render Image #3RE B K 32 4

Hb TR 2 G0 R kN FH R R A R G LR BRI BT H R AR R G e A A v R b R
1) SR A0 TR S B S A0 ARG 43 AT 1 J B2 R 4 o ROk AR AR LU T Web H 3
1A 1614 ) 3R O F 43 B H AR

Web H 302 5% Web IR 55 #5806 sl 19 H A& SCfF . B85 T B R8T Web IR
55 e V10 T SR AR IO 155 50 5 5 B A B 5L R e N DR R AT R HE A 1 B A Ak N 2 A 43T

W Web IR 55 25 50 1F 6145 Nginx, Apache 55, 312k, A 4546 LU Nginx 995 1) H 35
SCA R ) B A CyberChefl T B0 M H 2% SCEF N 2800 07 1 .

Nginx J&—P I Rgsk K H R G 1) Web iz 55 &5 AR 55 4% - 4 12 b o FH T 2% ol A5
F4) A0 oMb R B A v R AP B R T R R i K ) T R ol L R BAR Web Atk i it 1)
Bl 1

Nginx H &S o] 4 A v5 a] B 85 % H &, Hodb, Ui B a0 BN R A7 42 h
/var/log/nginx/access. log, X4~ H & CAFIE % THAE P s K FENEE . HiRHEY
RN 45 2 /var/log/nginx/error. log. B it 5% T MR 55 #% 76 Ab #3E >R o B v & A= 4 R,
6 B A R B AT AR A

FH P AT LU 3 43 A Nginx 15 10) H A& SO A e 5% 09 P9 2858 40 A 90 3 17 1) 155 250 L 1 2 1) 725
AR FHERE . Vi in) H A& SO IC s 0 2 BE R = Sk 3-4 iR .

34 PRAAEXHFRERHNFERESX

B 7 X

st Ji] 78 3R & A Y B A0 e

1P b hE AR SR ) B i b ik

iRk HTTP 3K F ik, il , GET . POST 4%
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F OB & X

URL T SR BRI A

IR i 55 % i 7 1 R 25

i 7 /s 3R (7] 8 B 1 B

i DRkL#.! B S B0 N A R R G A
S U 1 FH P MO BT 1 k% o ke Y

H b SCHFAR B b2 SCAR SO Af AT B SCAR S #n A6 nT A& B/ H & S0k, 78 Nginx Ui
8] B & SO e SRR T AR R R — AN P i id oK, iR 3-24 TR,

10 +0000] /c X11 Gecko/20100161 Firefo: |
= 'GET /dwa/css/logm css Hrrp/1 1" 200 741 "http: //example com/logm php" “Mozilla/5.@ (X11; Linux x86_64 8.0)
00101 Firefox/68.0"
192.168.1.100 - - [28/Sep/20: "GET /favicon.ico HTTP/1.1" 200 1707 "-" “Mozilla/5.@ (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0"
- [28/sep/2e: "POST /login.php HTTP/1.1" 302 337 "ht //example.com/login.php" "Mozilla/5.@ (X11; Linux x86_64; rvi68.0) Gecko/20100101

“GET /setup.php HTTP/1.1" 200 2041 "http://example.com/login.php" "Mozilla/5.8 (X11; Linux x86_64; rv:68.8) Gecko/20100101

“GET /dvwa/images/spanner.png HTTP/1.1" 200 749 "http://example.com/setup.php” "Mozilla/5.0 (X11; Linux x86_64; rv:68.8)

Gecko/20100101 Firefox/68.0"
192.168.1.100 - - "GET /dvwa/images/logo.png HTTP/1.1" 200 5330 “http://example.com/setup.php” “Mozilla/5.@ (X11; Linux x86_64; rv:68.)
Gecko/20100101 Flr‘efox/GE o"
192.168.1.100 - - [28/Sep/20 “GET /dvwa/js/add_event_listeners.js HTTP/1.1" 200 626 "http://example.com/setup.php” "Mozilla/5.@ (X11; Linux x86_64;
rvi68.0) Gecko/20100101 Firefox/68
192.168.1.100 - - [28/Sep/2020:10: "POST /setup.php HTTP/1.1" 32 338 "http://example.com/setup.php"” "Mozilla/5.8 (X11; Linux x86_64; rv:68.8) Gecko/20100101
Firefox/68.0"

- [28/5ep/20; "GET /setup.php HTTP/1.1" 200 2175 "http://example.com/setup.php" "Mozilla/5.8 (X11; Linux x86_64; rv:68.8) Gecko/20100101

- [28/Sep/2020: : "GET /login.php HTTP/1.1" 200 1048 "http://example.com/setup.php" "Mozilla/5.8 (X11; Linux x86_64; rv:68.8) Gecko/20100101
- [28/Sep/2020: : “POST /login.php HTTP/1.1" 302 336 "http://example.com/login.php" "Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101
- [28/Sep/26; "GET /login.php HTTP/1.1" 200 1067 "http://example.com/login.php" "Mozilla/5.8 (X11; Linux x86_64; rv:68.8) Gecko/20100101
- [28/Sep/2020: "POST /login.php HTTP/1.1" 32 337 "http://example.com/login.php" "Mozilla/5.8 (X11; Linux x86_64; rv:68.0) Gecko/20100101
- [28/Sep/2020: “GET /login.php HTTP/1.1" 200 1067 "http://example.com/login.php" "Mozilla/5.8 (X11; Linux x86_64; rv:68.0) Gecko/20100101

- [28/Sep/2020: "POST /login.php HTTP/1.1" 32 336 "http://example.com/login.php" "Mozilla/5.0 (X11; Linux x86_64; rv:68.8) Gecko/20100101

192.168.1.100 - - [28/Sep/2020:10:39:16 +6000] "GET /login.php HTTP/1.1" 200 1065 "http://example.com/login.php" "Mozilla/5.8 (X11; Linux x86_64; rv:68.0) Gecko/20100101

B 3-24 Nginx FRAIAEXHEHAE

Horr,192. 168. 1. 100 b & i K 09 % 7 o 19 1P Hodik, [28/Sep/2020:10:38:52 +
Owﬂm%F%ﬁ%hiﬁi%H%ﬁﬁ@mETﬁgFﬂ~m*ﬁ&#b@mmpm§F
Ui A SR IR, HTTP/1. 1 % 5 i 2R 19 HTTP PSR AS , 200 S R 55 5 it 0 7 1 4R 25
5, 1191 2 il 45 i s ) 07 1) 5 05 6 B, -7 /R AN A7 A6 R IR 0T IHT, 2% P 3 B #2905 [7) login. php
VL » Mozilla/5. 0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68. 0 &M k& i%
T 2R i (5 A 00 BE 28 R RAE R S8 A A SRR AR L.

T Nginx i)‘ilrﬂ H & SO v - A7 B BT A % 7 i 15 1) Ngmx i 55 #5% () U TR) 1 5% 5 A I 3
ASSCPEAT RE S AR R . An 2R T P 0 0 P SOAS S i e T 0 5 ok A B i 1) H AR
W%Dlﬂ%@éa‘*ﬁ&%%&f%ﬂkﬁlﬂx&,ﬁt,fﬁﬁﬂ CyberChef T H4Hriilal H & 3C {4 68 96 #5
TN E 5 2

B B Bl S E F] CyberChef T A AY Input EmHH, WA 3-25 fis.,

A CyberChef BT HbNZER T U5 0] H & SCHF W23 7€ Output 10 A 7R 4 5 H A& SO
YN ZS . TR DT IR) B AR SCPFIE, 43 B N 5175 8 e 0l 56 T 19 5 B & 3% 17 [RD 3 K 19 26 7 i
IP Hb kil % 7 3 (4 1 K DT K2 % 7 s JIT {6 P 0% 0 068 2 RN R4 R e AH G I IRA(E B
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Download CyberChef & Last build: 14 days ago. Options * About / Support o

Operations Recipe ~ B E  npu +O3 @ =

Search 192.168.1.100 - - [28/Sep/2020:10:38:52 +0000] “GET /login.php HTTP/1.1" 200 1191 “-*
“Mozilla/s.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0"

Favoimitas 192.168.1.100 - - [28/5ep/2020:10:38:52 +0000] "GET /dvwa/css/login.css HTTP/1.1" 200 741
"http://example.com/login.php" "Mozilla/5.@ (X11; Linux x86_64; rv:68.8) Gecko/20100101

ey s Firefox/68.0" . . .

u‘jllﬂ E /in;‘\yfl;{: el | 192.168.1.100 - - [28/5ep/2020:10:38:52 +0000] "GET /favicon.ico HTTP/1.1" 200 1707 "-"

o Baed “Mozilla/5.0 (X11; Linux x86_64; rvi68.0) Gecko/20100101 Firefox/68.0"
192.168.1.100 - - [28/Sep/2020:10:38:57 +0000] "POST /login.php HTTP/1.1" 302 337
“http://example.con/login.php" "Mozilla/5.0 (X11; Linux x86_64; rvi68.0) Gecko/20100101

L Firefox/68.e"
192.168.1.100 - - [28/5ep/2020:10:38:57 +0000] "GET /setup.php HTTP/1.1" 200 2041

From Hex "http://example.com/login.php" "Mozilla/5.® (X11; Linux x86_64; rv:68.8) Gecko/26100101
Firefox/68.0"

To Hexdump 192.168.1.108 - - [28/Sep/: :10:38:57 +0000] "GET /t i /sp: .png HTTP/1.1" 200 749
“http://example.com/setup.php" "Mozilla/5. (X11; Linux x86_64; rvi68.8) Gecko/26100101

From Hexdump wemimr = o T o yrer € 17

URL Decode Output BOm:

Regular expression 192.168.1.100 - - [28/Sep/2020:10:38:52 +0000] "GET /login.php HTTP/1.1" 200 1191 "-"
“Mozilla/s.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.9"

Entropy 192.168.1.100 - - [28/5ep/2020:10:38:52 +0000] "GET /dvwa/css/login.css HTTP/1.1" 260 741
“http://example.com/login.php" "Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101

Fork Firefox/68.0"
192.168.1.100 - - [28/Sep/2020:10:38:52 +0000] "GET /favicon.ico HTTP/1.1" 200 1707 "-*

Magic “Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20160101 Firefox/68.o
192.168.1.100 - - [28/5ep/2020:10:38:57 +0000] "POST /login.php HTTP/1.1" 302 337

Data format “http://example.con/login.php" "Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101
Firefox/68.0"

Eicryption / Encoding 192.168.1.100 - - [28/5p/2020:10:38:57 +0000] "GET /setup.php HITP/1.1" 200 2041
“http://example.con/login.php" "Mozilla/5.@ (X11; Linux x86_64; rvi68.0) Gecko/20100101

Public Key Firefox/68.0" } ) B

192.168.1.100 - - [28/5¢p/2020:10:33:57 +0000] "GET /dvwa/images/spanner. png HITP/1.1" 200 749

Arithmetic/ Logic STEP Ao Bake http://example.com/setup.php" "Mozilla/s.@ (X11; Linux x86_64; rv:68.0) Gecko/20100161

w1988 = a1 @ 25 Tr e Bytes &2 U

& 3-25 N

viie) B A3

BTk, @ CyberChef T EL.AY Extract IP addresses &3 2 B ijs[n] H 2 ¢ fF
[ TP Mk {5 5 an &l 3-26 Fos .

Download CyberChef ¥
Operations

extra

Extract IP addresses
Extract MAC addresses
Extract email addresses
Extract ID3

Extract 5B

Extract EXIF

Extract RGBA

Extract URLs

Extract dates

Extract Files

Extract hashes

Extract domains
Extract file paths.
Expand alphabet range
Unicode Text Format

CSS selector

Last build: 14 days ago

Recipe ~oma

Extract IP addresses ~0u

Birva  [Oive  [JRemove local IPva addresses

Display total Sort Unique

o i FlExtract IP addressesfift

0

Input +038®

192.168.1.100 - - [28/Sep/2020:10:38:52 +0000] "GET /login.php HTTP/1.1" 200 1191 "-*
"Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0"

192.168.1.100 - - [28/Sep/2020:10:38:52 +0000] "GET /dvwa/css/login.css HTTP/1.1" 200 741
"http://example.com/login.php" “Mozilla/s.@ (X11; Linux x86_64; rv:68.0) Gecko/20100101
Firefox/68.0"

192.168.1.100 - - [28/Sep/2020:10:38:52 +0000] "GET /favicon.ico HTTP/1.1" 200 1707 "-"
“"Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0"

192.168.1.100 - - [28/Sep/2020:10:38:57 +0000] "POST /login.php HTTP/1.1" 302 337
“http://example.com/login.php" “Mozilla/s5.e (X11; Linux x86_64; rv:68.0) Gecko/20100101
Firefox/68.0"

192.168.1.100 - - [28/Sep/2020:10:38:57 +0000] "GET /setup.php HTTP/1.1" 200 2041
“http://example.com/login.php" “Mozilla/s5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101
Firefox/68.0"

192.168.1.100 - - [28/Sep/2020:10:38:57 +0000] "GET /dvwa/images/spanner.png HTTP/1.1" 200 749

“http://example. con/setup.php” "Mozilla/s.e (XI1; Linux x86_64; rvi68.0) Gecko/20100101

we eisss = a1 Tr o oyces

Output B0 ®

Total found: 2

192.168.1.100
192.168.1.101

(2 Y SEUPHE AL 55 5

s @ 195 Tr Raw ytes

Options Q About / Support @

e

e

& 3-26 #H1T Extra

ct IP addresses 15 3R

TEAT Extract 1P addresses #2576 Output 1A H 2 5 il H & SCE v fr B

B 1P k5 B . 245 192. 168. 1. 100 1 192. 168. 1. 101 4
Ik 2 Fr NG AT LR Filter AEH I AT A € SCIE )3k Ok 08 A 5
{5 8., Filter B2 T Delimiter,Regex.Invert condition 3k
BT E SRS, E 0 LI E Input T M5 A B4 F&, #1140, line feed

WA TP Mkl MRAE S UK TP M
IP Mkt B9 SR AT
k3 &%, Hd, Delimiter &
Efg LLAT N s
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Sy PR AR . Regex S 3UREME 1A B ok U8 4 A BI04 1 0 23k 5K, G SR A 1) 25040 DC i G
235 5K, 028 % R e s R B Output IR . 5 AR . 248K Invert condition g %
Regex Z 4R E I 56 F . WURANEE T3 A4, W HE Output T AR H i A8 D BC 1 10 5%
il , 4 A Filter A5 5 3 5 ABE P25 192, 168, 1. 100 Bid AT, WA 3-27 iR .

Download CyberChef & Last build: 14 days ago Options £ About/ Support @
Operations Recipe ~BmE  nput +0Os3]8 =
Filter ) ~ © n | [192:168:1.100 - - [28/5ep/2020:10:38:52 40000] "GET /favicon.ico HITP/1.1" 200 1707 "~
Filter "Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0"
o J— o 192.168.1.100 - - [28/Sep/2020:10:38:57 +6000] "POST /login.php HTTP/1.1" 302 337
lica foed 192\.168\.1\.160 "http://example.com/login.php" “Mozilla/5.e (X11; Linux x86_64; rv:68.0) Gecko/20100101
Firefox/68.0"
Image Filter: 192.168.1.100 - - [28/Sep/2020:10:38:57 +0000] "GET /setup.php HTTP/1.1" 200 2041
» [:]|nvgr(condiﬁcn “http://example.com/login.php" “Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101
Magic Firefox/68.0"
192.168.1.100 - - [28/Sep/2020:10:38:57 +0000] “"GET /dvwa/images/spanner.png HTTP/1.1" 200 749
ROT13 Brute Force "http: //example.com/setup.php” “Mozilla/5.e (X11; Linux x86_64; rvi68.0) Gecko/20100101
Firefox/68.0"
ROTA7 Brute Force 192.168.1.100 - - [28/Sep/2020:10:38:57 +0000] “GET /dvwa/images/logo.png HTTP/1.1" 200 5330
[ A ~ RS |"http://example.com/setup.php” "Mozilla/5.0 (X11; Linux x86_64; rvi68.0) Gecko/20100101
XOR Brute Force ﬂwﬁ@‘é\ 192.168.1.1 OOHQLEifT Firefox/68.0"
192.168.1.100 - - [28/Sep/2020:10:38:57 +0000] "GET /dvwa/js/add_event_listeners.js HTTP/1.1
Data format Output ‘ B0D®::
Encryption / Encoding 192.168.1.100 - - [28/Sep/2020:10:38:52 +0000] "GET /login.php HTTP/1.1" 200 1191 "-"
“Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0"
Public Key 192.168.1.100 - - [28/Sep/2020:10:38:52 +6000] "GET /dvwa/css/login.css HTTP/1.1" 200 741
“http://example.com/login.php" "Mozilla/5.e (X11; Linux x86_64; rv:68.0) Gecko/20100101
Arithmetic / Logic Firefox/68.0"
192.168.1.100 - - [28/Sep/2020:10:38:52 +0000] "GET /favicon.ico HTTP/1.1" 200 1707 "-"
Networking "Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0"
192.168.1.100 - - [28/5ep/2020:10:38:57 +0000] "POST /login.php HTTP/1.1" 302 337
Eangusge "http://example. con/login.php" "Mozilla/s.0 (XI1; Linux x86.64; rv:68.0) Gecko/2010010
Firefox/68.0"
Utils 192.168.1.100 - - [28/5ep/2020:10:38:57 +0000] "GET /setup.php HITP/1.1" 200 2041
“http://example.con/login.php" "Mozilla/5.e (X11; Linux x86_64; rv:68.0) Gecko/20100101
Date/ Time Firefox/68.0"
- ; O 192.168.1.100 - - (28/5¢p/2020110:38:57 +0000] "GET /dvwa/ images/spanner.png HITP/1.1" 200 74
eteactors STEP BAKE! AP http://example.com/setup.php” "Mozilla/s.0 (X11; Linux x86_64; rv:68.0) Gecko/20160101
e 47610 206 @ e Tr o iytes_ & UF

B 3-27 #1T Filter =21k
TR, EHF Output MK N EICRIT S BRE 5 sqlmap, 1 3-28 iR,

Output B0Om:

192.168.1.100 - - [28/Sep/2020:10:48:10 +0000] "GET /menu/dog/?id=2&Submit=Submit HTTP/1.1" 200
1765 "-" "sqlmap/1.4.9#stabld (http://sqlmap.org)"|
192.168.1.100 - - [28/Sep/2020:10:48:40 +0000] "GET /menu/dog/?id=2&Submit=Submit HTTP/1.1" 200
1765 "-" "sqlmap/1.4.9#stable

192.168.1.100 - - [28/Sep/2020:10:49:10 +0000 GET /menu/dog/?id=2&Submit=Submit HTTP/1.1" 200
1765 "-" "sqlmap/1.4.9#stable

192.168.1.100 - - [28/Sep/2020:10:49:25 +0000] "GET /menu/dog/?id=2&Submit=Submit HTTP/1.1" 200
1765 "-" "sqlmap/1.4.9#%stable (http://sqlmap.org)"”

192.168.1.100 - - [28/Sep/2020:10:53:56 +0000] "GET /menu/dog/?id=2&Submit=Submit HTTP/1.1" 200
1765 "-" "sqlmap/1.4.9#stable (http://sqlmap.org)”

192.168.1.100 - - [28/Sep/2020:10:54:43 +0000] "POST /menu/dog/?id=2&Submit=Submit HTTP/1.1" 302
448 "-" “sqlmap/1.4.9#stable (http://sqlmap.org)”

192.168.1.100 - - [28/Sep/2020:10:54:44 +0000] "POST /menu/dog/?

1d=2%27%20UNION%20ALL%20SELECT%20CONCAT%280x71706b6b71%2CIFNULL%28CAST%28VERSION%28%29%20AS%20NCH
AR142972C0X26/629A2C0X7162737871/29,42CNULLAZB&Submlt Submit HTTP/1.1" 302 306 "-"

mc 47610 = 206

4396456 (17 selected) (D 4ms  Tr Raw Bytes €= LF

3-28 43 #F Output A&

H T B A E AL sqlmap FAF H B9 R &, AT LUl A 9 Count occurrences 53t
KAt B e iR i 3-29 FR.

7E CyberChef T.EL.JH ] Count occurrences B J5 , R FN7E P45 M) H 75 304 3t 350 41
KEA sqlmap. sqlmap & —DIFEE A 3L SQL AT R, & 7 H B) 2 4% 50 R 3%
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Download CyberChef & Last build: 14 days ago Options 8 About/ Support @ ,&E
Operations Recipe ~ B m A input + 0O = |
Firefox/68.0" %m
count Filter A © M | 197.168.1.100 - - [28/5ep/2020:10:38:57 +0000] “GET /dvwa/images/10go.png HTTP/1.1" 200 5330
“"http://example.com/setup.php” "Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101
Count occurrences Delimiter cqe I i =S|
Line feed 192\.168\.1\.100 e 5 : g
192.168.1.100 - - [28/5ep/2020:10:38:57 +0000] "GET /dvwa/js/add_event_listeners.js HITP/1.1
Convert data units 200 626 "http://example.com/setup.php” "Mozilla/s.e (X11; Linux x86_64; rv:68.0) Gecko/20100101
] invertomnéiion Firefox/6s.0"
Baypt 192.168.1.100 - - [28/56p/2020:10:39:02 +0000] "POST /setup.php HITP/1.1" 302 338 J
"http://example. con/setup.php” "Mozilla/5.0 (XLL; Linux X86_64; rvi68.0) Gecko/20100101
Bombe A © u | Firefoxsss.o”
Count occurrences . .
192.168.1.100 - - [28/5p/2020:10:39:02 +0000] "GET /setup.php HITP/1.1" 200 2175
ChaCha Search s “http://example. con/setup.php” "Hozilla/s.0 (X11; Linux x86_64; rviss.0) Gecko/20100101
sqlmap REGEX ~ Firefox/68.0"
Derive EVP key 4 192.168.1.100 - - [28/5ep/2020:10:39:06 +0000] "GET /login.php HITP/1.1" 200 1048
“http://example. con/setup.php” "Hozilla/s.0 (X11; Linux x86_64; rviss.0) Gecko/20100101 4
Derive PBKDF2 key e isss = 2 Troromytes e tr A4
Generate HOTP Ot B0 m::

Generate TOTP
Leverstten Distancs (1Y i Count occurrencestii bk ‘

Salsa20
XSalsa20 e 1 Sq p&(] Sk 5& % ‘ ?
Favourites *

Data format

Encryption / Encoding

]
Public Key — m LIRS
mo =1 ©

& 3-29 #1417 Count occurrences &

A SR BAAI ] SQL AR . B F 2 e S AL M T 2wy IiaeE.
H 2k A B s 4 ORI B PE A BT, sqlmap RO FH AL 5 sqlmap 45 53 19 %% 7 3 5 5 0]
Web AT . BT WL, Bt & AT BB 2 i1 sqlmap T H X Web N AR T &2 SQL Biti .

Rk # Filter BEH Y Regex S 8L LM 192\, 168\. 1\. 100. + sqlmap. * , 7E
Output A H4im A2 & sqlmap T E A ICRATE B, an & 3-30 iR,

Tr fow sytes ¢ LF 8563

Download CyberChef & Last build: 14 days ago Options ¢ About / Support @)
Operations Recipe ~ BB E  nput +0Os3]d =
Firefox/68.0"
count Filter ~ O I 19, 168.1.100 - - [28/5ep/2020:10:38:57 +0000] "GET /dvwa/images/logo.png HTTP/1.1" 200 5330
S a—— ﬁqcx “htt?:/jexample.mm/setupphp Mozilla/s.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101
% e Firefox/68.0"
Line feed 192\.168-1\+100.¥=q1Rap.* 102.168.1.100 - - [28/Sep/2020:10:38:57 +0000] "GET /dvwa/js/add_event_listeners.js HTTP/1.1"
Convert data units 200 626 "http://example.com/setup.php” "Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101
[ invert condition Firefox/6g.0"
Berypt 192.168.1.100 - - [28/5ep/2020:10:39:02 +0000] "POST /setup.php HTTP/1.1" 302 338
“http://example. com/setup.php” "Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101
Bombe Firefox/68.0"
192.168.1.100 - - [28/Sep/2020:10:39:02 +0000] "GET /setiup.php HTTP/1.1" 200 2175
ChaCha “"http://example.com/setup.php" "Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101
Firefox/68.0"
Derive EVP key 192.168.1.100 - - [28/Sep/2020:10:39:06 +0000] "GET /login.php HTTP/1.1" 200 1048
“http://example.com/setup.php” "Mozilla/s.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101
Derive PBKDF2 key e Tr ow bytes € UF
Generate HOTP Output BOm::
Generate TOTP 192.168.1.100 - - [28/5ep/2020:10:47:15 +0000] "GET /menu/dog/?id=28Submit=Submit HTTP/1.1" 260
1765 "-" “sqlmap/1.4.9#stable (http://sqlmap.org)”
Levenshtein Distance 192.168.1.100 - - [28/5ep/2020:10:47:39 +6000] "GET /menu/dog/?id=2&submit=Subit HTTP/1.1" 200
1765 "-" "sqlmap/1.4.9#stable (http://sqlmap.org)”
Salsa20 192.168.1.100 - - [28/5ep/2020:10:48:10 +0000] "GET /menu/dog/?id=2&Submit=Submit HTTP/1.1" 200
"sqlmap/1.4.9#stable (http://sqlmap.org)”
XSalsa20 192.168.1.100 - - [28/Sep/2020:10:48:40 +0000] “"GET /menu/dog/?id=2&Submit=Submit HTTP/1.1" 200
1765 "-" "sqlmap/1.4.9#stable (http://sqlmap.org)”
Favourites * 192.168.1.100 - - [28/5ep/2020:10:49:10 +0000] "GET /menu/dog/?id=28Submit=submit HTTP/1.1" 200
1765 "-" "sqlmap/1.4.9stable (http://sqlmap.org)”
Dt fariaat 192.168.1.100 - - [28/Sep/2020:10:49:25 +0000] "GET /menu/dog/?id=28Submit=submit HTTP/1.1" 200
1765 “-" "sqlmap/1.4.9#stable (http://sqlmap.org)"
Encryption / Encoding 192.168.1.100 - - [28/Sep/2020:10:53:56 +0000] "GET /menu/dog/?id=2&Submit=Submit HTTP/1.1" 200
1765 "-" "sqlmap/1.4.9#stable (http://sqlmap.org)”
. STEP m D 192.168.1.100 - - [28/Sep/2020:10:54:43 +0000] "POST /menu/dog/?id=28Submit=Submit HTTP/1.1" 302
Public Key Auto Bake
e 41826 75 @ 2 Tr Rew Bytes € LF

B 3-30 4L Filter 1R Regex 5%

J T AN E WML A FH Output AR A(E B AT LA 4 B 87 $2 41 0 R Sy H 8
& 3-31 AR,
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AR AR

80|

192.168.1.100 - - [28/Sep/2020, +0000] "GET /menu/dog/?i HTTP/1.1" 200 .a.98stable .org)”
192.168.1.100 - - [28/Sep/2020: +0000] "GET /menu/dog/?i HTTP/1.1" 200 .4.08stable .org)”

192.168.1.100 - - [28/Sep/2020, +0000] "GET /menu/dog/?i HTTP/1.1" 200 .4.98stable .org)"

192.168.1.100 - - [28/Sep/2020: +0000] "GET /menu/dog/?i HTTP/1.1" 200 .a.98stable .org)" -
192.168.1.100 - - [28/Sep/2020. +0000] "GET /menu/dog/? HTTP/1.1" 200 .4, .org)" %E’{:Emﬁ%ﬂ
192.168.1.100 - - [28/Sep/2020: +0000] "GET /menu/dog/?is HTTP/1.1" 200 .a. .org)"

192.168.1.100 - - [28/Sep/2020 +0000] "GET /menu/dog/?i HTTP/1.1" 200 .. .org)”

192.168.1.100 - - [28/Sep/2020: +0000] "POST /menu/dog/?id=2&Submit=Submit HTTP/1.1" 362 448 "-" “sqlmap/1.4.9#stable (http: .org)”

192.168.1.100 - - [28/Sep/2020:10:54:44 +0000] "POST /menu/dog/?

1d=2%27%20UNIONX20AL L%20SELECT20CONCATX280X71706b6b71%2CIFNULL%28C HARY29%2C0X20%29% 200X 71627a7871%29%2CNULL%238submit=submit HTTP/1.1" 302 306 "-"
"sqlmap/1.4.9#stable (http://sqlmap.org)”

192.168.1.100 - - [28/Sep/2020:10:54:44 +0000] "POST /menu/dog/?

id=, ECT ECT%20C CONCAT¥280X71706b6b71%2C L%28C HAR29%2C 1%2¢ 0x71627a7871%2CF
L TION_SCHEMA.PL %20qrCN&Submi t=submit HTTP/1.1" 302 306 "-" "sqlmap/1.4.9#stable (http://sqlmap.org)”

192.168.1.100 - - [28/Sep/2020:10:54:44 +0000] "POST /menu/dog/?

1d=2%27%20UNTONK20AL L%20SEL ECT%20CONCAT#280X71706b6b71%2CTFNULL%28C HARK29%2C0x20%29%2C0X71627a7871%29%2CNULL%238Submi t=submit HTTP/1.1" 302 306 "-"
"sqlmap/1.4.9ustable (http://sqlmap.org)”

192.168.1.100 - - [28/Sep/2020:10:54:44 +0600] "POST /menu/dog/?

id= ECT%201 ECT%20COUNT CONCATX280x71706b6b71%2C 8C. HAR29%2C c: 0X71627a7871%2CF
L TION_SCHEMA.PLL jjicRsubmi t= Subnut HTTP/1.1" 302 306 "-" "sqlmap/1.4.9%stable (http: //sqlmap org)”

192.168.1.100 - - [28/Sep/2020:10:54:44 +0000] "POST /menu/dog/?

0x71627a7871%29%2CNULL%23&Submi t=Submit HTTP/1.1" 302 306 "-

1d=2%27%20UNTON%20AL L %20SELECT%20CONCAT%280x71706b6b71%2C TFNULL%28CAST%28CURRENT _L HAR%29%2C

"sqlmap/1.4.9#stable (http://sqlmap.org)”

192.168.1.100 - - [28/Sep/2020:10:54:44 +0000] "POST /menu/dog/?

id=. EC ECT%20C .CONCAT%280X71706b6b: L%28CAST%28CURRENT _| HAR%: 0X71627a787
1%2CFLOOR 2%29%2 TION_SCHEMA. PL 2010(292%29- -%20KhLL&SUbmit=Submit HTTP/1.1" 302 306 "-" "sqlmap/1.4. arstable (http: //sqlmap org)"

192.168.1.100 - - [28/Sep/2020:10:54:44 +0000] "POST /menu/dog/?

HAR%29%2C 0X71627a7871%29%2CNULL it=submit HTTP/1.1" 302 306 "-"

1d=2%27%20UNION%20ALL%20SELECT%20CONCAT%280X71706b6b71%2C IFNULL%28CAST428CURRENT _L
"sqlmap/1.4.94stable (http://sqlmap.org)”
192.168.1.100 - - [28/Sep/2020:10:54:44 +0000] "POST /menu/dog/?

1%2¢ 0x71627a787

id=; ECT%2038: ECT%20C CONCAT

80X71706b6b71%2C

HARK29%2C
“sqlmap/1.4.98stable (http://sqlmap.org)”

L%2BCASTX28CURRENT._
18submit=Submit HTTP/1.1"

302 306 "-"

1%2CFL TION_SCHEMA. PL
192.168.1.100 - - [28/Sep/2020:10:54:44 +0000] "POST /menu/dog/?

Submit

0x7162727871%20%2CNULL%20F ROMX20TNFORMATION_SCHEMA. USER_PRIVILEGES¥238Submi.

1d=2%27%20UNTONX20AL L%20SE L ECTX20CONCAT%280x71706b6b71%2C TFNULL%28C

e 41826 = 175

HAR%29%2C

@ 2= o

Tr Ao tytes

3-31

0 IR H £ K BAE Output T AR 1 % 80 L 4
318 1 URL Decode 55 e 3k fif 5 4t 2C8E # #9 URL it , an & 3-32 i .

oK il it

£ 5 2R H MR
FHA URL G i 8. &1

Download CyberChef &

Last build: 14 days ago Options £ About / Support @)

From Quoted Printable
Extract domains
Fernet Decrypt

Femet Encrypt

Operations Recipe ~ QW E  nput +0O3E =
192,165, 1,000 - - [ £5/5€p] L0207 10750735 +0000] GET
URL Filter A0mn 2 7%30%27ynok HTTP/1.1" 4e4 512
"sqlmap/1.4.9%stable (http://sqlmap.org)”
Fang URL Delimiter Regex 192.168.1.100 - - [28/Sep/2020:10:56:33 +0000] "GET
Line feed 192\.168\.1\.100.+sqlmap.* imals/%2 QULY27%30%27LquL HTTP/1.1" 404 512 "-"
Defang URL "sqlmap/1.4.9%stable (http://sqlmap.org)”
- 192.168.1.100 - - [28/5ep/2620:10:56:33 +0000] "GET /menu/animals/%20AND¥206286%3D6131--%20QbSX
URL Decode: [ invert condition HTTP/1.1" 404 501 "-" "sqlmap/1.a.o#stable (http://sqlmap.org)”
192.168.1.100 - - [28/Sep/2020:10:56:33 +0000] "GET /menu/animals/%20AND%202151%3D2151--%20vyyt
URL Encode WTTP/1.1" 404 501 "sqlmap/1.4.9#stable (http://sqlmap.org)”
URL Decode ‘ A O I 165.168.1.100 - - [28/5ep/2020:10:56:33 +0000] "GET
Extract URLS { ‘animals/%28SELECT%20%28C, 1 THEN ECT%2
HTTP/1.1" 404 561 "-" "sqlmap/1.4.9#stable
Split Colour Channels (reepe775Twep o) .
o2388 1000 - - [28/5ep/2020:10:56:33 +6000] "GET
: ECT%20%28C £
Randomize Colour Palette e c1088 = 21 Tr faw ytes € LF
Image Hue/Saturation/Lightness Output aDm:
To Quoted Printable 0 fﬁ%’ﬂURLﬁﬁ% 306 sqlmap/1.4.9#stable (httpd//sqlmap.org)”
145 0000] "POST /menu/dog/?id=2' AND (SELECT 6058 FROM

Parse URI
Favourites *

STEP 0
Data format Auto Bake

192.168.1.100 - - [28/Sep/2620:10:
(SELECT(SLEEP(S- (IF (ORD(MID( (SELEC
INFORMATION_SCHEMA.USER_PRIVILEGES
306 "-" "sqlmap/1.4.9#stable (http§/sqlmap.org)”

192.168.1.100 - - [28/5en/2020:10:9:45 _0A0R) "POST 2id=>' AND (SFIECT 6058 FROM
(SELECT(SLEEP(5- (IF (ORD(MID( (SELECT IFNULL(CAST(COUNT(DISTINCT(grantee)) AS NCHAR),0x20) FROM
INFORMATION_SCHEMA.USER_PRIVILEGES),1,1))>48,0,5)))))tzxw)-- KHrr&Submit=submit HITP/1.1" 302

T sqlnap/1.4.9%stable (http://salmap.org)
192.168.1.100 - - [28/Sep/2020:10:54:45 ©000] "POST /menu/dog/?id=2" AND (SELECT 6058 FROM
(SELECT(SLEEP(5- (IF (ORD(MID( (SELECT TFNULL(CAST(COUNT(DISTINCT(grantee)) AS NCHAR),0x20) FROM
INFORMATION_SCHEMA.USER_PRIVILEGES),1,1))9,0,5)))))tzxw)-- KHrr&submit=Submit HTTP/1.1" 302 306
“-* "sqlmap/1.4.9#stable (http://sqlmap.org)”

192.168.1.100 - - [28/5ep/2020:10:55:29 ©000] "GET /menu/animals/ HTTP/1.1" 302 448 "-"
“sqlmap/1.4.9%stable (http://sqlmap.org)"

TFNULL (CAST(COUNT (DISTINCT (grantee)) AS NCHAR),0x20) FROM
1,1))551,0,5)))) ) tzxw)-- KHrr&submit=submit HTTP/1.1" 302

o

e sssn = s Q@ s Tr fow sytes

3-32 #1917 URL Decode &

B Ja s I I R S PR A SR A 200 R E Bodi = A sqlmap T HAL
DI AT T SQL AL . EH LW 2 PRI A Filter BEHE 38 H BAIRE 200 19 %K

P, & 3-33 Fis .
pan

IR EE A AL S T I SR

VU T S 75 AE RS 1E W HE A0 % AN AT .
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Download CyberChef ¥
Operations Recipe ~am8
Filter Filter A0 n
Filter Delimiter Regex
Line feed 192\.168\.1\.100. +sqlmap. *

Image Filter
ook [ invert condition
ROT13 Brute Force URL Decode A QN
ROT47 Brute Force

Filter ~Qn
XOR Brute Force F— -
Favourites * Line feed Ada
Data format [ Invert condition
Encryption / Encoding
Public Key
Arithmetic / Logic
Networling
Language
utils
Date / Time

Options £ About / Support @
Input +0O3]d =
LIYZ.10%. 1,000 = = | £8/5€P] 20207 1070135 +0000] GET
1s/% 201, QANDY.20%27ynok%27%30%27ynok HTTP/1.1" 404 512 "-*
"sqlmap/1.4.9#stable (http://sqlmap.org)”
192.168.1.100 - - [28/Sep/2020:10:56:33 +0000] "GET
/menu/animals/%2 151%3D21 qut
"sqlmap/1.4.9#stable (http://sqlmap.org)”
192.168.1.100 - - [28/5ep/2020:10:56:33 +0000] "GET /menu/animals/%20AND%206286%306131--%20QbSx
HTTP/1.1" 404 501 “-" “sqlmap/1.4.Sistable (http://sqlmap.org)”
192.168.1.100 - - [28/Sep/2020:10:56:33 +0000] "GET /menu/animals/%20AND¥%202151%3D2151--%20Yyyt
HTTP/1.1" 404 501 "-" “sqlmap/1.4.9#stable (http://sqlmap.org)”
192.168.1.100 - [28/5ep/2020:10:56:33 +0000] "GET

30%27LquL HTTP/1.1" 404 512 "-"

/menu/animals/%28SELECT%20%28C, % OEL ECT%2
0104. ITONG20SELECT; HTTP/1.1" 4@4 561 "-" “"sqlmap/1.4.94stable
(http://sqlmap.org)”

192.168.1.100 - - [28/5ep/2020:10:56:33 +0000] "GET

/menu/animals/%28SELECT%20%28C, D1 OEL ECT%2
e G198 = 271 Tr row sytes € LF
Output B0 m:

192.168.1.100 - - [28/Sep/2020:10:47:15 0000] "GET /menu/dog/?id=2&submit=Submit HTTP/1.1" 200
1765 "-" “sqlmap/1.4.9%stable (http://sqlmap.org)"
192.168.1.100 - - [28/Sep/2020:10:47:39 0000] "GET /menu/dog/?id=28Submit=Submit HTTP/1.1" 200
1765 "-" "sqlmap/1.4.9#stable (http://sqlmap.org)”
192.168.1.100 - [28/5ep/2020:10:48:16 ©000] “GET /menu/dog/?id=2&Submit=Submit HTTP/1.1" 200
1765 "-" "sqlmap/1.4.9#stable (http://sqlmap.org)”
192.168.1.100 - [28/Sep/2020:10:48:40 0000] “GET /menu/dog/?id=2&Submit=Submit HTTP/1.1" 200
1765 "-" ”sqlmap/l.d.%slable (http://sqlmap.org)”
192.168.1.100 - - [28/5ep/2020:10:49:10 0000] "GET /menu/dog/?id=2&submit=Submit HTTP/1.1" 200
”sqlmap/l a.9#stable (http://sqlmap.org)”

102.1 - [28/5ep/2020:10:49:25 0000] "GET /menu/dog/?id=2&Submit=Submit HTTP/1.1" 200
1765 * sqlmap/l a.9¢stable (http://sqlmap.org)”
192.168.1.100 - - [28/Sep/2020:10:53:56 ©000] "GET /menu/dog/?id=28Submit=Submit HTTP/1.1" 200

1765 "-" “sqlmap/1.4.9#stable (http://sqlmap.org)"
192.168.1.100 - - [28/5ep/2020:10:55:20 ©000] "GET /login.php HTTP/1.1" 200 1097 "-*"

Q@ =

me 1658 = 12 Tr fow Bytes € LF

B 3-33  #U1T Filter &4 iT

192.168.1.100 —
1.1" 200 1765 " —
192.168.1.100 —
1.1" 200 1765 " —
192.168.1.100 —
1.1" 200 1765 " -
192.168.1.100 —
1.1" 200 1765 " —
192.168.1.100 —
1.1" 200 1765 " —
192.168.1.100 —
1.1" 200 1765 " —
192.168.1.100 —
1.1" 200 1765 " —
192.168.1.100 —

192.168.1.100 —
192.168.1.100 —
192.168.1.100 —

192.168.1.100 —

R i
LA AT H SR B R B AAGE T SO KNS
AU HAh T =k X B & S kA7 04

ORI % T IR AT SQL i

THEE S KA 200 B2 F

[28/Sep/2020:10:47:15 0000] "GET /menu/dog/?id = 2&Submit = Submit HTTP/
" "sqlmap/1.4.9 # stable (http://sqlmap. org)"

[28/Sep/2020:10:47:39 0000] "GET /menu/dog/?id = 2&Submit = Submit HTTP/
" "sqlmap/1.4.9 # stable (http://sqlmap. org)"

[28/Sep/2020:10:48:10 0000] "GET /menu/dog/?id = 2&Submit = Submit HTTP/
" "sqglmap/1.4.9 £ stable (http://sqlmap. org)"

[28/Sep/2020:10:48:40 0000] "GET /menu/dog/?id = 2&Submit = Submit HTTP/
" "sglmap/1.4.9 & stable (http://sqlmap. org)"

[28/Sep/2020:10:49:10 0000] "GET /menu/dog/?id = 2&Submit = Submit HTTP/
" "sqlmap/1.4.9 # stable (http://sqlmap. org)"

[28/Sep/2020:10:49:25 0000] "GET /menu/dog/?id = 2&Submit = Submit HTTP/
" "sqlmap/1.4.9 # stable (http://sqlmap. org)"

[28/Sep/2020:10:53:56 0000] "GET /menu/dog/?id = 2&Submit = Submit HTTP/
" "sqlmap/1.4.9 # stable (http://sqlmap. org)"

[28/Sep/2020:10:55:29 0000] "GET /login. php HTTP/1.
"sqglmap/1.4.9 # stable (http://sqlmap. org)"
[28/Sep/2020:10:55:29 0000]
"sqlmap/1. 4.9 # stable (http://sqlmap. org)"
[28/Sep/2020:10:56:30 0000]
"sqlmap/1. 4.9 # stable (http://sqlmap. org)"
[28/Sep/2020:10:56:33 0000]
"sqlmap/1.4.9 # stable (http://sqlmap. org)"
[28/Sep/2020:10:56:33 0000]
"sqglmap/1.4.9 # stable (http://sqlmap. org)"

1" 200 1097 " ="

"GET /login. php HTTP/1.1" 200 1014 " —"

"GET /login. php HTTP/1.1" 200 1096 " — "

"GET /login. php HTTP/1.1" 200 1013 " - "

"GET /login. php HTTP/1.1" 200 1015 " - "
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