CISSP A1l

(55 6

[2] Shon Harris

2N IE
hiR)

i

KEEA  KIE fT#E #F

ATERF AL

1t

R



Shon Harris

CISSP All-in-One Exam Guide, Sixth Edition
EISBN: 978-0-07-178174-9

Copyright © 2013 by McGraw-Hill Education..

All Rights reserved. No part of this publication may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including without limitation photocopying, recording, taping, or any database,
information or retrieval system, without the prior written permission of the publisher.

This authorized Chinese translation edition is jointly published by McGraw-Hill Education (Asia) and Tsinghua
University Press Limited. This edition is authorized for sale in the People’s Republic of China only, excluding

Hong Kong, Macao SAR and Taiwan.

Copyright © 2013 by McGraw-Hill Education (Asia) and Tsinghua University Press Limited..
TR« REHRAFLBTEVF, XA R AR5 20 A5 DU 5 NBOR AR =BG 4%, A4S

EARTRE . Sl s, sOEEr e BT R R RS

AT ST AR T R AR 1 22 4% 57 - ZR I ) R Hh Rl 2 ) A A K2 Y RHEAT B 7] S AR AR R
A2 PN FRAE b A N BN 055 A (AN E0 95 A B R A T BB R DR AT B R 65 95 B
JEAL©2013 H A 55 -4 IR (I ZCH AR 2 7] 535 K RO AT R 2 ] AT

IEEHHRNEEENEREIES EF: 01-2013-2510

A FHENEE McGraw-Hill Education 2 BB AIRE, THREERSHE.
iR, BL5R. BERETE: 010-62782989 13701121933

Bl 7ERR4 B (CIP)3iRE

CISSP I IRFEHIH 6 1) / (36) WAHLi(Harris, S) . Ik, KM, (HIERE B —lsic W

2 RRAL, 2014

F4 7 CISSP All-in-One Exam Guide, Sixth Edition
ISBN 978-7-302-34440-7

[.Ce II. @i+ @ikeer @k @DfF ML OERERGE—LEPAR—EKHEIX—IRm V. OTP309-62

rh R AR 51 CIP 2 15 (2013) 55 270024

RERE: £ £ T °F
Mg it: A
RAER: DK
FAEENHI:

HERAEAT: R LA
[ fk:  http://www.tup.com.cn, http://www.wgbook.com

#o fibe I RRSE IR A R HE 4. 100084
it B #l: 010-62770175 B8 J4: 010-62786544

KIS 5iEHEMRSS: 010-62776969, c-service@tup.tsinghua.edu.cn
R 28 &K i%: 010-62772015, zhiliang@tup.tsinghua.edu.cn

=T &
2 4. SEHEE
FF Z: 185mm X 260mm ] 3. 64.75 F #. 1784 T+

FR e 20144E 1 HAE LM ED e 2014 4F 1 HE 1 IREIRI
ER #. 1~4000
E #: 128.00 7.




bEAE B S AR AR ES R, 15 B2 A sk ™, (A5 B4 TARIGAEEIR
ZiR, e EEA, B, BRSNS, BRRITTR Eibkl, B E T
NG, BN NHE Elw, BIsgiirbs. X2 BEPE R M A GL, i A
F R A B E TR B A AN AT ), ey 4 T R B A0 B2 A, G XU
B 0] A2 RS, (CISSP AUEE IR FE r (3 6 M) 45t TR AN I UH . [R]r
AR TAE B R B NE RN S A AT, Bk S B2 ing, I S it — v s
et AR IR O A A B H — B, BRIk POl R B S E B A
PUAR, AW —ARL BB AF .

BMNEF B2 TAE 13 45, FFRRFRAMIMG B2 28 TEB O 8 4F, 5%
J1 445 B IAS L R, AR TARZ AR, ST AN —& I & T 15 I 2R
MZ 1R VAR PR, 7EX P B2 R 2 (CISSP INIFEH IR Fm ) 1 i A Rg
g B R I E KB

APAH MBS IR 765 8 Lm0 10 MR, ARSI b5 g 75 B2 s
DA BRPRIRG B, A3 100 K 5 e AN I 35 B 32 P SE ALY, T A b A R 7 ) 512 e
AA5EZ N CISSP i A 5 B /K I — AR 45 !

BT A EIRE R MRG0, 75 B I A S (1) I i SO SR A B AR AR B, 24
SROCT ARV AR K IR B AT i, R nT BLUT 1) R 1% http://blog.sina.com.cn/anquan1000.

AR AR KR 2, 70 b P B T S B 1 A 7 34 <

sk id: 2005 FETF4A M2 5 05 R 2 A TAE, M gE Be A F N KEw
RIH W, IF B SR ER 24, AR IER B AR SR a s, Eh
MG 5 IR IR AR H

fhllfgE: 2002 4Rk, HEAKRIYES [ Al I — B NG5 R 24, fiaaEs EEm
5 R AR B R L 22 400 H A S BRR0G, oH JE 2 4 A o 1 AL K AL T o

ERE T, 2 NG TR 2R, L aiEh BB SRR L SE AR 22K
T, ARATTRA AR B RS A ORI ! 5 i I B R 1K RN RN TR IR 4 A 145 7 (R SRR R B

AP RRGA, ABAESEPRR e Fdh (i TR R RE TR, B e S AR 2L, &
T BRI GR, AR 38 0 JE A ) 1) S VPR IE A OSBRI R AT A A
390890513@qq.com.

SR A
CISSP/CISP/CISA/ISO27001 H ¥l
“URBE DIBPESGT G BRI



M A SIS AR F R EE

AT AN YUREFE TR 2009 4F 5 = Jmh EH(E B e R s 5 A A B I
a7 b, MEEKkEIES BT RPN AR TlE T, MNkZiics it
WA ) CISSP YHII T . (CISSP AuEH iR 5 A4l ¥ E PRt CISSP #ikt, s
F ARG -5y, BEE S TAT AN LRIE T, IR R 50 AR AR AR i
A n] DAE Ry i e BOM R 27 Bk

R
R 2K E BB R KR, BT

IT FUELER R B 28 E TA T TAEA ARG 1 )7 T T, R g i, FHLSA . FRK
R BRI IR AT N BOR BB BRSPS, 1T MELIR R 5 A 5 JRAT T
SRR, W=, HE TR, s, IRINBRIR. AN AR AT 2 0 IR % 1
WA DI, T MU R A7 22 Al 5, A2 ol $R € A T AR M A3 i S I B R 3, MY
2 5 B Al AR T B TRTETRA R, T HILE SRR AT . DLEIR 2
MGy 2 AR B AT S S A5 R R, DSl SE D N RS TAE
L O Z I L H AR T (CISSP AIE Bl e (37 6 i) REM A ML A By 222 A
RIFEAINF L, ATLIAE CISSP #2% Inil BB L E S/ T, Ry A D T AN R 15
PIRALH]

NG
HE IR EREH
2010 FAL IR LR E BB R F MG B 2 & T E

AR INPIRNE A Z T ELE 7 4577, A I 8k L2 7E CISSP #U2: K15 — kv ik £ 4F, CISSP
()R RN O SRR TR 2 I I M o BARARTS J— AR E AN B (B PR R, (EK 2 i
LERHEA R R D, B0 T KB RO, FF H OXF CISSP #Ur 4= F &g N e, Al
e TN AR Sy PR AR A S SR A R AL CISSP AR A 25

— AR LASCE— A N arig FIET R, BIAA (CISSP IAUEHIRIR R (3E 6 i) wiid
— AR . AER CISSP NUEF AU E , A LUl —4E) R R 2E 20 T 22 AT
MV T 7T, AR A S, AN T) 1 2 80 2R 0 A0 b PR T Sl R 4 il 22 A 1) g v
IR



CISSP \IE%iRIER (5 6 FR)

BARARIE —A> 22 A Ik, NN IS — A &8, BE — i # A A —FEAR 45
WERARIE — 4 L), BN — AR PAOE A % B, IR ML BERS )
i

IR
fEEBERHEZETR

FAEAE 5 AERTY CISSP B3R AR EAE 2T, AhontHs B2 4 Va8 i 2 21 ) WL LA
MNFEEM CISSP &40, 4B N TIRZIMENS . (CISSP IAIE%iAFarE ) n LAt & CISSP %
WA, K Z IR (CISSP INIEZ TG B (56 6 TR)) A JE AR 259

ki
TERFAERZERME



EE & N

Shon Harris & Shon Harris %2 415 FR 5T 2 7 FIE 5 24 PR OTAT 28 7] A0 46 A\ S B RS 4R
ITH, W — B2 min), &30 2 45 BRI aTAE TR, M2 ZUmFfER. A 2001
ELLK, Shon A JF&EAE H CIMRFUIFIE WA R, Wb & 100 582wl ABURHLIL 2 1)
ARG . WIS T 3 A4 CISSP B, [FifiL & Gray Hat Hacking :
The Ethical Hacker’s Handbook F1 Security Information and Event Management(SIEM) Implementation
[MHELIER, Information Security Magazine 4 AR . Wthid >y Pearson A R FF R T2
B2y e i o

PR GRAEE 9T

Polisetty Veera Subrahmanya Kumar #fi45 CISSP. CISA. PMP. PMI-RMP. MCPM. ITIL
WIFIE, 765 RERSUEINA 20 ZAEMEK . M LA a R B e 4, W4k,
T H & FRARS S B, A e R0 H & # B4 PMI-RMP(PMI-Risk Management Professional,
A B L) AN IEZS B H S8, ¥ /2 ISACA ElJJE Growth Task Force A b2 . i 2%
Pl 3L G HAAE T PMI ARAETF AT H 1K) A 25T R BIBA A 5 N o it & PMI(SE I H 3 BE Fp2y)
PMBOK (51 H & FH 1R 4 2R) 55 I 2 5 I



B it

TREEW P A AR D s AW . R REOR AT I . (R ATk
R D S LGB SR T A R N

TREER 2 22 1 Bl N SRR AR TR T R e, I TR AN W A 458 ma 45 AT 1 i) A=
o BRIBBLNATAE T RIRURS ) I 1545 X 2645 5

RAHER FHIAN L, RSN 6 R4 H B

David Miller, At/ TAERE . A A — H & K. Gef% 5 David S, RurfdE
WO, WA, BOKIE L R E W A

Clement Dipuis, fthfif N#ulE, SRTEIN, J&—fiAn 2430 FIF A

B F I 71 : Susan Young Al Teresa Griffin, FICTELIE S VRATREA NIGIR 1) B
P
Greg Andelor, A& B ZARR, FXAPMILHI AL H R 2 KRB BT, &
ER AR B AT 5 T, B .

Tom Modden #1 Randy Vickers, &A1 A X A 5 RS AT 5 o

T gm%E Tim Green MM Hi kR Ak A\ Stephanie Evans, A4l ]17E Fl3k— g AbF X L1 H
B BT O T A o

A F I A FIBESE Kathy Conlon, RIS i St 44T IS A KRG, H SR FEE R L .

Bl e, FRAREE RS R (L % David Harris, Sl — B LUK SR 5% o B b0t B
W SEA Ly FRARAN TSI A1 1) et -



it

Al

RO MNF NS 39T, o 26 (F L TE B L4, REERNCEFS TN
APNRTETARA A ORIV SN — M E I K, i B2 KA . SIEAEFHL
SRe ) el T 36 R F T8 e A Bk o S L

WA A G X —Y), HARTERRE, BATWAEREFTEBAEAWRET . G, A1)
W FHRSAT, BTV T ENI S0, THE LR T MR LA kL 28
G, FRATTRT LATE R (14 55 ) 2 BE S 0 TF- 801 HLAT 2B

RS 2, — 2 NEE BT 3 A AR BRI, XD A BT AbATTAN N ER
HA LB BEA R 22 5F R 25 10 T A .

N T RXFIXEEN T, (E R AT I T . B MNORENE B2 T8 (1SC),
EROL T 1988 4. 1994 4E(ISC)* Al TV MHE & R 40 % 4 % %X (Certified Information System
Security Professional, CISSP)IAUEF254T 78—k ik, XLk v] LAZR 2 BE AN = (RIE TR )
J&E ) /MBI, UESUEBEEA A ALR A JE 54K (Common Body of Knowledge, CBK)H ()
10 AU A AT FEAS IR AR o

Shon Harris #£25 1] (CISSP AIE %A $51) (CISSP All-in-One Exam Guide) & 4y W % & 1
#% CISSP i WH5 T B4E . A B 1F 2 F AU 1XFE RS, Shon A5 FAIA R DX ) 1) -
FEABNATUAAT LK, T A 2R I 2 0 7 1 AR R . X, BUAR W] g
20l I AR RAFUE S, {2 Shon PR SAEARIG 4L b (BRI )1 — N A
MZHFa M .

TN Shon TR 15 4T, RN FRIE M1 ZR RS ol TEAR S MR FRATTIX A
AT Ml HE Rl B IR e TP N o S AN DT T A R Sk s P 5 DAASE e A 7K PR 5 5 S R LA 25 A
M, WP R T — R I, B AR — AN SN 2 B Bt e i T AR AR AT
B 5 B R PUR 57 2 I A IRk 4%

IRTREA LTI 4 CISSP. kit Shon B SEE, FIAN Y I BREXAB LG, IR
A Shon R SEBL# o SERZIX B A1, A TIXAMIEF AT 8% k4 B s

Tom Madden, MPA, CISSP, CISM
Rk IV S Sy

N4, MR AEEIARIAR L, BATERZ IEH TSN, Ok ity ERiR
8, MBIl WA RS — HIE THUNT . s (Bt B eE) . Rk (EE
I ) B A T O B AT H s sh A By, SRIRAF IR B A AR B B A B
MREATEN T F L AR MG 237 A8 b A B SR R B 7] 2R G MU



CISSP \IE%iRIER (5 6 FR)

PAEAT By A S A Boh DO 15 B AR AT T R, A BT Hbs. 5360
BRye IR A, #E 2010 4F, R BL 163 AN SR SN SRR, 286 12N % R AKIEAS
W 2 Bok B n T 93%, 260 000 AN G Bt o B I e SEMIAR A, 7E 2011 AR T A
ZEREHILT 16 200 AN M, SRR A 2600 AN Rk I

BAHAE 20 TAERA T B iEshHoB BRTEA W R . 7 R RETFH LRI T4 i 28 1
hH WL SR U o PR T R R B, 4 e B AL B . {5 B AR
Jit N 3 7 SRR BE RS o L e T B AR THE B 2 AR AT B 3RS R Gk 41 2 AR .
CSO/ CISO & H5HARFR 1 F-4kis W AR M ARk, (3 AR 45 2 A L8 TR
[ R (e A L7

B AR R R, WTLAR BRI, Mgz W, mg s B R B TH4T h
SR A0 HEFHARN REZRTREIPL, R Al 9 48 S0k S o (7l K #Hn]
REF= A E G o 2 AT A TR B — AN TSR ) e A3k 2k . A D &R iNEIXA
W, AR Z UL I U g S vl S B 0T B2 11 P 44 FH S o X e S W R AT Y, K
BT D W 4% e A SRR R L

AR T ZEIEAR ] BEAR P P L% 2 A ) UK . IRBERTAE ., etk 45 stk BRI R
B SR B AR T DU 9 2 Kok (K R i 3 B B I 9 488 2 A AT T A 40 7 )12
T R SORT 0 B Ak A X S s i () 7 v 4T EIERITE . WSS T
W IIVF 2 HEAT A RIYE, RS S A0 s 224 PR SR AR N AZ A IX AN IR ) —
oy

FERIAFUET G, (CISSP AUEHRIEFE) —H /M —AREESH PR, Shon Harris
QIVE IR B X AT 2E S HR M . AEWIH A ZTIIN, FElE M4 N, N
%55 ))384F CISSP INIIE . 1K A2 2] 5 B A BN SRAFIXANAE I OCRE, S 4 & UL FI R T
CISSP 1) T A . CISSP ] 10 AMHICAUECKG U AN N VR 22 1 BER GRS Be 4 TATAFE
U AT R AR — N 7T, e R AL T 2 A, S48 TR, VAT I 4%
LA, PRSI BN H AR IR, CISSP FIEA2: S Fa MW o T M4 A5 J7 T« RIAEIX
ANE TR B R RIRTIITERI, AR B BIAT AT ok — A B4 1) 22 A AL I HL et Ath AT 11
L e AR

Randy Vickers

Alexa Strategies, Inc.

WA 2% 2 4 53 K T A B )

CERT M HyHT & #, [E Bl CERTTF-GNO)E 1 )i



F1E
11
1.2
1.3
1.4
1.5
1.6
1.7

£2F8
2.1

2.2
2.3
2.4

2.5
2.6

2.7

FRA—%G CISSP -eeeeennnnnnnnnnnnnes 1
JEA CISSP IR ovevsreerreeseeesoee 1
CISSP ;%ﬁt ..................................... 2
CISSP ATE YA AT B vovvevsseeeeeoene 5
ﬁﬂﬁ/fﬂﬂ%ﬁﬁ ................................. 6
K;’:E‘,,H%E ......................................... 6
CISSP Bl /N vevseeeseeeeseeene 6
zlg;l@,{jtiﬂ%jﬂaﬁl‘—ﬁ ................................. 8
N B 1 8
17.2 BRGE e 16
ERRERESNEERE - 17
L oe 1, N =Y | (RN RRNRNRNINS 18
201 HJE e 18
21,2 GRIEPE e 19
21,3 HUBEPE e 19
214 PR AS e 20
ﬁéﬁ)‘( ....................................... 21
-}gﬁ;”%@ ....................................... 22
BEAHE L v 26
2.4.1 ISO/IEC 27000 ZF| rweeeeereresesereees 28
242  ANVBERYTT I oevererereeserereseeesees 32
243 %éﬁ%uﬂk ................................. 41
Q4.4 COSO:wererererrerrssssstnsisss 44
245 0%}5!:%7}59-[71 ................................. 45
246 IJEEIGAE A e, 51
ﬁé%’s@ ....................................... 52
mﬁﬁ%’ﬁ@ ....................................... 52
261 WEELTE T KU AT B woreeeersesseeen 53
2.6.2 A% LR ASTH M -ooeevererseerenseeen 53
263 JKUBASHIRA -ereeseeressessmssessssas 54
SRR PP GIAT oo 55

270 G AIHTEEIBA -woeererereeseremeseeeseenes 56

2.8

2.9

2.10

211

PRI Tl —
PRI R T —
2.7.4 PGS PEAT

NI N iy e RI—— 58
RN S T e ST—— 63
A2 S rRTI— 66
278 f%#'m%ﬂ ......................................... 69
279 ﬁé‘%}ﬁ ......................................... 71
2700 MR LT 4 KUK -oeeveereeeeeeeneenees 71
2711 ﬁﬂi};(wﬁ ....................................... 72
2712 9}@ ............................................... 74
Mg, AbRdE. HEAE. SRR

ji?i ............................................... 75
281 %%%B@ ......................................... 75
282 */T\YE ................................................. 78
283 EYE ................................................. 78
284 *Em ................................................. 79
285 %gb@ ................................................. 79
286 ;b@ ................................................. 80
[5 AP E v 80
RIS L R —— 81
292 éﬁéﬁ?%ﬂ ......................................... 83
Tj‘_l::’ffﬁj\)% ..................................... 84
2.10.1 ﬁ%/ﬁ\ ......................................... 84
2102 ;}j‘-ﬁ]—'ﬁgﬂiﬁ ................................ 85
2.10.3 ClO e 86
2.10.4 CPQ weeremmessssssssiinissi 87
2105 GO reereremmrmsrsssrssiinii 87
LT R LS 88
2111 EF'VI'%J'E‘\/K\ ................................. 89
211.2 éiﬁ(ﬁﬁﬁﬁ% ................................. 89
2113 HIEER

2114 %ﬁﬁﬁﬁ% ................................. 89



CISSP \IE%iRIER (5 6 FR)

R e —— 90 R R L D e [ m— 167
RN S — 90 R I LIl D aE R R — 167
2417 FEFRRIEITAT i rreeeeeneessennen 90 R IR L oy R —— 168
R I L R~ 90 R R L b et Em— 169
2419 ARTEESHIAIHT B eeeeeeeeeereeemennen 91 355 R SCAR T ] oo 169
AR € L R 91 3.6 i ?%ﬁ;”%’s@ ............................. 170
RN IRy ) E R — 91 YRR L b e L e e  R— 171
21112 JRPLFT ZEFLERG eeeeereeereneen 91 R VR e o L e s R— 176
21113 JJ e 91 3.7 UG IRIFESH TG UE e 176
RN I L s I — 92 AR Loy | —— 177
RN b L — 92 NI o L [ m— 177
21116 AT BEIX A L, oo 92 NIl ot e —— 178
PRI A L S — 92 B4 BERPER] eeeeeereresissseennee 179
21118  JATEELZR oererereressessmssssssssnssiaas 93 3.8 T 5,%1@ ..................................... 181
RN R~ 94 R It e —— 183
24120 EATEYLEG Y| 95 382 ARERH R ] A G 184
R R 2L A L m— 96 R Tt T —— 184
212 AV PR 96 3.9 UFIREBISZEE e 185
213 NG 100 3.10 T ES RS e, 187
214 P IR eeeee 101 3001 NBRGIeeeeeeeeemsssssesennnnnnns 187
DAAL e 103 VDN Y R m— 194
2142 BEZE s 110 3.11 X‘J‘iji I‘Eﬂ ?’?ﬁ?”ﬁ’]mﬁ*@zﬁj} ........... 196
B I S
AL AR 15 e s 198
3.2 LRI e 116 o 7
320 I 116 BAL4  PULRIAI R weereeeseesssssssssnssssnisns 198
B 117 R et R — 200
B 117 3.12 /J\‘é.ak # ------------------------------------ 202
33 BRI HHRIE. BRS T 202
T, 17 RN ] 204
3.13.2 %% ........................................... 211
331 BRI BRI e 119
3.3.2 EEHHAEHL e 127 FA4E ZEBEMFGLT s 215
3.3.3  FFRL e 149 4.1 THFEHLZEA e, 216
3.4 VTSI 161 4.2 BREEBEY e 217
R0 e 07 LT R 161 THEL LA e 220
342 SHHIVT MR oo 162 431 AR E B TE e, 220
343 ALY e 164 432 ZTRLFL e, 224
PRI WiRF S E 5% NURRURRE 166 RRIE L T E—— 226



4.4
4.5

4.6

4.7

4.8

4.9

4.10
411
412

4.13

4.14

PRV T T L —— 235
PRt t T T R —— 245
R IE P I p— 246
RN Ao UL L R — 248
0 L /7 [ 251
R BA e 260
R S 1 L — 260
R S L L — 261
GERRET e 265
TR R E— 266
462 Bell-LaPadula Hitid oo 268
463 Biba HiJH e 270
464  Clark-Wilson KiJi oo 271
PR Tt R R —— 274
R R e L — 276
N A T — 276
4.6.8 Brewer and Nash fJH -eeeeeeeee 278
4.6.9 Graham-Denning f5 eeeeeeeeeee: 279
4.6.10 Harrison-Ruzzo-Ullman #5279
TBAT LRI e 280
R Loy e — 280
R T D r— 281
R R LTS e — 281
R TR LTS e — 281
PR R Lot 283
RGE VAL TGV e 283
4.8.1 K= ERIEAT PEAL (K S ooveeeeeeeeees 284
IR R 1 e R — 284
R T Y pre— 288
o LB R A (] e 289
S HE D] coeeeereessenessessesnessisns 291
AE G eeeeereersmsseesesseeeneans 205
R TR | — 205
R RN L — 205
TOBCRGE 5 PR o 296
IRERRE D T L —— 206
RV LT L m— 297
) g A SRR A )
JRJP +veeeereeseeesernseenennnienies 297

4.15
4.16

FS5E
5.1
5.2

5.3

5.4

55

5.6
5.7

F6E
6.1
6.2

LA YRGB 297

4.14.2 G0 e IR M N ) et oo 298

JNEE e 299

PRI coveveemrr 300

BABL ] [Beweeereeeeeeessessssssssssinii 302

06,2 e 307
WITBFNINIE LR 4 - ovvrerrrnnrreens 311
#@}Eﬁéﬁﬁﬁ\ ............................. 311
R R coeeerrerremremre 313
521 IR KT ARGR 316
522 HITTHBL G A pE R e 320
{%}F{J’éf‘t ..................................... 331
PIREE SR R GE ereerereeremesennns 332
541 HIp e 333
5.4.2 FRBEJEL - 337
L T T B 339
544 KIHITABG« ALDWRIFN I oo 339
}%leﬁé ..................................... 345
5.5.1 LR AR rooveeeerssssssseeeens 346
5.5.2 NG IAIE ] rooveeeesssssssseees 352
5.5.3 AN FARG L] oereeeeeeeer 353
R N Y A 360
555 I TITLRALL oovrssssssssemmns 362
B5.6 A o 363
5.5.7  XFPIHYT I BEAT o g oeeeeeeeee 363
R o 1 B 363
INEE o, 364
PRIF RIS oo 364
R 366
572 G s 371
BEEW gﬁ.&é ................... 375
A v 376
TTBRGEHIES Y v 377
R D e 378
B.2.2 RSB wrerereeersesssssssssss i 379
B.2.3  FEIJR e 380
B.2.4 LT[R e 381
B.25 IR e 383

Xl



CISSP \IE%iRIER (5 6 FR)

XV

6.3

6.4

6.5

6.6

6.7

R R 384
REE el R 385
B2.8  MHLE wrvereresssrmenrsssssssss s 386
6.2.9 OSI BRI [ ThRERPIL - 387
R sty R— 389
TCP/IP BT v 390
B.3.1  TCP wwoeersssieesssssmssssssssssssmsssssses 391
.32 [P Shhl e 395
.33 [PYG-wwerrrseeeesssssmmsssesssssssnssssne 397
VR RN S — 400
AGTRI TR v 402
R C L 402
B.42 SBR[ e 404
WREE b L R 405
(T AT TN 406
851 [ LG oo 407
B.52  FULELE wrrveeressmenrssnssssssninnnnes 407
B.53  JH e 408
R Ll 409
P28 5 Tl eeeeereeeeee s 411
B.BL LRI wroveeeerrmemreresssssssnnnnnnees 412
VR Y e e R r— 414
6.6.3 LT IRIERLG +rrverrerrsesssssssns 425
B.6.4 B RL oo 433
R e (L1 T R— 440
XL R — 444
A T L D 446
P 288 5 TR G weeeeeneenememsnnnnnnnnnnans 449
R L 449
B7.2 PR oo 450
7.3 B EHY v 451
R R 453
R 457
B.7.6 PBX-rwwrrriresssssmssssssssssnsssssne 459
R D R 462
B.7.8  ACHIR LS ooerremmrererssssssninnnnees 480
7.9  BEHE eeereeerreee s 482
AT v 2 Er— 482
R 483

X

Zad

H#

7

6.8
6.9
6.10

6.11

6.12

6.13
6.14

o4

7.1
7.2

7.3

7.4

)R EEET N 3 R 486
PR A +eeeemmrmme 487
TR eeereeeee 489
6.10.1 FMASIIEJRE oeveerreerresmsesnens 490
6.10.2 L TR e 492
6.10.3 WAN *i/l\ ................................ 495
TR vvereeereeermeesenssneansnnenas 513
6.11.1 Tﬁ%fﬁﬁ% ................................... 513
6.11.2 [SDN errererrereresessesssesnnssininians 514
B.11.3 DSL rrerrererrereresessmssnesnnesinians 515
6.11.4 gﬁéﬁlﬁ%uﬁ@lﬁ%%‘% ...................... 516
B.11.5 VPN werrerereremesesssnsnesnnsiineans 518
RS LY T I e TIT——— 523
jl:gé*i/li ................................... 525
B.12.1 LRI e 526
6.12.2  WLAN ZAf oo 528
6.12.3 %?ﬁ*@i?ﬁ ................................... 534
6.12.4 WLAN 42 i g oo 538
6.12.5 L e 538
6.12.6 FEENTCLEIMAT -ooveereermereseeeees 539
6.12.7 *Zij] “ﬂlﬁ,@é .......................... 543
IINGE v 545
BRI oo 546
6.14.1 I‘ﬂE‘E ........................................... 549
6.14.2 %% ........................................... 556
BERGAR e 561
g}:ﬁ%#g{]}ﬁi ............................. 562
BT SRR oo 566
7.2 Kerckhoffs JFUI - 568
7.2.2 BTG RGEI GRS oo 568
723 RGOS e 569
L N 570
725  IREYEI L R e 572
726 BEGAR o 573
%E%Eﬁ;‘éﬁg ................................. 575
N R M 575
7.3.2 YT e 575
bngﬂgﬁ/z ................................. 577



7.5

7.6

7.7

7.8

7.9

7.10

741 MRS L AR FREE e 577
742 SR FLRL wovvemmssssssessssennss, 577
743 :”:X‘Jazllj—(jzu::ﬁg"# ............................... 579
74.4 ﬁéﬁ%—:ﬁgjgbﬁ%—:ﬁg ....................... 581
Ry L b 586
RIFRERGEMISEI oovveeveeeseeeneenes 591
751 é@ﬁ(f)ﬁﬂﬂ%}%?ﬁ ............................... 591
752 Ei DES e erereererresssesssnsnnnnnnnians 597
753 jﬁl—é&ﬂujzj;ﬁ\m ............................... 597
754 [EBRER B L oo 508
755  Blowfigh:wrreeeeesssserssssssmsssnnees 508
T T o SRS 508
757 ROG wweeeessssssesssssmsssssssssssssssssssees 599
758 RCGwwerrrssresssssmsssssssssssssssssssnes 599
JERTFR BRI v 600
7.6.1 Diffie-Hellman 5k oo 600
762 RSA-wwwrsirssssssmsssssssssssnsssn 602
763 El Gamal - wwrreeessssseessssssmsssnnees 604
TR i E R— 604
R SO 605
766 THUIEI -ooeereeerrereessssssnnennnees 605
VR TEHEM e 606
YRR AT o R 606
RS T e L nr 610
7.7.3 D2 weeererrerersesessssneisisns 611
TT4 MDA wereeerresrsesesssnsns 611
775 MG weeererrerersesesssnssssissns 611
7.7.6  ES L) B RR BRI B e 612
TTT BB, v 613
778 é&?gg;}q\m ............................... 615
N B T e eeveereereeseesnenennnnnns 616
781 DAEFZRUHLHY -eeeerereessssssenmssnnees 616
R R R 619
783 VEHHZRUHLHY -eeerrereeessssssmmennnees 619
784 PKI IR o 620
SRR T 621
790 BEERAG T -eeeerereeesssssseneennnees 622
7.9.2 BT PE BRI ooeeeeeeeeeee 623

'pj‘fgipﬁ*%ﬁ% ........................... 623

7.11
7.12

7.13
7.14

7.15
7.16

8.2

8.3

IR I g it X g I e 625
SR ISR 3 SRS 627
7121 ZJHi& Internet f1E
P EMIME) ooroeesoeesoeesoo 627
7.12.2  TIEEAEE e 628
7123 BT o 629
Internet ;'—é% .............................. 630
I&ﬂ:l ........................................... 640
7141 WEBE ST woveereereseessesinseniens 640
7142 TAIWISCIL o 640
7143 LW ST e 640
TAAA  TRRETE LT s 640
7145  ZELPBEFAFAT wwevveseeeeeesseesenns 641
7.04.6  EREEBEFDAPAT -oovveserereeeeseseseens 641
AT A T 3 R 641
7048 TEJILdiereeeeereereemsssessenneniins 642
7149  fRBLTLirrrremrseersmmsseessininnnniins 642
71400 SHTRILL e 642
71401 Gipl s Tl e 642
71412 AL TRRILG e 643
7.14.13 A RIB L weeeeeeeeeeeeeseens 643
INBE 644
FRIFHL T coeeeereremmresssn 644
7160 e 646
7162 ZEZE e 651
Al S5 S RAFEWE - 655
b 25 LA NI A AL v 656
8.1.1 ARHERIR ARSI e 659
8.1.2 ff BCM ik ik zz 4 v Xt
Y e 661
BCP I H [, -eeeeeeeeeeereseeeesenns 664
8.2.1  TRLH G reeeereereer e 665
8.2.2  BCP Ffllfgrererrerersemsesenssssessssenees 666
8.2.3 IR H I <o 666
8.2.4 MU SRR LL oo 668
8.25 MVESFEMIHT(BIA) e 669
8.2.6  AHELAKAFA: woveeeeemeemsemsemssimninee 675
FRITT PR T - eveveeeeeereesmeeieieienn, 676

XV



XVI

CISSP \IE%iRIER (5 6 FR)

8.4

8.7

8.8
8.9

£OE
9.1
9.2
9.3

9.4

A[‘]}EE&H}% ..................................... 676
841 AP TR -rereverreeessssssmesnnens 680
842 BEHHMAT worveresreremsrreessssssnnsnnees 680
8.4.3 AELEFIFEARYKE -ooerereersmeserssinins 685
844 AT -worrrrrerresees 689
845  LRIF PRI rreereeeerreresensinni 691
8.4.6 HUHELBANLEIR T 2L oerrerrrmeserensnens 691
8.4.7 WL T BAMALLTT 2L wererrrmeserininens 694
848 FETTFIRE woreereeeresesesssssssneinnees 697
ABLRR seereeeereesmnr s 699
[‘})EEI@@JE ................................. 700
TN B Ll L rr— 703
8.6.2  SZHILEREE woreeereremssseerinsnensinni, 704
TR B oo 706
871 HEFTPEPUGR -oovereereeerressssesssnsis 707
8.7.2 KM IFRGRPEIGE oo 707
8.7.3 BRI, weveeeerremsmsemssmssssensinnis 707
874 FEATMUIE woveeresssermmsnressssssssneennees 708
875 AR L coreereereeeereeesssssnennnens 708
R R Ol E— 708
AT IR —— 708
LRI 2 b D R 709
IINBE e 712
P HE TR oo 712
R ] 714
8.0.2 L e 720
. EH. SHMIEE 725
RS IRFREHI PN TTITREERE 725
EGDIR[EE RPRELPS - SRR 726
(B2 R HDp =/ RIS 728
9.3.1  HL R v 730
9.3.2 LG IUHAR roovveereerseemsseemsseees 730
9.3.3  [EIBRIAJREL overeersemssmmsssmssssssssieens 733
N i S 736
%ﬂiﬂfiélki ................................. 739
9.4.1  FRREE woovvereersremsem s 739
N 740
9.4.3 TR e 740

9.5

9.6

9.7
9.8

9.9

9.10
9.11

£10E
10.1
10.2

YRR F 741
9.45  FHTHFZ ALK A B PR ooeerseeeeers 742
R T — 743
B »orereresssssns 745
9.5.1 XTESRAIEAWIIE A KR oo 746
052 WL FEAFITIH e 747
NG TG G B e 756
R Y N - 759
VR L I L 759
I =y D R —— 760
RN 178 T — 760
0.6.5  STIRIL R T LR -+eveeeeeeereseeveen 761
B HIME v 762
PR o 763
R 2 763
R 2 IR R m— 766
9.83  IHHLHGIERIE AiE S - 769
9.8.4  [HERTHEHUUEHRALYLoovversroees 770
985  FNHL. HLARITT IR weeeereesremmineen 771
R ot LTS R mm— 771
N e bt — 772
I O et R —— 772
0.8.9 WEEE I TTHED LY - reeereeeeeeen 777
0.8.10 WM. JHZRIB B reereeeeemeeeen 780
YRR % I 2 R — 781
0812 JUHA T L oeeeeeeeeeeen 781
R T T — 783
ﬁi@ ............................................. 783
R o n (RCr T — 784
092 Internet L HITFITTE B £ oveeveveee 785
I S i o e m— 786

INBE 786

I FE T coeeerrerremremsmnns 787

R T R 789

R T 794

TR R LR A rrrreernnnes 797

7GR e TR 797

{Ejﬁ&%ﬁﬁgﬁé ........................... 798



10.3

10.4

10.5
10.6

10.7
10.8
10.9

10.10

10.11

1021 ARFASEHEARR 24799
1022 FREGE R FFLRE o 799
10.2.3  TBEE B 800
10.2.4  SEHUFIBR AR [ cooveeeeeeeee 800
BRGTF R I e 801
1030 JFfjerereeeerreessesssmsssssssinsssennins 803
10.3.2  WSLITFJgrereeersreesssessssssssssssnens 804
10.3.3  SERerreeeeeseesssssrmmsssssssssissnsiins 805
10,34 BRAEIGES-eeeereeseeensssssniens 805
10.3.5 AR oeeeserersssssnssssessssnessninns 805
SR TE A SR v 807
1041 T5H AT e 807
1042 FsRULLEY N B wereeeeereesesesessnsnens 808
1043 BEiFH B weeeeeeeremssessinseennins 809
1044 TFRBEL e 811
10.4.5  JURRIISIER B wooeeeeerseesseesseesss 813
10.4.6  RAGIGE I B wooveeeeerseesseesseenss 815
LA R et S - 816
TRAETF AT o, 818
10.6.1 WA ORI covvevsennnsneniinns 818
10.6.2  VRAGIEIR ooeeresernisssssiinnins 819
10.6.3  V JUBIHL(V BEHLY s 819
10.6.4  JEIUREIY covverrenenrinsssnssinisnnnins 820
10.6.5  HEFRALI oovvervevemmessssennsninnnnnans 821
10.6.6  MEFERLIY covverresnrrimsssnssinisnnnins 822
10.6.7  HEHREF TR weveeseeemssesessesnnns 823
10.6.8  FEEREIR woeeevseressiniins 824
AL N e L 825
VoL ik 5| IS TRRRRRRRON 827
Y SRRIR I} | SRR 829
10.9.1 ICHWRET. duieasfifie 831
10.9.2 T I R Lyeereeseremssesessssnnns 832

B4 1153 W i = RTITIT TSRS 841

10.10.1  Z0AF A H BT IR oeeverereeees 841

10.10.2 CORBA 5 ORB e 842

10.10.3 COM 1 DCOM swereereerseess 844

10.104 Java V&, AMAA 845

10.10.5 [ i) G5 i roveseeeesseeessseensns 846

FEENACH e 849

10.12

10.13

10.14
10.15
10.16

10.17
10.18

FUNE
111
11.2

11.3
11.4

10111 Java applet: e 849
10.11.2  ACtiveX FEsff -wrreeeeeessssmseeeen 851
Web 24 e 852
10.12.1  Ehxt Web FRSgftrkE iy - 852
10.12.2  Web J3 22 4 ) oeeveereenes 859
BAR PR T v, 860
10130 KU PERS LA -oreeereeeeres 861
10.13.2 B PERII oo, 862
10.13.3 B FEGREHE ] -oeeereeeeee 866
10134 AL BELLA: -oeereeeeeee 867
R Rt T — 869
10.13.6 M 22 A ) JE -oevveeerensenee 871
10137 B Gl S S - 875
LR RGN R oo 8T8
PN I 1) S 880
SEEE IR v 882
10.16.0  JFifereeeereseeeesssnssssssinnee 883
10.16.2  IEHy-wweeerressssnssirssscssin, 885
10.16.3  100tKit:wsesrseeesssssssessssssnns 885
10164 FIUEHCHA 5 4 - 886
10165 BTG e 886
10.16.6  SEHHEBL -oreeereeeeeeerennrennneeen 888
10.16.7  HEIHPHAC LY wovveeemeemmmessesnns 888
10.16.8 BT REIRAE wovveeeeeemmmeesesnnns 889
10.16.9  BEABHIAERG I -wevvveeeeeemeseeeee 892
10.16.10 BB AR R oo 892
JNEE 894
LRI oo 894
L0ABL [ flleeeeeeseeesessmmmsmsennssnnensneees 897
10.18.2 ZEZE e, 903
REITEE e 909
ey IO R R 909
G R 910
20 B AR N e 912
11,22 W[ GEHE e 913
11.2.3  BEZR I ereeeereeeeesssseneeee 913
T L R T IRRPR 914
;@_%ﬁiﬁr ................................... 914

XVII



XVIII

CISSP \IE%iRIER (5 6 FR)

11.5

11.6
11.7
11.8

1141 R WEEIEMRE M DA 915
11.4.2 fﬁé.‘%‘*ﬁ\?ﬁ ................................... 915
1143 AEMIATIERE T InE

R S ) R 915
10,44 P ARG T eereeseeeresensnnns 915
11.45 %gﬁﬁ%u ................................... 916
11.4.6 ﬂﬁV)Z’E ................................... 917
11.4.7 4ﬁAgﬁmﬁ%U ....................... 918
11.4.8 %éﬂﬁ@a ................................... 919
11.4.9 :@}Ebﬁltﬂ ,44% ........................... 921
P B A T eveereseeeere e 921
11.5.1 Emﬁ%uﬂ}g ........................... 922
11.5.2 ﬁﬁﬁ%ﬂxﬁ% ....................... 923
ﬁfﬁﬁfﬁu ................................... 924
;&%{ﬁﬁ ................................... 928
IO 245 R TT FE T v 929
1181 Pk kg El (MTBF) -~ 930
1182 TFEMEERE(MTTR) e 930
11.8.3 ﬁﬂj 9%%( ................................... 931

L W R ST 937

I R e — 939

11,9 KTBL everemmmmm 940
(L e 942
11101 LA ¥ AR J L e 943

IR o ——— 945

11.10.3 BN ik oo 946

1101 JEGFHEIR v 953
IR S L m— 956

R I = r— 958

11113 oAb T T o 958

IERL IR 4= xS R— 959

11,12 PEE e, 960
1113 PRIEEFLIR e, 961
LB [ e 962

11.03.2 R ZE s 967

MIsR A SEEERYEJER o ovvrrrrrrrrrrrrenn 969
B EEAZERER - 1013



CISSP

AREEZH

CISSP #9230

A CISSP 4932 &

HAn CISSP # P & &4+

3k if AR & (Common Body of Knowledge, CBK)Z - 61449 1 2%
(ISC)* A= CISSP % iX 69 £ & 7 .

A& Pk B AT %A SR K- 69 7R AE MR

A TS CISSP AUEPTRF R S, T HLAERE 5 | $IRIE A A AN A8 A Pk bk 1 22
A

CISSP(Certified Information Systems Security Professional, {5 B ARG % 4L 5ANIE) i T
10 A I8, XL = B0 ACh “au”. b, M B I E S, ERE
UL, e G NFA GG A 1 TAE. TR 38, SRR AR B 5K, R
B BRI 22 KRR B, ATH S R CISSP ik IR ME— i@ 02 2% > K&
SCRRTRY . B ), H ANEAAAE— A S 177 o A B T3X A (CISSP WEERFR R 6 ),
PRLRE W B DIl 1 CISSP iR JF 343 CISSP IMIER i . A Bl CISSP P i4:
TS R NAEA G, W) TSR R AR R R, I YR30 J 2 4 4,
(PSS AN, fERIRAT CISSP INUEBHAR G AH S K — BUN A B, A6 TARAAR HATIR K
e IX(ER

1.1 Bk CISSP By

B HE AT SRS, NATTR T3 i 2e 4x . Sl SR IfsRBaniay). %, “wa” (W62
BRI T HoE, B S Ca@ WO JATH H ARSI . RN BB
AN AN F A CIT ARG 2 A e 10 4E1T, THEAUNE S ant — A DEA SO AR
WU DA A 4 I 22 4 KU AR AR, BT MR DA A 22 4 Tl R U

R, IXARRGLEZRE T WE A, Widy, JLTIAT A A A H N U LRI SR A4
Bt 20 FE R, RO IREE L 508 RE R E A T A I RS 5 4 1) D1 5%



CISSP \IE%iRIER (5 6 FR)

U5 T CISSP AUFRERSUE AR L4 Jlich — 24— AR IR 1) 2 A e 98K, 1K L84
WHIZR S NEARTSERUE R, JF BAFR] T A AT BEEFIA T . W3R4T CISSP 1A
WEGEHE, 2B O A ERE T 5485 B 2 A Bof iR A B .

R AT L6 REL CISSP A UE ¥ K4 (0 B b«

o WG EIR, TR AN AR ) A R R S

o RS IR T S AT SR . PR

o B AT IING I T TAE.

o ibHCTERANTEGHE T B 1t SR

o RN DG EFI DR o

o MM, JfHEEMIFRIE 2 M TAENLZ .

CISSP TAUEREMS A B A RIS AR HATAHN R ARRE S AR, e W= A
IR 24 TR, PAT U8, BRI SR 3, O HLaT AT B AN S I LR DR PP FL Tt R 45
RYFME R . CISSP AL REAH LRI ATE I A S B e AT T i A RR L . BB REFI A
PUKo 220 T B R E AR AR S AT REANWTIE K, T 2B BB )2 4Ll A
B RTT K. CISSP WIFRH, 1] BAi A 0] (138 =I5 HUA 5 Seff o S A AEBARFER i 7
T 22 ATl AR, JF B S e 2 IR Rl b AR 58 B2 X 0 FF kK

XFTARF I L B 01 . SR N DLl TR UG, PR AN LB 22 4 B F A — I 22 G 2L
2o AEREIFARH X A G IRA RER T, AEAATI R BRI B0 T ff B2 Al 3
ST e EURVE 22 AL SV URL) £l TR R0 00 B F i DGV M U R R Do 8 R 224 N B, (R e
TS 2 A0 T AW SRR B E . Mk, XL WU R S0 2 iU LA
FARFRE FHAE NN XA R, W EAT CISSP %A%, A VRE2s LL I Ad R I 53
B

1.2 CISSP #i®

K CISSP %Rk T I A SLANTRA R I 10 AU, B LU H4eid b “ RS AN,
RMBAD TR KERA, i IR S5 EA—E IRV, JF HAZDRIRIE T T8
RS AHRE, XL AR AR AEVE 2 AR 1 242 T

CISSP il 250 JEIEFHE G, T HEERAE 6 N/ N SERE. XL H Bk H— AR
BB, NI RENS SR G B N BeAh, O T SRR S s B i) 2 4 a sy, B 2
ANBTAZ RIS, 2% AR A 5 AL PR Th 2 AR . A DA 4 ADakl, Horp U —
ANEIUE IEMIZF S 5 T ARG A 225 188, o4 25 1AL RN T2 T H,
X 25 TEE T A H 2O, IR SO FANFITE MR H T AR 0. Tl CISSP
FARRAR I HOE 700 73 (B 5372 1000 53), BEE A ARG AE S Ve A, i) H AR R 10 23
EAAL RN BT RANTT )R 58 (07 S A R, KRR WA AT 1) L 0y 5 17
A B RY 7 (190 1 Windows 2000, UNIX B¢ Cisco), M35 S R348 38 GE T 1) 22 A R A
Jitko

(ISC)*(International Information Systems Security Certification Consortium, [F 5 KRS8 % 4N



$1E mMA—% CISSP

UEE2R)IE A CISSP i N T 5 T4 St Il . A o AL 1) AN DR T — AR
5 MAZEESRAATTX 2 ARTEFN/BUE S . SN T i, e H R O RN B AN SN
AIEEf#E CBK RS, 1M HAES L IX SRS I B IS A S b . IR AT s, HR
PAE TS TR AN AT REA AR “ 3L (collusion) (€ SO 7 7 BUIN, BR Ty 2400 “ 3%
7 I8 AL, TN TE QRS I BEL L R R

WRRE, VRS PESRELAE AR LR AT R SCrE,  CAUE AR S AT AH R AL ) T A
2. ORI E — 0 SCF, NI REEAS 1 24 TARS IR Ok DIk, AR WIS A
ZA S i — g BRI R . VR E ARG BNX R R 7S AT 2 I F i %
Joi s FRIRTCFAR BN H B AR 78 BRAFUE 75 85 5 P 4R

I CAVESRARIEALR, 24 TGRS U RN B 2 F RS RS b TAES SR . B
SRPARFIVON T BRI . b, FRERR A 2, (R AR AR S & . M, 1R
— 8 BEUE WA SCRRAUE SE PR S 2 50

(ISC)? K A it 253 5 e A B LI D RONAR N LA T o o e el Fitepr, (ISC)” T4E
N GRS T i N 5 (AR RN 38 A AZ S AR N B3 AR DG AR 256 I B

XTI IPRAE A T BIRNRZ HOAUE R NS T2 AUl N (1 AR, (R A — i
CBK L8 R4 10 AN BRI A A a 59 1 IR b: TR Py 242 7 i e 28, H 2 b ]
REATE K TR A, B2 F e A s, BRI, X I3 2% 2 K AR b 5 R 22 4 30,
SHPSINIA

7 W KRR CBK 1) 10 N4, 3k 1-1 P

% 1-1 #A CISSP CBK #9 10 M2 4
2 & Wi MR
XA U ST R DR 5 5 ) RO BLIRIRN 55 o 8 B DRI 3 it R gt
Vi) A £ 3 AR S G E i L BB 37 T Y sl e o R 45
A 4y R4
o i il il iy
o FRIRFIE e R HHYY
o il B
o HAEREIA
o Uiy ik
EAATUEI SR AMEI . ALPRIRAT IS RS HHREE M. B Y
DA IZERE Vs ) R4S BE
A 4y A
o OSIHMFIG R
o JitM(Local Area Network, LAN). 3§35/ (Metropolitan Area Network, MAN)F!I
J 1% (Wide Area Network, WAN)EAR
o ELIBERY. PAIBR DO T BR 1A )
o B L FHM(Virtual Private Network, VPN). B ki, HH15. MFRIF4REE
o PZRIRAMFIAT 2k
o UiitiJy ik

Vi

AR 5 10 2% 2 4




CISSP \IE%iRIER (5 6 FR)

(ZF)

Z & W E

i Y

{5 B Anif L5 G B

XAMGUIRTFL A B HIAR IR, 8 DR 2 R4 GO IERT T2, T BT
WL B8 <A SR IR 2 A BN 2 R A AT o SR T o

LA R 5> A2 AT -

o Hifliork

o SIS, Il ARERISERS

o XSV A B

o NFidch. BrIRIEIR

BAFTT R 24

AP T LA RATTT R T, NIRRT S AR AR o
IR 5y A AT -

o H O TR A I

o AREIRIT RIS ILAE:

o WAL R ESS P

o EREAH

o5
=
S
4

XA TR 2 P TR

LA KB 4y A4

o XIFR 5 JERIFREAE: S AT

o NIl Jt(Public Key Infrastructure, PKI)-5 51 e %t
o DA IS

o Butidrik

LR B

AN 2 B AP Az A P I 28 o9 s 22 A A iAo DA

REEHRAERS T A S & 1 B F S

LA ) 4y A A4

o BRVBIRA. WEEIIRE S WAEWUR

o AR BURFIVEAL

o PEALAEN]: I{E VH AL L A VAl AR HE(Trusted Computer Security Evaluation Criteria
TCSEC). 15 E ¥ AR % 4= VP A A5 ¥ (Information  Technology Security Evaluation
Criteria, ITSEC)FLl N

o N HFETH ARG H WL EG

o AEHIAT]

Pl

AR TN B RS TR ESEOR I, AN AT B
i ag A S TR A R0 T o

AU 5y A AT -

o L NIRRT BUS B 5TAE

o Wifiss, Bl ORI ORY S S P e

o TOBYEL ALITE. 21 IR A M

o bR, ML IEIBS

o RELFHPA

b %% 3% 2 1% T &Il (Business
Continuity Planning, BCP)4
FAEP T RI(Disaster Recovery
Planning, DRP)

AR TS A TR I AR SR BN GRATE, e SO RAR R KRR IR
R TP LS S S

AU 2y T R LA -

o ML BHRIARRAMNE 5 T

o VA5 R 7 AT L AT BEAR R T

o kA5 BIL LS L S AL PR

o R R SEHL S Y




$1E mMA—% CISSP

2 & HE ok

AR SN ILTE . SRR EAMEIRLIRE A, RIS AL E
BT BTy, i FL B o] TF R AN S A B
LA 73 AL -

o . ARG SR

L AL A SR o VFTTERBOR A 1 Wi

o HEH RIS E

o TEHR I DL KRR RE IR 34

o b

o Uik

BAGOII OB PR BB OB B0 Bl A TR, ©
(ORI {0} e N 72 6 ei NGO DIRPRDIWNE N e cri - 8

AT 73 LT -

o ZIRXIR, AT

o IEEFIMIRE . ALK

o NfAill

o KIIITRM ., TR AR K

o MR, Byt A e AiE R

L/Be NNy

N T BRI HTHARB 795, (ISCY AFAEAREAE LB AP I A R . X i
TR T B BOR 12 J7iERIbRAE. 91, 1998 A1) CISSP IAUF A5 A IS T Io4k
LA P RUAR G EL IPV6 (1 1) 8

PLRTIIE R P R S (0 . 224 iis . BN RS . LR fa, (37 M%% . VoIP Flhii
B FRARIXEE 18 A E TN A, (4 5 RS e AT % 2

CISSP iR AL T [ iz i B e Ahrte AL . filln, QB ASC)? 11 3 25 )
AR A A AT, PR R, VPRI AR R nRIR e WA 353K, i NN R A
YRR AT — IR [FIRE 5K

WREAT R, IAVRAT LR BAEAT M R EH 2%k (ISCY* % 4 e 2% FIpT—
IRHARZ AR R — 2 AR TR), 4R H AT Z 002 S« (ISC)” & e s ARERTIR it {af
FARAERRAS, AT A (A E 2 I RS IR iR A . (ISC)? i 2> [ Al i %3 CISSP fii A
PEALR A, LR PRI T % N B S (R R4 . BEARBIAE AT LS BB bt 5 2%, 2
SRR A eSS [A) 52 )X eSS EA T, DU S B IR RS

1.3 CISSPIAERI R BRI S

KHILLK, TN B2 B A — DR AR TE AT e XA U Z 1R
EF U IEN AR TSI L PSR

71 20 0 80 AFEARHIY,  THEHL L ATk A G T AR ARSI R 200 I M SR AIE A R RS
RN AT, JRIEFI M R RS AN GRS o G X AE R PR ATEAR R AR 3R i A
Blegz AT B LML 53 YT



CISSP \IE%iRIER (5 6 FR)

1988 4F 11 H, i Ab P # )2 (Data Processing Management Association, DPMA) & 1vH5.
WLz A28 N4 (Special Interest Group for Computer Security, SIG-CS)Kf JLANX 4 22 4B RS IA
UEAR REOGIR W H LA oAk, XEEH ZVER(E B RS %42 P2 (Information Systems Security
Association, ISSA). fNEEAAF EAL# P42 (Canadian Information Processing Society, CIPS). THEAL
G FT(Computer Security Institute, CSI). %ZiAfaf 37 K2#(Idaho State University) LA A HiAth—4&
FEFIINE KRB . 1EJE T IXE 2R L5ATEN, A T A RN RGE AT AE
1. (ISC)’ 21 1989 AFAFEHRALIN, 1A —ANEERIEN, SHuEAE R RGN T
SRR R . XIOAIE B R LEE T, I ARPE AT AR REASC)Y
BOLTACEM, A EARRAE [ Br EAFB0ART, 14 O ERTE FE N AR5 T B -

KA 22 We R, B HE, IF B T HEARRNE S IVE 2 408, it DL I v e
KHA—AME B RAZ A AT VWAR(CBK). CBK H 10 N TR, 3 KIHEHL. 2%,
WA FUE B2 ST SeAh, T HEORIE R, IR IR . FARFN % K
JEYUERF CISSP WUERIMREEK . B T AL, HREDEHED T IEGERTE . 25140 W LA A B )25 >
.

1.4 A{ATEMER

BN —4 CISSP, H LU AUVE 3 www.isc2.org IR S NI, 7Ei%Mu b, RS —4
HE MR, HER PSR AASCY . MRTFEIAL A O 2 1L TAES T LR LB
HHY SR RGN EASCY B, F AT — 30, o RIS e 37
W AT o $RACHR A R I ST B ), JF & R 238 AR A BEAE AT I 3 25 0 2% 1K
www.isc2.org b2 H1HVE 22 25 i R H B

1.5 ZFHHE

URARAR A — R L (AISC)? WA CISSP, ABALEX A HLAENS & BT B T W10 N 75
AR A A e i e R SEIL NS . FEl FE T R RRAE R LR R A RS N TR R R
GEINES e, WETSPEMIB R I D0 A B o] B X S iy AR R A BE R AL AR R
G KA NI R . eah, AP nlmi S E 5 r_H TR R 50 2 APk 1 e A UE
AP IR R, BIX SN & R AT TR N o e ie, AN B W S LR 48 b B Al
KM FIAR DT RS, Bl SRR . SRREUE DA S ]yt R 25 SR LIRS

S AR FEE N CISSP % ikgw S 124 S Fam, (HR BRIl VN IEZ 5, EIARN—AA
AR EESEH .

1.6 CISSP i/t
INRARS IR RIRR, T CISSP 5 . VR AT B VORI AN S I8E B

G R b, G —AAEE AR T Fe HHSRAIRITALIIIITH DR 1ok, A
FIRP A LV TRIMREER B (HREHERIR AV AL, P, Sl A EON TR 0



$1E mMA—% CISSP

FE AT L 2 (.

- ==

535 =
(SCY AR MIEF, FEAEL A LAZRA, FAMNMES KiEL
PearsonVue ¥ 3 AE4F T X a9 % K.

PEH R FE R AR LA F AU B B 4 o AR AT AR SN BB AE S 0T, 2345 AR f Bt
DA IR IR 2 N FHLECE B3l e s AR, BT DAIRAE R I T X RE IR 7 Y4 it .

VF 2 NI 2 Bt 0 H Lsess o T DA — e BTN () 152 1) RN T A 80 5 5, AN T
JUAN SRR A [ O ORI ) B 28 o RS SR T ) ZE AN s, X EER AL — LB () i
Ao ) R0 P ] 5402 J Ll

HRZHER—FE, AREUFFemE 1 CATa g a8, AR5 FHIR AR R HER ). CISSP A
U IR AT VRN (HASCY IR A VUL, BT LS RBUSM ARG S — sk &8
WRARLEZ R b IYE I T R (RIUAE, 84 T MU SR B0t (1) 2% B Ry 24 - DRIk,
FAVRE BB N ARG LA IEME R, HEanEsete. ME, HRmAESEI;
HWEZER, EFERASAEZ R, I ST §eE e R WG DUERRSE.
HRGEWG, BV FASREME W R, HERAEE R EMERAR. Bk, &0
R P T HE %,

FER 253 N AT RE 2> IR I EAT (ISC)” 1 HEAtAE %1, 41 SSCP(Systems Security Certified
Professional, ZRZiZIAIFES). ISSAP B{ ISSMP({5 B RS 22 44 5 ulifs B R G i A il
Ko o R AR A B L ISSEP(fE R A LA TR LK, KT TR XL UEH R I [A]
KISAME . KL, WREBHADN BT, AT IAEEZ, BTSN e h
I AR

WG, RNESLEIAS S A 6 AN TA], DRSS DR A 5 75 DR A i 38 2 R il TR
W], —EEADFIHIX 6 AN/ EAERT, Hlf F L A & — T 2B RIE T i
(YR, U B R AR [ — A ) I AL O R R T AN

BRI IE, IRICVEE IR WSS AR B 45 1 . (ISC)? e B2 45 6 AN nT LGN iE 45
B A RERN TP T 4 R~ AL S BRI /a7 BB 3 %

R TR, I AEE R EEANS LRI B AR UNE A Calid SR T . RAREE
KBS, BB S ARSI %S, XA Rt AEANTE B S 5R IR 5550,
MITEAE S B IR IR A B P 5 2% ) g iAWl %R, A RNES 1%z,
BUTE e IR HAT R 2L KA IF RS — ot 75K, BB sk 10 2% 1R o 1) 32
SEAEN 2T .

KT IXIE M IANUEEN WAL 2 —RFHIRA S . 5 Microsoft 52 % 1XAH[F], CISSP %
R H HAGD 7, HEER S HIPAHEUX S 5. BARASC) DA i
CRTL CBReee Z AN 2RI R, R ENIERE TS . 3 5 (1) n] T
TR 03 BRAR 22 AN A e A H IR %

IeAh, 5 AHIAE CISSP kg iy T . Flin, FIXFERA RS, 25— 2R,
AR 1A B A B SSL(Secure Socket Layer, T E) IR A EAPLE]; 26 -4
I R ) KA 8 R R L R AR . R B s i 2 . IR R B, T —AN )
LG — AN B R 2 5y a1 o VF 2 DBk VAR N B v, i —28 NS YR AR S —




CISSP \IE%iRIER (5 6 FR)

AT, DU B ER . BLAST IR R B R HETASC)® M AR, 1f
FEN T B RS e X I . AAS IR T T 15 B R T R AN, (R RdRft
TR B AR KB R AR T Se B KT 2, T AR RE 6 S vt 4%
IR FLSE R PRI, AR B BEATS KA A A, RIS v Aot o A HOA o A B A%
RIS BEAS T -0 T, AR TTRERS A el DRI, AT AT B e iy Wit

Rk A CABAIARAE, JFH TR A CTAEZANOEARFRATE . KGRI, B
PRAEFAGGE LK, (R AT REA R T L M At AR T LU A (K oAt I et ol
N A CIRVUKE, Rl Es 22 2] A O AR s AN AR K A 7

1.7 FHERERE

AAER S TIRKES A K AT EELE B 15 BE, R B )R AT i
XEEERT . BRMNANZ 5, AT BRI BL R 2 5 Uik

(1) INEA AT, HIFAFHL D AARE—MES . P2 S8 2 RE, Wi
XSS AL AR, B AR R DR & AR H AR . CISSP CBK AL &40 LA T-THAN A 28, A
U B I ] R I LG Py 25

(2) BN SRR g R R LA AN I A e iR R AT 1) e G SRS BB IE Al 2 L )
B, AT BRSO EE T . TR O RIS, AR I e ) A LR, A R
M, AR PAER R R T X R . R, AEER DU VEE AN B vl i) T 2
LT 1RSSR L ERE R ) . AR, e TR LA AR PR, X s B I

(3) TN RE e AR F By Kk dis s VR R A I ) AN AT, IR AT B
Al A SRR (D £ R S FE A LUK B X Ik e S RN R B ARE RS, AN R BT F A T WA %
TRPT T HYE

4) A RZ )G, RIS BTG MR, JET A, B4, AEISCY M2 2w,
A5 X A RS N AR 43 T i W SRl py 2R A5 R 2, I8 A0 FHT AR ST SR IR 55

(5) RS i HoAh Z A% GIE %R Cisco. Novell F11 Microsoft FIIAIEHIR), ABARI]HE>.
PFACZ S T B S5 HEIEICAE, CISSP Zlomif 2 FEM AR, Mtz B
PRI 2 JT— B HE AR A B S R

(6) WHZH R T ER RS R, BrLk, ST 2% ) SR 53] G20 AR al i 7 %
FRAFE I ICEEESN 4 NMESP B AR

1.7.1 [&]@&

AT BRI A SR K, TR A Ol CISSP il (Al 228, AR] DA
I T )
1. Which of the following provides an incorrect characteristic of a memory leak?
A. Common programming error
B. Common when languages that have no built-in automatic garbage collection are used
C. Common in applications written in Java
D. Common in applications written in C++
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2. Which of the following is the best description pertaining to the “Trusted Computing Base”?
A. The term originated from the Orange Book and pertains to firmware
B. The term originated from the Orange Book and addresses the security mechanisms that are
only implemented by the operating system
C. The term originated from the Orange Book and contains the protection mechanisms within a
system
D. The term originated from the Rainbow Series and addressed the level of significance each
mechanism of a system portrays in a secure environment
3. Which of the following is the best description of the security kernel and the reference monitor?
A. The reference monitor is a piece of software that runs on top of the security kernel. The
reference monitor is accessed by every security call of the security kernel. The security kernel
is too large to test and verify
B. The reference monitor concept is a small program that is not related to the security kernel. It
will enforce access rules upon subjects who attempt to access specific objects. This program
is regularly used with modern operating systems
C. The reference monitor concept is used strictly for database access control and is one of the key
components in maintaining referential integrity within the system. It is impossible for the user
to circumvent the reference monitor
D. The reference monitor and security kernel are core components of modern operating systems.
They work together to mediate all access between subjects and objects. They should not be
able to be circumvented and must be called upon for every access attempt
4. Which of the following models incorporates the idea of separation of duties and requires that all
modifications to data and objects be done through programs?
A. State machine model
B. Bell-LaPadula model
C. Clark-Wilson model
D. Biba model
5. Which of the following best describes the hierarchical levels of privilege within the architecture
of a computer system?
A. Computer system ring structure
B. Microcode abstraction levels of security
C. Operating system user mode
D. Operating system kernel mode
6. Which of the following is an untrue statement?
i. Virtual machines can be used to provide secure, isolated sandboxes for running untrusted
applications.
ii. Virtual machines can be used to create execution environments with resource limits and, given
the right schedulers, resource guarantees.
iii. Virtualization can be used to simulate networks of independent computers.
iv. Virtual machines can be used to run multiple operating systems simultaneously: different
versions, or even entirely different systems, which can be on hot standby.
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A. All of them
B. None of them
C.i,ii

7. Which of the following is the best means of transferring information when parties do not have a

shared secret and large quantities of sensitive information must be transmitted?

A. Use of public key encryption to secure a secret key, and message encryption using the secret
key

B. Use of the recipient’s public key for encryption, and decryption based on the recipient’s
private key

C. Use of software encryption assisted by a hardware encryption accelerator

D. Use of elliptic curve encryption

. Which algorithm did NIST choose to become the Advanced Encryption Standard (AES)

replacing the Data Encryption Standard (DES)?
A. DEA

B. Rijndael

C. Twofish

D. IDEA

Use the following scenario to answer questions 9-11. John is the security administrator for
company X. He has been asked to oversee the installation of a fire suppression sprinkler system, as
recent unusually dry weather has increased the likelihood of fire. Fire could potentially cause a great
amount of damage to the organization’s assets. The sprinkler system is designed to reduce the impact of
fire on the company.

9. In this scenario, fire is considered which of the following?

A. Vulnerability
B. Threat
C. Risk

D. Countermeasure

10. In this scenario, the sprinkler system is considered which of the following?

A. Vulnerability
B. Threat
C. Risk

D. Countermeasure

11. In this scenario, the likelihood and damage potential of a fire is considered which of the

following?

A. Vulnerability

B. Threat

C. Risk

D. Countermeasure

Use the following scenario to answer questions 12-14. A small remote facility for a company is
valued at $800,000. It is estimated, based on historical data and other predictors, that a fire is likely to
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occur once every ten years at a facility in this area. It is estimated that such a fire would destroy 60

percent of the facility under the current circumstances and with the current detective and preventative

controls in place.

12.

13.

14.

15.

16.

17.

18.

What is the single loss expectancy (SLE) for the facility suffering from a fire?
A. $80,000

B. $480,000

C. $320,000

D. 60 percent

What is the annualized rate of occurrence (ARO)?
Al

B. 10

C..1

D. .01

What is the annualized loss expectancy (ALE)?
A. $480,000

B. $32,000

C. $48,000

D. .6

Which of the following is not a characteristic of Protected Extensible Authentication Protocol?
A. Authentication protocol used in wireless networks and point-to-point connections

B. Designed to provide improved secure authentication for 802.11 WLANs

C. Designed to support 802.1x port access control and Transport Layer Security

D. Designed to support password-protected connections

Which of the following best describes the Temporal Key Integrity Protocol’s(TKIP) role in the
802.11i standard?

A. It provides 802.1x and EAP to increase the authentication strength

B. It requires the access point and the wireless device to authenticate to each other

C. It sends the SSID and MAC value in ciphertext

D. It adds more keying material for the RC4 algorithm

Vendors have implemented various solutions to overcome the vulnerabilities of the wired
equivalent protocol (WEP). Which of the following provides an incorrect mapping between
these solutions and their characteristics?

A. LEAP requires a PKI

B. PEAP only requires the server to authenticate using a digital certificate

C. EAP-TLS requires both the wireless device and server to authenticate using digital certificates
D. PEAP allows the user to provide a password

Encapsulating Security Payload (ESP), which is one protocol within the IPSec protocol suite, is
primarily designed to provide which of the following?
A. Confidentiality

B. Cryptography

C. Digital signatures

D. Access control

11
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19.

20.

21.

22.

23.

24.

Which of the following redundant array of independent disks implementations uses interleave
parity?
A. Level 1
B. Level 2
C. Level 4
D. Level 5
Which of the following is not one of the stages of the dynamic host configuration protocol
(DHCP) lease process?
i. Discover
ii. Offer
iii. Request
iv. Acknowledgment
A. All of them
B. None of them
C.i
D.ii
Which of the following has been deemed by the Internet Architecture Board as unethical
behavior for Internet users?
A. Creating computer viruses
B. Monitoring data traffic
C. Wasting computer resources
D. Concealing unauthorized accesses
Most computer-related documents are categorized as which of the following types of evidence?
A. Hearsay evidence
B. Direct evidence
C. Corroborative evidence
D. Circumstantial evidence
During the examination and analysis process of a forensics investigation, it is critical that the
investigator works from an image that contains all of the data from the original disk. The image
must have all but which of the following characteristics?
A. Byte-level copy
B. Captured slack spaces
C. Captured deleted files
D. Captured unallocated clusters
is a process of interactively producing more detailed versions of objects by
populating variables with different values. It is often used to prevent inference attacks.
A. Polyinstantiation
B. Polymorphism
C. Polyabsorbtion
D. Polyobject
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25.

26.

27.

28.

29.

30.

3L

Tim is a software developer for a financial institution. He develops middleware software code
that carries out his company’s business logic functions. One of the applications he works with is
written in the C programming language and seems to be taking up too much memory as it runs
over a period of time. Which of the following best describes what Tim needs to look at
implementing to rid this software of this type of problem?
A. Bounds checking
B. Garbage collection
C. Parameter checking
D. Compiling
is a software testing technique that provides invalid, unexpected, or random data to
the inputs of a program.
A. Agile testing
B. Structured testing
C. Fuzzing
D. EICAR
Which type of malware can change its own code, making it harder to detect with antivirus
software?
A. Stealth virus
B. Polymorphic virus
C. Trojan horse
D. Logic bomb
What is derived from a passphrase?
A. A personal password
B. A virtual password
C. A user ID
D. A valid password
Which access control model is user-directed?
A. Nondiscretionary
B. Mandatory
C. Identity-based
D. Discretionary
Which item is not part of a Kerberos authentication implementation?
A. A message authentication code
B. A ticket-granting ticket
C. Authentication service
D. Users, programs, and services
If a company has a high turnover rate, which access control structure is best?
A. Role-based
B. Decentralized
C. Rule-based
D. Discretionary

13
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32. In discretionary access control, who/what has delegation authority to grant access to data?
A. A user
B. A security officer
C. A security policy
D. An owner
33. Remote access security using a token one-time password generation is an example of which of
the following?
A. Something you have
B. Something you know
C. Something you are
D. Two-factor authentication
34. What is a crossover error rate (CER)?
A. A rating used as a performance metric for a biometric system
B. The number of Type I errors
C. The number of Type II errors
D. The number reached when Type I errors exceed the number of Type Il errors
35. What does a retina scan biometric system do?
A. Examines the pattern, color, and shading of the area around the cornea
B. Examines the patterns and records the similarities between an individual’s eyes
C. Examines the pattern of blood vessels at the back of the eye
D. Examines the geometry of the eyeball
36. If you are using a synchronous token device, what does this mean?
A. The device synchronizes with the authentication service by using internal time or events
B. The device synchronizes with the user’s workstation to ensure the credentials it sends to the
authentication service are correct
C. The device synchronizes with the token to ensure the timestamp is valid and correct
D. The device synchronizes by using a challenge-response method with the authentication
service
37. What is a clipping level?
A. The threshold for an activity
B. The size of a control zone
C. Explicit rules of authorization
D. A physical security mechanism
38. Which intrusion detection system would monitor user and network behavior?
A. Statistical/anomaly-based
B. Signature-based
C. Static
D. Host-based
39. When should a Class C fire extinguisher be used instead of a Class A?
A. When electrical equipment is on fire
B. When wood and paper are on fire
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C. When a combustible liquid is on fire
D. When the fire is in an open area
40. How does halon suppress fires?
A. Tt reduces the fire’s fuel intake
B. It reduces the temperature of the area
C. It disrupts the chemical reactions of a fire
D. It reduces the oxygen in the area
41. What is the problem with high humidity in a data processing environment?
A. Corrosion
B. Fault tolerance
C. Static electricity
D. Contaminants
42. What is the definition of a power fault?
A. Prolonged loss of power
B. Momentary low voltage
C. Prolonged high voltage
D. Momentary power outage
43. Who has the primary responsibility of determining the classification level for information?
A. The functional manager
B. Middle management
C. The owner
D. The user
44. Which best describes the purpose of the ALE calculation?
A. It quantifies the security level of the environment
B. It estimates the loss potential from a threat
C. It quantifies the cost/benefit result
D. It estimates the loss potential from a threat in a one-year time span
45. How do you calculate residual risk?
A. Threats X risks x asset value
B. (Threats x asset value x vulnerability) x risks
C. SLE x frequency
D. (Threats x vulnerability x asset value) x control gap
46. What is the Delphi method?
A. A way of calculating the cost/benefit ratio for safeguards
B. A way of allowing individuals to express their opinions anonymously
C. A way of allowing groups to discuss and collaborate on the best security approaches
D. A way of performing a quantitative risk analysis
47. What are the necessary components of a smurf attack?
A. Web server, attacker, and fragment offset
B. Fragment offset, amplifying network, and victim

15
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C. Victim, amplifying network, and attacker
D. DNS server, attacker, and web server

48. What do the reference monitor and security kernel do in an operating system?

1.7.2

1.C

11.C
21.C
31.A
41. A

16

A. Intercept and mediate a subject attempting to access objects

B. Point virtual memory addresses to real memory addresses

C. House and protect the security kernel
D. Monitor privileged memory usage by applications

Vo v e =]
EES

2.C

12.B
22. A
32.D
42.D

3.D

13.C
23. A
33.A
43.C

4.C
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30. A
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A FRIKVEIES S, JERLE TR IR AR IR R . A1 2 R Bl HE o iR R A AT AT
MIVER o HELEPR B AT BRI R, Ji4h S8R 3R N2 JE B R o 3K 26 [ 1 Al 56 (R UM FIIE 5
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G HEIULAF AN NTHT, XS4 N .

WIS ESRE T A AR RS IR AR R 2 BT, IS AT TR PR AR . X R
FEWRAANRER AT R TIE SRR, AMFAA RIS 0] B TR i R 5 oS (285 4N,
AT AT BN 3 T2 B A A R AR ISR . IR A RILIGEST Sarbanes-Oxley(SOX)



F2E FELERESNKEE

LR, IBANGHUEE W ZIEEME, W ARG Y4 PR ya B4, IF H ()
N ) SEC _FARITIIMA 5 MR AEAEAR 1, IS4 FE F2 1l b4 T REEE AR HHAN A 5T1T
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TTAHLANMIN HHEE R TAE. CEO MH HEHa EREHAE, AR NHALE A XA
I N TS FE B 2 w0 55 B RIANZE . CEO WA 2wl (R Ssopi kil =, #h
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AR A aif, X —ZHUESE . Ak DL ARG SRl v 4 G e At B 2 =] PRyas 5 Fosll F ¥t
5, 15T SEC MR AR$EAT T EFAE LI 54k .

CFO F1 CEO o3 M A (A . Zdlifie 03 1. G ER)Z . B9l 2 =] i 2Rl A
FEKF- 2002 RNV 5 HIRgE A 1S, SREBURH SEC XHRARX L8 (4 ) FlE IR S A
AT TP AET, Ny 7 LR

e 2004 £ 1 H——2%4RHiHF CFO Andrew Fastow XA W45 LI AR 10 42, At K903

T HEFNGIEMSE0 5
e 2005 % 6 J]——Adelphia Communications Corp ] CEO John Rigas - F-{THX A i s 55
BEORE A5 45 HL I (GBU 2 A AP TPINTIR 15 4F. A0 LF (S AE 1% F AT FEHRAT)

BEH 20 FEWGZE,
e 200547 FJ——WorldCom [1JRij{T: CEO Bernard Ebbers K 2H 2455 45 52 DAk 5 K [ Ab
VETMRE IR 25 4F.
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PR EARE L, NESEHIAEE.
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Ab%i. SEO NIAEE, Wi CEO 1 CFO 17 A AN, HAAREIUAN LA Al ghan i 4: 735, ks SOX
RS, ARATTNT RE LSRN AT T 3R TT P T AR/ IR . X R E {43 CEO F CFO E5 HI A ]
JiH 2 ZANERE .

2.104 CPO

CPO(Chief Privacy Officer, /i FaFAE) & —NMBEUFNWHRAL, BENLAZIRAT BRI A R AR
PP T H 233K 5 Rk XA AR TTRIRE T AFIRUR REdE 24,
/A PN S AN Y /S 9 /A & E A6/ N AT 1l ) 1 S S v et AU (v M A E R E I
15, JFEEZSS5AERBUE. R ARSI AT 50 =T R 1T . CPO —ikin] CSO(H i
AT HRAR A

AT L IEEAR L SN U N IS SF (O BRAL RN R, X T ) — . T XL
SR JG, sl AT SR Sens . bRty 5. 3015 E RTMG  ife BRRASE SRS 515 21075
o WAMNEFTFELACENZE, ALWUHA THUT TAEMATIOAN T . SRR EE = J7 anf fR 4
IXLEIRURRAE B AR, 20w 75 20 _FR FA A 7 (AT AT 75 AR I 1 AR A T A

LG D0 R AEIAT PSS VPAS B A E0 6 A AT T8 A IE A R BT 90 S SR i B A A H (R 48 50 A 5
Fo WREAOFRIXLETHUT, AN REERHHP A KU

NN e . AT BRER . VIR SRR RA B A tH A o G0 SR B e
TSP AN g A BRI A BT LT bRatE, B A AT A 54T

- ==

R

MAR AP BB B 04 F JE AT R 345 AR 4 T8 4% 7 4 A7 (privacy impact
analysis). 1712 P 35 www.actcda.com/resource/multiapp.pdf L9 “How to Do a Privacy
Assessment” (4>, A TTVAT BAR K69 F IR,

2.10.5 CSO
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CSO(Chief Security Officer, 1 J# 44T ) 507 1 i 2 wi) T 1) PRUSS: RIS T 6 IR\ 66 2 it 4 ] 4562
MG XA LT RSN RN SHES T7, I ARIEX EHES) ) 1 T AN —AN e 4t
Kl RN 5 ST A e AL R R R A L B 5 T SR A XS

XA OB L AT ERIIbR A, RN I RS 2 A e A — ol 45l L
DAY, 2AAXBRT 1T #007], i B Al AR . B AN T MBI EE G 2 AT K
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KHo
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e S P TR LIS (1) 22 A4 1), X e B s LU B R s . A SRR 8 B U 2% ety Sk 1) i
B, BARANRETIN 3 TAKINAT SN, E A2 ] AIE I Sl Pty P Jta e XU B 2 e o X s
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1. Who has the primary responsibility of determining the classification level for information?
A. The functional manager
B. Senior management
C. The owner
D. The user
2. If different user groups with different security access levels need to access the same information,
which of the following actions should management take?
A. Decrease the security level on the information to ensure accessibility and usability of the
information.
B. Require specific written approval each time an individual needs to access the information.
C. Increase the security controls on the information.
D. Decrease the classification label on the information.
3. What should management consider the most when classifying data?
A. The type of employees, contractors, and customers who will be accessing the data
B. Availability, integrity, and confidentiality
C. Assessing the risk level and disabling countermeasures
D. The access controls that will be protecting the data
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. Who is ultimately responsible for making sure data is classified and protected?

A. Data owners
B. Users
C. Administrators

D. Management

. Which factor is the most important item when it comes to ensuring security is successful in an

organization?

A. Senior management support

B. Effective controls and implementation methods

C. Updated and relevant security policies and procedures

D. Security awareness by all employees

. When is it acceptable to not take action on an identified risk?

A. Never. Good security addresses and reduces all risks

B. When political issues prevent this type of risk from being addressed

C. When the necessary countermeasure is complex

D. When the cost of the countermeasure outweighs the value of the asset and potential loss

. Which is the most valuable technique when determining if a specific security control should be

implemented?

A. Risk analysis

B. Cost/benefit analysis

C. ALE results

D. Identifying the vulnerabilities and threats causing the risk

. Which best describes the purpose of the ALE calculation?

A. Quantifies the security level of the environment

B. Estimates the loss possible for a countermeasure

C. Quantifies the cost/benefit result

D. Estimates the loss potential of a threat in a span of a year

. The security functionality defines the expected activities of a security mechanism, and assurance

defines which of the following?

A. The controls the security mechanism will enforce

B. The data classification after the security mechanism has been implemented
C. The confidence of the security the mechanism is providing

D. The cost/benefit relationship

10. How do you calculate residual risk?

A. Threats X risks x asset value

B. (Threats x asset value X vulnerability) X risks

C. SLEX frequency = ALE

D. (Threats X vulnerability X asset value) X controls gap
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11.

12.

13.

14.

15.

16.

17.

Why should the team that will perform and review the risk analysis information be made up of

people in different departments?

A. To make sure the process is fair and that no one is left out

B. It shouldn’t. It should be a small group brought in from outside the organization because
otherwise the analysis is biased and unusable

C. Because people in different departments understand the risks of their department. Thus, it
ensures the data going into the analysis is as close to reality as possible

D. Because the people in the different departments are the ones causing the risks, so they should
be the ones held accountable.

Which best describes a quantitative risk analysis?

A. A scenario-based analysis to research different security threats

B. A method used to apply severity levels to potential loss, probability of loss,and risks

C. A method that assigns monetary values to components in the risk assessment

D. A method that is based on gut feelings and opinions

Why is a truly quantitative risk analysis not possible to achieve?

A. It is possible, which is why it is used

B. It assigns severity levels. Thus, it is hard to translate into monetary values

C. It is dealing with purely quantitative elements

D. Quantitative measures must be applied to qualitative elements

What is CobiT and where does it fit into the development of information security systems and

security programs?

A. Lists of standards, procedures, and policies for security program development

B. Current version of ISO 17799

C. A framework that was developed to deter organizational internal fraud

D. Open standards for control objectives

What are the four domains that make up CobiT?

A. Plan and Organize, Acquire and Implement, Deliver and Support, and Monitor and Evaluate

B. Plan and Organize, Maintain and Implement, Deliver and Support, and Monitor and Evaluate

C.Plan and Organize, Acquire and Implement, Support and Purchase, and Monitor and Evaluate

D. Acquire and Implement, Deliver and Support, and Monitor and Evaluate

What is the ISO/IEC 27799 standard?

A. A standard on how to protect personal health information

B. The new version of BS 17799

C. Definitions for the new ISO 27000 series

D. The new version of NIST 800-60

CobiT was developed from the COSO framework. What are COSO’s main objectives and

purpose?

A. COSO is a risk management approach that pertains to control objectives and IT business
processes

B. Prevention of a corporate environment that allows for and promotes financial fraud

105



CISSP \IE%iRIER (5 6 FR)

106

C. COSO addresses corporate culture and policy development
D. COSO is risk management system used for the protection of federal systems
18. OCTAVE, NIST 800-30, and AS/NZS 4360 are different approaches to carrying out risk
management within companies and organizations. What are the differences between these
methods?
A. NIST 800-30 and OCTAVE are corporate based, while AS/NZS is international
B. NIST 800-30 and OCTAVE are IT based, while OCTAVE and AS/NZS 4360 are corporate based
C. AS/NZS is IT based, and OCTAVE and NIST 800-30 are assurance based
D. NIST 800-30 and AS/NZS are corporate based, while OCTAVE is international
Use the following scenario to answer Questions 19-21. A server that houses sensitive data has been
stored in an unlocked room for the last few years at Company A. The door to the room has a sign on the
door that reads “Room 1.” This sign was placed on the door with the hope that people would not look for
important servers in this room. Realizing this is not optimum security, the company has decided to install
a reinforced lock and server cage for the server and remove the sign. They have also hardened the
server’s configuration and employed strict operating system access controls.
19. The fact that the server has been in an unlocked room marked “Room 1” for the last few years
means the company was practicing which of the following?
A. Logical security
B. Risk management
C. Risk transference
D. Security through obscurity
20. The new reinforced lock and cage serve as which of the following?
A. Logical controls
B. Physical controls
C. Administrative controls
D. Compensating controls
21. The operating system access controls comprise which of the following?
A. Logical controls
B. Physical controls
C. Administrative controls
D. Compensating controls
Use the following scenario to answer Questions 22-24. A company has an e-commerce website that
carries out 60 percent of its annual revenue. Under the current circumstances, the annualized loss
expectancy for a website against the threat of attack is $92,000. After implementing a new
application-layer firewall, the new annualized loss expectancy would be $30,000. The firewall costs
$65,000 per year to implement and maintain.
22. How much does the firewall save the company in loss expenses?
A. $62,000
B. $3,000
C. $65,000
D. $30,000
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23.

24.

What is the value of the firewall to the company?

A. $62,000

B. $3,000

C. -$62,000

D. -$3,000

Which of the following describes the company’s approach to risk management?
A. Risk transference

B. Risk avoidance

C. Risk acceptance

D. Risk mitigation

Use the following scenario to answer Questions 25-27. A small remote office for a company is
valued at $800,000. It is estimated, based on historical data, that a fire is likely to occur once every ten
years at a facility in this area. It is estimated that such a fire would destroy 60 percent of the facility

under the current circumstances and with the current detective and preventative controls in place.

25.

26.

27.

28.

What is the Single Loss Expectancy (SLE) for the facility suffering from a fire?

A. $80,000

B. $480,000

C. $320,000

D. 60%

What is the Annualized Rate of Occurrence (ARO)?

A.l

B. 10

C..1

D. .01

What is the Annualized Loss Expectancy (ALE)?

A. $480,000

B. $32,000

C. $48,000

D. .6

The international standards bodies ISO and IEC developed a series of standards that are used in

organizations around the world to implement and maintain information security management

systems. The standards were derived from the British Standard 7799, which was broken down

into two main pieces. Organizations can use this series of standards as guidelines, but can also

be certified against them by accredited third parties. Which of the following are incorrect

mappings pertaining to the individual standards that make up the ISO/IEC 27000 series?

i. ISO/IEC 27001 outlines ISMS implementation guidelines, and ISO/IEC 27003 outlines the
ISMS program’s requirements

ii. ISO/IEC 27005 outlines the audit and certification guidance, and ISO/IEC 27002 outlines the
metrics framework

iii. ISO/IEC 27006 outlines the program implementation guidelines, and ISO/IEC 27005

outlines risk management guidelines
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iv. ISO/IEC 27001 outlines the code of practice, and ISO/IEC 27004 outlines the
implementation framework

A. i, iii

B. i, ii

C. i, iii, iv

D. i, ii, iii, iv

29. The information security industry is made up of various best practices, standards, models, and
frameworks. Some were not developed first with security in mind, but can be integrated into an
organizational security program to help in its effectiveness and efficiency. It is important to
know of all of these different approaches so that an organization can choose the ones that best fit
its business needs and culture. Which of the following best describes the approach(es) that
should be put into place if an organization wants to integrate a way to improve its security
processes over a period of time?

i. Information Technology Infrastructure Library should be integrated because it allows for the
mapping of IT service process management, business drivers, and security improvement
ii. Six Sigma should be integrated because it allows for the defects of security processes to be
identified and improved upon
iii. Capability Maturity Model should be integrated because it provides distinct maturity levels
iv. The Open Group Architecture Framework should be integrated because it provides a
structure for process improvement
A. i, iii
B. ii, iii, iv
D.ii, iv
Use the following scenario to answer Questions 30-32. Todd is a new security manager and has the
responsibility of implementing personnel security controls within the financial institution where he
works. Todd knows that many employees do not fully understand how their actions can put the
institution at risk; thus, an awareness program needs to be developed. He has determined that the bank
tellers need to get a supervisory override when customers have checks over $3,500 that need to be cashed.
He has also uncovered that some employees have stayed in their specific positions within the company
for over three years. Todd would like to be able to investigate some of the bank’s personnel activities to
see if any fraudulent activities have taken place. Todd is already ensuring that two people must use
separate keys at the same time to open the bank vault.

30. Todd documents several fraud opportunities that the employees have at the financial institution
so that management understands these risks and allocates the funds and resources for his
suggested solutions. Which of the following best describes the control Todd should put into
place to be able to carry out fraudulent investigation activity?

A. Separation of duties
B. Rotation of duties

C. Mandatory vacations
D. Split knowledge
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31.

32.

If the financial institution wants to force collusion to take place for fraud to happen successfully

in this situation, what should Todd put into place?

A. Separation of duties

B. Rotation of duties

C. Social engineering

D. Split knowledge

Todd wants to be able to prevent fraud from taking place, but he knows that some people may

get around the types of controls he puts into place. In those situations he wants to be able to

identify when an employee is doing something suspicious. Which of the following incorrectly

describes what Todd is implementing in this scenario and what those specific controls provide?

A. Separation of duties by ensuring that a supervisor must approve the cashing of a check over
$3,500. This is an administrative control that provides preventative protection for Todd’s
organization

B. Rotation of duties by ensuring that one employee only stays in one position for up to three
months of a time. This is an administrative control that provides detective capabilities

C. Security awareness training, which is a preventive administrative control that can also
emphasize enforcement

D. Dual control, which is an administrative detective control that can ensure that two employees
must carry out a task simultaneously

Use the following scenario to answer Questions 33-35. Sam has just been hired as the new security

officer for a pharmaceutical company. The company has experienced many data breaches and has
charged Sam with ensuring that the company is better protected. The company currently has the
following classifications in place: public, confidential, and secret. There is a data classification policy
that outlines the classification scheme and the definitions for each classification, but there is no
supporting documentation that the technical staff can follow to know how to meet these goals. The
company has no data loss prevention controls in place and only conducts basic security awareness
training once a year. Talking to the business unit managers, he finds out that only half of them even
know where the company’s policies are located and none of them know their responsibilities pertaining
to classifying data.

33.

Which of the following best describes what Sam should address first in this situation?

A. Integrate data protection roles and responsibilities within the security awareness training and
require everyone to attend it within the next 15 days

B. Review the current classification policies to ensure that they properly address the company’s
risks

C. Meet with senior management and get permission to enforce data owner tasks for each business
unit manager

D. Audit all of the current data protection controls in place to get a firm understanding of what

vulnerabilities reside in the environment

34. Sam needs to get senior management to assign the responsibility of protecting specific data sets

to the individual business unit managers, thus making them data owners. Which of the
following would be the most important in the criteria the managers would follow in the process
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of actually classifying data once this responsibility has been assigned to them?
A. Usefulness of the data
B. Age of the data
C. Value of the data
D. Compliance requirements of the data
35. From this scenario, what has the company accomplished so far?
A. Implementation of administrative controls
B. Implementation of operational controls
C. Implementation of physical controls
D. Implementation of logical controls
Use the following scenario to answer Questions 36-38. Susan has been told by her boss that she
will be replacing the current security manager within her company. Her boss explained to her that
operational security measures have not been carried out in a standard fashion, so some systems have
proper security configurations and some do not. Her boss needs to understand how dangerous it is to
have some of the systems misconfigured along with what to do in this situation.
36. Which of the following best describes what Susan needs to ensure the operations staff creates
for proper configuration standardization?
A. Dual control
B. Redundancy
C. Training
D. Baselines
37. Which of the following is the best way to illustrate to her boss the dangers of the current
configuration issues?
A. Map the configurations to the compliancy requirements
B. Compromise a system to illustrate its vulnerability
C. Audit the systems
D. Carry out a risk assessment
38. Which of the following is one of the most likely solutions that Susan will come up with and
present to her boss?
A. Development of standards
B. Development of training
C. Development of monitoring
D. Development of testing
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