¥ 3EF Squid KXIERSE

ARERIR 55 %8 JEAE Web %% (W1 Internet Explorer) Al Internet 2 [ A5 H (715
Blo Squid 54N HZ AR S5 4, 2R G . )2 I Hl i s fie . AR
KA AT AT S5 A B AT B L% Squid (2228 s AT HIESF N 2.

3.1 A K47 &

TEZHE Squid RF5 e L AT, W7 TR RIS I — DI . FESERR NI, 22—
ARSI AR GEAEREAF RV AT D5 T LR . R /44 Squid MIEEAE R, SiEM-RECE .
AL HERE. S AE N2

3.1.1 M-FEEXH: /etc/sysconfig/network-scripts/ifcfg-XXX

IR 22 %% Squid ARSI ML E N e i TP Huhk ok 192.168.1.1,

[root@localhost ~1# cat /etc/sysconfig/network-scripts/ifcfg-eth0
HWADDR=00:0C:29:88:77:96

IPADDR=192.168.1.1

NETMASK=255.255.255.0

GATEWAY=192.168.1.1

3.1.2 ¥HHE: squid

NI LA B XS T RedHat Linux th Squid fIR %51 squid 8 PHE07 E ISR T
ook, Wk 3.0 R,

*31 BHEME

QLo il) [iva &
RHEL6 RPM Ye#%: /Packages
RHELS5 RPM Yedt: /Server
PRy http://www.squid-cache.org/

AFE P2 Squid BRI 7T, &4 REHLS.X~6.4 [RFTA A . ASFICAS i 2k
4, Wk 3.2 fron.



%3 % Squid fCHK S

#*32 TRERITHRANRHEE

RHEL 6.4 squid-3.1.10-16.¢16.1686.rpm

RHEL 6.3 squid-3.1.10-1.el6_2.4.i686.rpm
RHEL 6.2 squid-3.1.10-1.el6_1.1.i686.rpm
RHEL 6.1 squid-3.1.10-1.e16.1686.rpm

RHEL 6.0 squid-3.1.4-1.e16.i686.rpm

RHEL 5 squid-2.6.STABLE21-6.¢15.i386.rpm

3.1.3 ##EA: squid

Squid iR%5 A8 JG, & HENE T —AN 4% N squid REFRE. "L R & :

[root@localhost ~]# ps -eaf | grep squid

root 8981 1 0 17:30 2 00:00:00 squid -f /etc/squid/squid.conf
squid 8983 8981 017:30°? 00:00:00 (squid) -f /etc/squid/squid.conf
squid 8985 8983 0 17:30 2 00:00:00 (unlinkd)

root 8990 7183 0 17:30 pts/O0 00:00:00 grep squid

314 im0: 3128

Squid AR45324T )5, BRIAMEWT 3128 S, rfLUMEH L Fin S A
[root@localhost ~]# netstat -antp | grep squid
tcp 0 0 23128 Tk LISTEN 8983/ (squid)

3.1.5 PBHAIERFAMEmOS: 3128

2 Squid R SSHE I G, T B 2 bR B AR IR 45 2% e 75 1 . AR DL SAE
BUR, B KESHESETT IR, BEr A nl Be A SOV wi vy e o JIT DL RS 224 By k85 v I Squid
45 1 3128 i I SRR B AT U7 1)

iptables -I INPUT -p tcp --dport 3128 -j ACCEPT

3.2 M Squid AR5

ARELARSS MRS 2, WAL P SCRERT M BOR 5y, Al BLA) Jy HTTP AQHE, FTP {UHE,
SSL {t#, POP3 1{H. SOCKS f{F%F. Hrh, HTTPARHL (BFRA Web FRHL) 18 5%
J U, AT EZLHTTP ARG, A SRR RIS THLH] ke, MUEAFA A
3.2.1 IBEITHLHI

Squid 5 AR AR, NI B AR RS d MO T MR RS 3
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g
1. RIERSRHER

AREEAR 55 2% — A S AE PN 3 I 25 R Internet 22 8], $7 5355 & N VAL Internet [R5
], R R KRBT R IRUG il AR S5 284F 1 HE Intranet (R3M) 5 Internet ()7
SR BT SE, AR SE R Y A A A
o FIFAREE, B 1 A] DASEEN S HE A (1) i 2
Difesh, ey DLl R 0R47 . G2 A7 28 |
P A DRI ) 435 ) 55 D R

2. KREBARSS AR

uid (CHRAR 568
&6 P LI RS Web FCHLIR S e

ARIEH: . Web ARELRS2BR T 5 4 W44
Ah, B AR S AN R . AR B AR
SCAR AR I 3.1 R

7EE 3.1 b, Squid AREIRSSE 2% .
5 5 Internet IIEATIEBEORF L. Squid foBe 77 e ek
MRk 45 S T 00y S 3 8R4, B o ARER IR
S~ Internet. 75 5 B 38 Ik () AR i 254 K
%5 K 5 Internet W & 7R,

3. RIS 2RAI TR

| |

B 3.1 Squid 1CEER 5545 IR Y,

FREEHR S5 28 1) TAE AR I 3.2 firose 4% P iy i o) Internet [ 91 1) Web 45251,
P T A T AREE R4S #8 A0k HTTP iRk . an R AR BT i SR I B 4 A7 v D& A7 4E, W
B SR R IE LR R o W RARIE RS 2HAE AT D AR A BT SR 8GR
XA HTTP U5 K25 5 ZE U7 10 1) Web kg5 . Web IR asmigny J5, 08 Akan 174G
M55 2%, ARELARSS 25 FFAE Web JIR 458 M0 Y. (1) 25000 5 A8 4 55 7 i, 7] I Se B0 77 i £ 2%
e T, FIRE S i PR UOE SR FIRE I Ba i, AR R 25 4 ol B3 FH 2 A7 b i Bl kAT
AR, TS5 2R ] Web RSS2 18 KA o X FE BBy T H50al A R 5

Squid {CEERR 548 pu—
g. : #k [
NS
[ 5 M 7 o
cache §
& P i Internet [

3.2 AR ST 4s TARGURE B

AR, R R UORR B A ACRE AR 55 4% (0 G A7 H A, i I ACRE
JI 55445 1) Internet _E () Web k55 481K, WIECE ™ o A O BV RKIN (U208 . Hili T
REDNR 5 S5 ] AR R, DRI, AHEAAOR UG, TERE 9 b AR WD A2 1
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%3 % Squid fCHK S

322 #ERS

BROAIG UL, fE22%% RHEL INJfR 2230 Squid JIRS5 a2 ), fEAET Squid IRJ5 AT,
e JIKE Squid ARG5S FE P e Be B R GeHh o R T 5 e, AR H A RPM 2
3 Squid ACHAR %% . FLAASRES B

(D) FHW T4 &H squid A 2035 .

[root@localhost ~1# rpm -g squid

EIRAEYSY TR

package squid is not installed

i th A B BT squid WA 23
(2) % RHEL 6.4 2464, IF e b ) squid-3.1.10-16.e16.i686.rpm 441,

[root@localhost ~]# mount /dev/cdrom /mnt/cdrom/

mount: block device /dev/sr0 is write-protected, mounting read-only
[root@localhost ~]# cd /mnt/cdrom/Packages/

[root@www Packages]# rpm -ivh squid-3.1.10-16.el16.i686.rpm

warning: squid-3.1.10-16.e16.1686.rpm: Header V3 RSA/SHA256 Signature, key
ID £d431d51: NOKEY
Preparing... FHEH A A A A [100%)

1l:squid FHEFH AR A A A F A [1005]

33 LM o4 &

MRS A G, S AR SRS, KA — F Squid ARE AR P
B RS, WiEk 3.3 Fios.

% 3.3 SquidXIEBR S P EYSC I

H B3 X ¥ & il Lo ] I 8 it PR
Jetc/httpd/conf.d/ squid.conf T A F Web (1 ACHHHGE 7 — i
/etc/logrotate.d squid We A H & {0
Jetc/pam.d squid B & A PAM TAdIE
fetc/re.d/init.d squid AT AT S AL &I bl

cachemgr.conf e B A AR IR 25 2

, AQHR IR 258 5% LT AR AR

i errorpage.css e B A 408 CSS K1 i

mime.conf e B S A 5E X MIME-TYPE 3 4

msntauth.conf e B A MSNT AAIE e SO

squid.conf T S A ARIT R 45 1 = i SO
/etc/sysconfig/ squid T S A i & 2400 oA
/ust/bin squidclient ATPAT SO —AMEELY) HTTP Web %% ) it
Jusr/sbin/ squid AT PAT SO RIRRAE MR 5545
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e
H B3 X ¥ & il Lo ] I B it AR
access.log T E S BRIAUT ) H &S0
/var/log/squid cache.log 3 A ZA7 H &S
squid.out e TE S A TSR T B SO R B i)

FEAE 3.3 WA Tz a5 AT I SCAF, i BL B R s B 28 SO (0 AR »
ARELAR 55 AR R b R 4 AT Y SCAHRRE T 3.3 B o

IR R

access .log

cachemgr . conf

ILRGEFRER

/etc /squid. conf
A

squid. out

K 3.3 Squid IR&iiFER

3.4 BuE LM /Jete/squid/squid.conf

Squid I 55 BRI IC B SCAEAL T /ete/squid/squid.confe %S K RAVERE WA,
VAR HE B TP T PRI AT ] o T SORT S 5 P 80 ) — LS P I R . 78
O3 T RIS E IR R, R A B AR S B AR R R Y P A QB AR 55

3.4.1 ipEEH|FRIED: acl

Pil 61513 (Access Control List) faifk ACL. IXL6s|7H AL 4 T — 2 ik pE s i
LAk, ARG HEE X ey R 4 E 2 allow (A F) 5L deny (FE4%) 3k ml LLSZHEL ) ] 448
HT

7E squid.conf Fit & SCAFH, HTTP (1975 3] 455 1) 25 22/ acl A1 http_access Bt & 13 7] SZEL,
P AN C BI040 00 FH R e S 4F (138D RISz jitid il o

acl It & I0UH T8 B U5 M I8 R N 2%, 0l L ARG e i) H bR s & — % K
£f—47 acl Bl & & X—MikEHzE, A F.

acl FIRLH FIREM FIRNE ...
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%3 % Squid fCHK S

Hrp, “HIRAH” M AATRE, “HIRFI” WHER] Squid e SLFME, “41
RNE” W AR %, FRPEXT N FRREAT R E . A TR P 57T LA
TEAME, KMEZEMER B OeFR, L AT A —AME T AT RS I

Squid & XA R GRZ A, W HAERE A Hisbk. i mia . o5
U4, Nk 3.4 PR

&34 ER#/LFhacly|REE

HEEE FFRA AT BX/Ri&
192.168.1.168/32
src 192.168.1.0/255.255.255.0 2 ) TP ksl 2% B ik
192.168.1.0-192.168.3.0/24
dst www.playboy.com FEL P 7B 60 B4 5 TP M
216.163.137.3/32
port 80 8000 8080 21 FH P U5 il (4 B b
srcdomain .benet.com .accp.com 2 RR A CHRAR TP Mk AE S 1] it A7)
dstdomain .qq.com .msn.com verycd.com FHP U7 ) B Arisk,  DUECIEk Py BT A7k A
FA P F T ) et ) B
MTWHEF 8:30-17.30 TR B A RS
time 12:00-1300 M-Monday. T-Tuesday
AS W-Wednesday. H-Thursday. F-Friday
A-Saturday. S-Sunday
Maxconn 15 % I R HTTP R
url regex url_regex -i “rtsp:/~mms:// ﬁﬁF‘LﬁLﬂ] HI#E/~ URL Wk, n7 g A IE SRk =,
- url _regex -i “emule:// i IR 28 KNS
urlpath_regex -i sex adult nude | VCECHI o5 il () URL B2 GGi4r) » AT LAH AT e U
urlpath regex i e
urlpath_regex -i \.mp3$\.rar$ ik

(1) 5 SCUE IR SR (R D7 1) 32 1871 2

acl all src 0.0.0.0/0.0.0.0
acl localhost src 127.0.0.1/255.255.255.255
acl LAN1 src 192.168.1.0/24
acl LAN2 src 192.168.2.0/24

acl PC1 src 192.168.1.66/32 / /€ A TP Mk
(2) 5 SORPFIRAS TV I 512K

acl lan Domain srcdomain .benet.com .accp.com

(3) 5 X HAs kAR U i) 7 1 512

acl to localhost dst 127.0.0./8
acl Black IP dst 61.143.79.86/32 21723.45.77/32

(4) € CH ARSI 5 e 22 1151 3

acl Black HOST www.xxxx.com www.adult.com //squid {E/E3IH &S A TP Hitik
acl Black Domain dstdomain .gg.com .msn.com .gamezone.net

(5) 5 SCHTTP JFRER AR ISR AL (1 s ) 2 513

acl Max10 Conn maxconn 10
acl Max20 Conn maxconn 20
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(6) 58 SCHZ IR NI AE M SR 17 1) Web X G R [ 5 il 421 51

acl Black URL url regex -i “rtsp://’mms://“emule://
acl Illegal Words urlpath regex -i sex adult fake
acl MediaFile urlpath regex -i \.mp3$ \.mp4$ \.rmvb$ \.rm$ \.mov$ \.mpg$

(7 5 SCH P IR TR A [ 5 il P 102

acl Lunch Hours time MTWHF 12:00-13:00
acl Work Hours time MTWHF 08:30-17:30

3.4.2 & acl iFEIMPR: http_access

EFXF 25 Fi acl 414¢, f#H http_access Fi B W45 il H U5 AR, i Callow) a4
(deny) . http access Ft & AT AAEXT VK acl & X2 J5. £—4T http_access it & i & — 5%
BRI, A 2Cln R

http access allow | deny [!]aclname......

e

http access allow o deny FIRA......

7EAE—4% http_access B, A LARIINALE 24> acl 43K 4, &AMFIRZAMEH] “ 5”7
HIRZR, HAWEPTE acl ZUFX N B &A1 A AT BR ). 7E acl ZUZRRETRT LA “ 7 7%
TRCEAH RS

7E squid.conf SCFH, KM http_access % 2 MU RN BEA T8, I R 4R E]— A
DEHC AR AN T 1) J5 48R . BRIG, Vs il R R e AR H T2 DU IR BRI DL i

Q A WEATA N Squid IR 45540 48 7% 7 i i K o

Q AHNMEEABAHICEC I Squid 4R H 5 a2 UUAH S AR, B SR

Ja 5N allow, S AAEAE ) am ks K, & W AR VFZIEK.

WHAEOLN, JUEH B2 B B di T, LD Squid i 5. 7E D) )42
AN b, W] “SEHE4E S RV B “SERVEEE4” U7, RN — %
“http_access allow all” {3 “http_access deny all” .

FEREANC B S D b T — Lo M0 B T HAT DN R . TP AT A S 2% X s hi] 13
Bt AT )AL

# Only allow cachemgr access from localhost
http access allow manager localhost
http access deny manager

# Deny requests to certain unsafe ports
http access deny !Safe ports

# Deny CONNECT to other than secure SSL ports
http access deny CONNECT !SSL ports

# We strongly recommend the following be uncommented to protect innocent
# web applications running on the proxy server who think the only

e 72 e



%3 % Squid fCHK S

# one who can access services on "localhost" is a local user
#http access deny to localhost

INSERT YOUR OWN RULE (S) HERE TO ALLOW ACCESS FROM YOUR CLIENTS

+= W =

# Example rule allowing access from your local networks.

# Adapt localnet in the ACL section to list your (internal) IP networks
# from where browsing should be allowed

http access allow localnet

http access allow localhost

# And finally deny all other access to this proxy
http access deny all

3.4.3 EBEKIEARSMITEYHIEFNIFO: http_port

http_port & Fe FLAC AR 5% ds d BB — MBI " URIE T RS A A R ARy
IR BB AT LU 3 Ff:

http port ¥iillF
http port IP Hilk:¥i1*%5 transparent
http prot IP Hilhk:¥i*5 vhost

Forr, 3 3 Mg & k.

Q http_port i 5. HIRBCE SCREEEAMBED RE . BRI 3 H5 4 3128,

Q http_port IP Hidik: i 1% transparent: FH K & S HHE A fAE . 1X k4R
PR AR 55 2 P L B

Q http_prot IP Hidik: % 15 vhost:  FHRBCE SCHF S In AR fig . X HLA bk 45 1) 2
R IR g5 ) Bk

3.44 $ETERMAIEHA: visible_hostname

e BTN S5 45 I, 020 BEC B AL I, A5 25 AT “ WARNING: Could not
determine this machines public hostname. Please configure one or set 'visible_hostname'.” . 1%

TEIGIA% A F

visible hostname FEHL4

3.45 X4BERYIFEKPREI: hierarchy_stoplist

VFZAT N GEpr e R, AR s PR Squid A% 2 4R J5 22 pl G K o XNl AT A
BEEIZIEI . IO E S BRI SR A2 -

hierarchy stoplist cgi-bin ?

XRE, AR 5 B cgi-bin AT TR ILECIZS IR, RMAJZE . BOA Squid
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FLAESGEAT R B I R B SR IS5 a5 . PO XSS TRAN S RECLIRER DM 4%, EA1iE
HOT AR SE RGP R AT -

3.4.6 WEZNHIEMNFERMBERSE: cache _dir
BB S BN B W

cache dir ufs /var/spool/squid 100 16 256

IXACHL E LI cache_dir & 08T, HAM#AES 4. b, UFS (UNIX File System,
UNIX SCHERSE & Squid s FA3HH A7 SCAF IS 20, 2 Squid Py IR AEfiAs X 1Y
/var/spool/squid & ZEA-5HE IV ERUAFIH 55 STl 3 MR R 7R L ZEAT H 5% n] LUE

WIRGEL A /N A MB) 21 HAN L 201 A WRACE ) Hoi

%, AL 3 KRAT H RN
FEMATHC E W U640 S5 1) Squid, K525 7E/var/spool/squid/ H 3% Tl 16 N—2+ H XK (%4
A 00, 01, 02, .....n OF) , ZEREAS—Z 7 H O 256 7 H3 (ZFA 00,

01, 02,

veen FOL F1. F24 v FE) o 2247 FORISCE BB ARAE D) LIk H 5o

A5 IS5 AT AR S B DU 249 K G5 H SR I A1 H 8

a

3.4.7

access_log /var/log/squid/access.log squid: 57 5& H &5 SCF I PR A7 A7 B AT S 4% 2
(squid) , % H &SP Tl s W Le 2 7 s ik A U ) I R £E Web X 5245
(CIEY

visible_hostname porxy.benet.com: & & fCELRS#5 v HII5E 8 EHL4, £ Squid
WILEA B JA B IR S5 I mT e s 3

dns_testnames www.google.com www.sina.com.cn www.163.com: 4 T #fifRAEW IE
WAt Web AREEIRSS, squid MRS BN, AT LI i 00 6 B I DNS fift A7 T
VERAFAERENG o F AR U, RS Db th— M4, s fral s
T AR A o a0 B B DU N DNS f#BT I 1) /Bl A Fq 42 DNS fifibr, @ ilE
BEBIZINACE,  DAINR IR S5 2R 40 1 4

EX dump BJB3%: coredump_dir

P B SO R B RS BT

# Leave coredumps in the first cache dir
coredump dir /var/spool/squid

ZETE LT dump [ H 5% Jy/var/spool/squid.

3.4.8

Bt i HI R ETF: refresh_pattern

refresh_pattern Ji| T-#ffi € — AN W3k cache Ji5, 7 cache W {17 I A] . refresh_pattern
FIRDUNASASE S, FH 1) 3 A BH A e 1) PR S R e Y o 8 PR VA S

refresh pattern [-i] regexp min percent max [options]
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%3 % Squid fCHK S

VA A IE T LR .

Q regexp: XAFENEREXR/NEG . WRATH “47 EIinl IAH X KNS,

O min: B I I 1) 5 R S TR PR o ot SR A 0l 13 B B 1 9 v EEL P I 1) 98¢ A R ok
EARACRE], A AT,

Q percent: {F N fx i B R BR 2 (RIS o s (LM-factor) &kl &t
YIRS TR o

Q max: WCE A A1) 55z iy I TA) PR o 2t SRREA i )3 5 B 7 % v HEL P ) ) v X A
o v BRI, FIS A e DA 20U Rl T

1F F M B SO squid.conf A, BRIAHIA U0 B &

# Add any of your own refresh pattern entries above these.

refresh pattern "“ftp: 1440 20% 10080
refresh pattern “gopher: 1440 0% 1440
refresh pattern -i (/cgi-bin/|[\?) O 0% 0
refresh pattern . 0 20% 4320

349 EEZ NI AFZTIE: cache_mem

BEE T TRAFIRERI WA A R, T EUEHT MB AR D4 B4, 32 2] DR U il 5000
F I Web MR o — BORBURF XA ZHBLE N Y PLA AN 14~ 13 WA IE, BARKLIRSS o
HISEBRPEREMI B E o« N IA —NECE BT

cache mem 64MB

3410 BERFISEREZHAAE: maximum_object_size

FVFORAF B DR A7 I B RN B () Ko, ATRUMER] KB ARG Az, B i 2
RSP AR AT, T HARE R T QORG-S USROS A T
A7, ALUESHINZSENE. FiflE D ICER] 1.

maximum object size 4096 KB

35 H & X #

Squid AR%51217 )5, & Hahb# access.log. cache.log\ squid.out iX 3 AN HE&EICF, X 3
A5 I RAE T AR IRSS 3 B OL T I H &G R N/ 4HX 3 ANELE S

3.5.1 ifiEIBESH: /var/llog/squid/access.log

ZSCE R T Squid VTR H AR S . WA E PS5l Squid QR AR 25 8k
TTWEIER:, ExH 3P E A Ids. FigE— Eﬁ% i Squid Vil H & ek
fF e
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1369906537.667 4 192.168.2.100 TCP_MISS/403 4308 GET
http://192.168.1.100/ - DIRECT/192.168.1.100 text/html

1369906537.722 18 192.168.2.100 TCP_MISS/200 2177 GET
http://192.168.1.100/icons/apache pb2.gif - DIRECT/192.168.1.100 image/gif
1369906537.732 1 192.168.2.100 TCP_MISS/404 594 GET
http://192.168.1.100/favicon.ico - DIRECT/192.168.1.100 text/html
1369906540.734 2 192.168.2.100 TCP_MISS/404 594 GET

http://192.168.1.100/favicon.ico - DIRECT/192.168.1.100 text/html

H G 5 BR T EARMEAN 22 il i A BEAR S5 22 V5 ) B — & Web RS HC K. Wl
192.168.2.100 275 S i ik, 192.168.1.100 /2 Web RS2ty hl: .

3.5.2 ZZ{FHEXMH: /var/log/squid/cache.log

S ESK T T SR G A AT A o 2SR T IR I A oy, T BA3E e
JUUs M B R . A7 ST LLUE TS, AW RS .. FinE Bl s B

2013/07/15 16:37:02| storeDirWriteCleanLogs: Starting...

2013/07/15 16:37:02| Finished. Wrote 0 entries.

2013/07/15 16:37:02| Took 0.00 seconds ( 0.00 entries/sec).
2013/07/15 16:37:02| logfileRotate: /var/log/squid/access.log

3.5.3 Squid BYECE HINAY[E)RE 34 /var/log/squid/squid.out

FOCME S T ARBEIR S5 O TC B SO squid.conf ()BT, 0 R SO A R R I
SRS PR R BRIl kA B

squid: ERROR: No running copy

2013/06/20 15:56:11| WARNING: No units on 'cache mem 64MB', assuming 64.00 bytes
2013/06/20 15:56:11| WARNING: No units on 'maximum object size 4096KB',
assuming 4096.00 bytes

3.5.4 HE##ESE: /etc/logrotate.d/squid

squid TR FZEE 2 15 UF logrotate 152 A A7 #E/ete/logrotate.d H &+ 1 H & it
S8, TR PR 2T BT S, R BOARCE BT L.

3.6 I IHATIAF

Squid AR 55 1 AT AT S FH RS squid BERERTG 1 2% SCAHIZ AT, squid #F
PR RS T . R IISRAG N IR Le AR S A

3.6.1 AMITIEFICH: /usr/sbin/squid

Squid A& &G, fE/ust/sbin Hk N — NI HATFE T A squid. &R BLH K
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JA 3l Squid %%, TEVEAE U
squid [IEI)
W PRI Xk .
Q -a port: 45 & H 1 http_port {i . XL 55 72K H squid.conf [FI{E . {H 12, 7 squid.conf
HREFRIE 2 ME, -a BT o 0 E SO LA —MA .

Q -dlevel: il squid ¥ & MWIA(GE B S 2R R S

Q ffile: 735 ECE AT

Q -F: ik squid 4G 0GR, H 2 @k A ol .

Q -h: Bk

Q i 223N Windows g5

Q -k function: F575 squid PUTAFKE LG THRESEA reconfigure. rotate.
shutdown. interrupt. kill. debug. check, parse. H:H', reconfigure 37 BT INZk
e B SCAT s rotate R K H & Haw 4 M FHXFTH H & shutdown 75K ] squid
M2 interrupt FRIRSLZICH] squid, ARSI IEERG kill 78 K% KILL
{554 squid, XJEJH] squid &G RIE; debug F¥F squid ¥ E 5S4 1R
i3 check R~ i) B IR Az 47 TP Y quid JEFE, IR [P FME B squid J& R EIB AT
parse L7~ ] HL I EAT squid.conf SCAF, WIREC B SO AT, R FEHERAE.

O -N: PFHik squid 25 & k55 2R

Q -R: PHik squid 7E4F5E HTTP ¥ K 2 Rif# ] SO REUSEADDR 7.,

Q /H Hi& il sk 2 syslog HEFE .

Q -v: WoRBRAEER.

Q -v: BuS B ENUIEAR .

Q -X: sRiE A e AR

Q -z: WIHKHEfEHR.

(32450 3-11 i H squid iy &) s AREE RS . SATAr 2 .

[root@www ~]# squid -z
[root@www ~]# squid -k reconfigure

3.6.2 =HIBRS 3L /etc/rc.d/init.d/squid

Squid LA LA ] service #iy4 [ start, stop. restart ZHUCR B, KH]. FEJ)A Squid
RILARSS o %SOt ] DU e 4 X] #5457 starty stop. restart SRS HIIRS 21T .
JA 8l Squid 452k

[root@www ~]# service squid start

EERE) squid: [ E ]
EEa

[root@www ~]# /etc/init.d/squid start

EAEJH3) squid: [HE ]
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3.7 HAbBE LA

FEHT T LA AT A 2 T AL B SO A S o 553 A JEAt LA S,
N HPEAN A A S AR 5 A ORI SCA T

3.71 WwESHEENH: /etc/sysconfig/squid

WO T Squid Mg ERCESCIFRIALE . RIS ISR AF I T4 B R ifi
BRI A 7

[root@www ~]# vi /etc/sysconfig/squid
# default squid options
SQUID_OPTS=""

# Time to wait for Squid to shut down when asked. Should not be necessary
# most of the time.
SQUID SHUTDOWN TIMEOUT=100

# default squid conf file
SQUID CONF="/etc/squid/squid.conf"

o, LU “#” JESkiN A TR R, B R T AR
3.7.2 PAMIAIEXfF: /etc/pam.d/squid

PAM AIESE Linux Il 554% R Gt de 2 2 A UER, 548 PAM AAUEXS TIN5 R 4t
ZAaAR R R AR S A RGBS A TR EAE L, BRI,

3.7.3 M4 RESCH: /etc/squid/cachemgr.conf

S0P FE cachemgr.cgi B VL Squid MR 45 FTERE o 120 HEAS MU AT B 1
Mo G S A YRS L 20 Squid BAF, FFEAEH cachemgr.cgi [ TUE BETIRE, 4n PRl 75
FEAfiH] “--enable-cachemgr-hostname” %0

3.7.4 TEX MIME-TYPE 3¢f%: /etc/squid/mime.conf

OO HIRE S MIME-TYPE, %30 RS G IENZRGAA AR, R,
PRAEE Gty B 2SR ORFFEARIBCE R AT, — BRSO AT 258 3o

3.7.5 MSNT I\ERIECE X F: /etc/squid/msntauth.conf
/etc/squid/msntauth.conf & MSNT ) 5 43 56 4F it B SO o 1Z S0 B4 8RN e X T MSNT

.78 o
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PHAUERS &, ATREHATBET .
3.7.6 #0 Web BYKIZIHYEE—i&: /etc/httpd/conf.d/squid.conf

O R RACE S Web REEAHCHIEC & . ERINAIEH ScriptAlias 454K CGI
FEF 1) cachemgr.cgi SCAF PR 5 75 55 4 H) H %/ust/lib/squid/H, HZ S04SR 5 squid 17 i) /8
SRR BOA I BLE BT LT -

3.8 % #) M M

AT SR HL T A% Squid AIBCE, R BLSEGI B ACRIUS g AARE, aEWIACRE . S
B EC B R

3.8.1 FELE Squid SEIME KRB IETNBE

FrRUEACHR B0 (AR R S5, — M LAt HTTP. FTP ARHEL =, T3 BRI /e i %
a R e AR 25 Bk Rl 15 CBRIA S 1508 3128) o X T4k i Japda i >k i, Jd ik
AR 25 4 [FIAE 0] DLEZ N Internet, (H—fE H BT[] Web WSl AT FTP 3. [FIH, 84
PRI S5 AR I GEAEAL, Rk P U 1) Web il st (R0 B ] LAAS 21 4 25 48 50

%5 P i I AR R 454 1 ok Web DU, ARPEARSS 4845 E A B QR iR A7
TR AT 5 7 iy 75 PR DI, 00 P A s % A P s B 1 kR [ 45 % 7 i) s, i 3.4
Prs. WRGHAE A %I, WA IR SS45 n) Internet T AGETE K, FR1FIR MK Web 1T
MLLE, K s R AF 2 S 2 A7 IR [R5 2 7 g X W4 o SR A7 IR R0 5 32 B S S

EERA I Web X4
Cache www,163.com
b
alle K
R
_%’_%’
O o 6
Squid A FRAR 55 2%

Kl 3.4 AREIR S IS AT I HL)

LT INGAF AR, 2457 S /AN A R 7 ][] — Web X5, sl ANA] %)
S U ) AH R ) Web X GR IRIINHE, it al AL MR BRI 55 25 (R A7 P aRAF 45 R o KPR
/b T 17 Internet 4R AC A Bt s ) A0SR, IR 1% i) Web Vs . [, AQRE
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AR 25 #% n] DAAE XA “ARER Y7 i) 7 kR A i NGt JE R4 5

FEQIRECE Squid ACREARSSIN, EEER AR L, WELF5EHRN N4,

1 visible_hostname www.benet.com, U1K A IEA T HIM N4, o] LUK EHLA
¥8 € M localhost.localdomain, LLEGfE Squid & EALAZ B R ARE . L, WERN
http_access allow all [ [n] 5,  LLSRVR& 7 o A8 AR ER R 25

SER AR R R
(1) fE Linux MCFEHL EEH Squid IS, ARBRH S (192.168.1.100/24)

i) Internet Wy FEAESEAE NS, Wik 3.5 Fros.

(2) %% squid.conf BB A, AR 1EFTA H P Im AR R 40 1OMB /N SO

€th0:192.168.1.1/ 24 ‘

www. benet . com
192.168. 1. 100

eth1:192.168.2.1/ 24

R PC
192.168.2.100/24

K 3.5 B Squid SEILHEA ST fE

(3561 3-2] M4 EIRIABIACE Squid SEOIEA BT BE (fLGACED) o RiAgfp

Bur.

(1) FCE Squid FLHIR S 2 i o

[root@www ~]# vi /etc/squid/squid.conf
http port 3128

visible hostname www.benet.com / /TR WL EAL A
http access allow all [/ BB IAT, FNWNRTE http_access deny all TZHT

(2) IRt It A ShARELR 55 -

[root@www ~]# service squid start

FEAERD squid: . [FfIAE ]
WRAEH R G M EA, tnT LLEHR A squid 7277 .

[root@www ~]# squid -z // -z EIUH TG 2247 H =%
2013/05/30 15:09:40| Creating Swap Directories

[root@www ~]# squid -k reconfigure / /T BRI AR SR iy A

¢« 80
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(3) ek ) i e v 4 P 8 AR AR 55 4 1) TP Mk S 11
(4) dBxf Squid Vil HAEEE &) o7 idsk (tail -f JFERERSCARARAE, 2 Ctrl+C
k) .

[root@www ~]# tail -f /var/log/squid/access.log

1369899684.010 4 192.168.2.100 TCP_MISS/403 4278 GET
http://192.168.1.100/ - DIRECT/192.168.1.100 text/html

3.8.2 EEEMKIE

ZHWIACHE (Transparent Proxy) #4546 G ACHAH [ I DI REFI IR 55, HL “IE I Z AbAE
T B AN T BRI YT AR R AR 25 A b bk R 1S, ARERIR S8 R g R
e “GET M, A ER IS A OO EE AR T .

TEARZ A M 25, ARER IR S5 B A A g 2 SR 3 422 N Internet (R D¢, AL, 73
TR A LN S U7 ) Web 3 B F5 28 (Redirect, FLHIE A 45 W AT 4R 2L
MR 25 AR o TR AN EH A A 1R A H 7 K B SRS SR S8 i, 3 1R % P LA R ZE i B
ENIIE STy

TERCEFE AT, TFE T — N E iptables [ H & 7] 505

iptables Bij Kifs— 44 REDIRECT (ELE ) M QLA BESR NS, nT LLZER) Kk
TN R AL . (R Rl IX A ] DR AT A5 I B 0 A2 4 AL P AR
gy 1 CUMARBEAR S5 16 3128 5 11D (¥ R 45 b RE AT Ab B

REDIRECT HfE7E nat % () PREROUTING 5§ OUTPUT &% LA K 4k HC 3 FH 1 e A
WIS “--to-ports Jij 1557 [T\ F i BRI IR H bRty

[ 3241 3-3) ¥ ethl WRHEEN. J5 1P HhhkJE T 192.168.1.0/24 M Bt Hijj ] TCP HpiX
80 i1 (Web) TUIMIAL AL, T2 M FACLISATAEAML 3128 b 1 B RS: (Squid) HEAT
AbFE

[root@www ~]# iptables -t nat -I PREROUTING -i ethl -s 192.168.1.0/24 -p

tcp —--dport 80 -j REDIRECT --to-ports 3128

SIS R SRR R

(1) 7RS4 (192.168.2.1/24) )3 H Squid AR5, FFa iz AR BESC R .

(2) ZIRE 2R ISR SR M Y (192.168.2.0/24) & ENLIIM KRS 2%, W& 3.4
JR o

(3) #'E iptables B7 KGRI, ¥ w35 09 H 2 45 0] Internet 4 3k [ Hi A0 3647 5 2 17
A4 Squid AR 45 Ab B,

[SEf 3-4) 4 FORFAEENCE Squid SEHLE WA BEARSS o BRI LRI R

(1) B squid.conf BLE SCIE, WS IIEWIAREE S FE CHLAbIEARThRERLEIS)

[root@www ~]# vi /etc/squid/squid.conf
http port 192.168.2.1:3128 transparent

(2) HFhn#k Squid R4S

[root@www ~]# service squid reload

e Q8]
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(3) ¥ iptables B, F7 1) HTTP {4 5E 1 3 AR IR 55 45

[root@www ~]# iptables -t nat -I PREROUTING -i ethl -s 192.168.2.0/24 -p
tcp —--dport 80 -j REDIRECT --to-ports 3128

(4D A2 7 S R TP Ml o BRI SC ik A5 B0 B R A, 30 B8 st vh AN i e B AR
ROL B E NS AL HARD .

(5D %) v ) e OB U ) I T, [l I AR AR R 5 2 BRI Squid V5] H ARl R
G S RE I V5 A W 0T H. access.log AV ) id sk, i I BHAC R )

[root@www ~]# tail -f /var/log/squid/access.log

1369899684.010 4 192.168.2.100 TCP MISS/403 4278 GET
http://192.168.1.100/ - DIRECT/192.168.1.100 text/html

3.8.3 EERMEKIE

IAREE (Reverse Proxy) H[AFEFEAEZEAE NG, HAEMRS NG ISR T . £4%
ABLARLF, FWACHARLT, K224 JRsE ™ P U5 1) Internet K] Web 3l s 42 4127 77 AQHL
M S P ARERAA I AH S, 2208 Internet HH IR P U 1) Ak RS9 P4 1Y) Web sl st B2 4122 17 0
H, g7 R AR RE, il 3.6 B, PRIRFRR R S AR EE

WebHIF2 T
\ WebF N

Web}ﬂ}jl\\‘ /

Web fI 5545 1 Web [l 545 N

Web %585 2

K 3.6 Jela AR A7 Nk

#£ squid.conf SCAFHT,  SEHLR M ACBE R 55 fe A IR U P4k . Je—, E http_port Pt
BN vhost I3 L7, T cache_peer WU BRI 5 & UL Web 55 )
BL CHIS PR Bl SS48) (0 TP Huhlm 145 2 4.

] cache_peer Mt & 45 E 1iiF Web JIR55#s LU E, BEATRE LT

cache peer Web x&-#stilt MRZ#52K87 hetp Wikl icp Wil [ATIEL]

Ferb, R SSER AN N2 H AR B 05],  LliF Web EHL— BT parent (52

e 82
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%) 5 dep G I H T EFAHLL ICP (Internet Cache Protocol) ZEA7 4o CEH Jyo—
£ Squid EHL, WA A, WIATH 05 W] 102 & 22 A7 I () — LL it 245, 49 4 originserver
RIS 2 AE N PEAE Web IS5 10 545 ML, weight=n F5 7€ 5545 AL SEAE, n 4 #5L,
BUr- R e gt (BRI 1) max-conn=n 5 5€ 2 A CPE AL 31% Web R 4528 15k
U8

LFE: vhost 5 transparent T~E ] B 4% ) .

SEEG TSR AR
(1) AaEMEHP S Web IRZ28 (192.168.2.10/24192.168.2.20. 24) LIk s, If
ZERTu A Squid U AR I, Wik 3.7 frs.

Squid [ R S5 A%

N

www.benet. com
eth0: 192.168.1.1/24 o |
ethl: 192. 168.2. 1/24 Internet FHE 2 HL

Messds  Mgsas  Movas M55 a

192.168. 2. 10/ 24 192. 168. 2. 20/ 24
| o0t 25 A i

K 3.7 EE Squid SEHL S A ACEE s

(2) Internet I/ H V) 0] )& Squid [ [ ACRE R G5 ds ORI im MBSy 80)
(3) 18 Squid FCRR R 45 45 A1 452077 [ 52 B 1R 194 3l e 45 48 o

(5265 3-5) AR IR IAEIACE Squid SEL FACHE, /B BT,

(1) 1824 squid.conf it & 1.

[root@www ~]# vi /etc/squid/squid.conf

http port 192.168.1.1:80 vhost vport

cache peer 192.168.2.10 parent 80 0 originserver
cache peer 192.168.2.20 parent 80 0 originserver
visible hostname www.benet.com

(2) EHEF) squid RS- WHAE 80 i 1 TV 43547 httpd RS, 1 SE K H .

[root@www ~]# service squid restart

(3) f£ Internet " [R5/ i FAL b, AT 900 4% s e B 1) A A 55 4% 1 3tk (i

e Q3 e
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192.168.1.1)
(4) 7 Squid S [MARFEAR S 2% I, & F access.log Vi) H s, I0AF [ A QB S5 1),

[root@www ~]# tail /var/log/squid/access.log

/] BTy A

1369965652.982 2 192.168.1.10 TCP MISS/403 4306 GET
http://192.168.1.1/ - FIRST UP PARENT/192.168.2.10 text/html
1369965672.675 1 192.168.1.10 TCP MISS/304 273 GET

http://192.168.1.1/icons/apache pb2.gif - FIRST UP PARENT/192.168.2.10 -

b, 192.168.1.10 S22 MR 1 Internet H1 2% 7 5 LML TP Hhk.
39 W X R %

P DIRSSBE N T REAR L Y T AE 2R B T o A4 A LE Windows., Linux
7/ N Squid ARH RS I D BE .

3.9.1 Windows % F i

FERTTA S EC & R, ILAEAE ] Windows 25 )7 i AR HHEACER e 45 2% o BB D SR U F &

(1) 76 1IE P e AR G £E « T 27 | “Internet &0 , FTJF “Internet ZE 0" X G AE,
W 3.8 Fioss

(2) EFE “IER” DR, RGHE RN BCE (L) 7 %4, FTFmE 3.9 Frosst
IEHE.

Internet IR
[#a =z [pu [ns = (85 |58 |
o ERE Teemed i, 85 RE”
EEMENERRENE
[(Fho... |
(%hn vEN ). .. e
— G
PRE N ERECIERSE, WEE 8 o gomBSMEFaRE . BRAHATHRE. ARSI
[ Eiptenia® o)
[ #m BahmE#E ©)
ERIGAE ®)
BRI L0BE - P— RIBRSE
g EATERMEeR T (ANERED)) 4% LAY RS ERETATER i i)
ikt 192.168.2.1 WO M: 3128l | [ BRC) |
IR F AT A IRAR S 3 ©)
L= [ ma ) oA
3.8 “Internet PIF” KHEHE 3.9 “JEtk™ (LAN) #HE” SHGHE

(3) ik “JRIEM (LAND W& ” 0iHe “AQHRSS &7 I IR I EAE, Jf
HAE “Huhb” F1“ufi 7 SCAHE i NARER RS54 A bk R 11 o 3k R (R AR A 45 i i
FIS 140 502 192.168.2.1 A1 3128, SRJ5 8y “HiE” 124l

(4) IX At AT LR 3 4% T A\ Web k45 ds b @i47 15 0] 1o Vg ie) 21 5T 4 & 3.10

e84 o
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B

Test Page for the - =

£/ http://192.168.1.100/ | B |4 | X | P 8ing o~

e EEE | s (5 @mums v B RINESKIER v
| @ Test Page for the Apache HTTP Ser... | i~ B - &~ FER- =20 180 - @-

| Red Hat Enterprise Linux Test Page I

This page is used fo test the proper operation of the Apache HTTP server afier it =
has been installed. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly.

If you are a member of the If you are the website
general public: administrator:
The fact that you are seeing this page You may now add content to the
indicates that the website you just directory /var/www/html/. Moie that
visited is either experiencing problems, until you do so, people visiting your
or is undergoing routine maintenance. website will see this page, and not your
content. To prevent this page from
If you would like fo let the ever being used, follow the instructions
administrators of this website know that in the <
B [ € Internet | SRiFHE: =R v ®100% -
L

3.10  Web g5 as il v i

T3 A B f ) AR 2 i PO G LR T B, X LA A T o MRS AT
UM HGESCHE R, HAS SO A A5t E .

3.9.2 Linux ZFi%

LERTTH LB ECE . DA Linux &7 iR PR AEACBEAR 55 4%« BLE R U R o
(1) 7 Firefox W Wi as K IRIERE “gmiH” | “HIEI” w4, F19F “Firefox B k"
XPUGAE, il 3.11 Froge

%)

Firefox B3&%

B = S K W & R

el
=
=20 FEAME OWE gRREF B EE

=4 | RS | B | e

EE
BUR Firefox KA EREHF] |EmERE..|
BT
wmEHW) [ 50| Mewmmia | £ semgzi)
HFEERETREHBER | ST - (D | )., |

TR R T L RREE

| [@] mrnt | B

% 3.11 “Firefox BFIEI” XI1EHE

(2) EH AR “md” IR, BEERUGER: W47 | “WE” I, FTIFWE 3.12
FTRX G HE
(3) fEH A “ FahEE QR (M) 7 Jkigsl, 48 “HTTPACHL: (XD 7 1 “if

e Q5
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[ (P) 7 SCAHE P AR EE IR 25 42 Hi kil 192.168.2.1 Flifii 1145 3128, K5, iy “Hf
SE 7 AL, QBRI SS A  E )

EEH RS IE
O TALFR(Y)
O BrhienlitRRa R E (W)
O ERRSGEREU)
® FRHEENE : (M)
HTTP 532 : (x) [192.168.2.1] EEHCENETIE
O BArE L AR (S)
ssLit®: | | e off
ETPE: | | wo: @ [ o[
Gopher (£ : | = o[
SOCKS il : | | e ol

() SOCKS v4 @ SOCKS v5
TEAE : (M) [localhost, 127.0.0.1 ]

il : .mozilla.org, .net.nz, 192.168.1.0/24
O BzhtEEE URL: (A)

H(H) | | Qmi || S |

K312 “HEREEE” STURHE

(4) M MR 4545 2 R E R, 7% vl i U7 0] Web Jilz 255 2E47 Mk 25 2% ()
BB WG E R, A R A 3.13 s

JIfHE) 4WER(E) EE(V) FE(S) BEEB) IAM Fih(H)
G v B ik [ nttp://192.168.1.100/ ] [~ [

[Ei7FAS=~ MIRed Hat W Customer Portal MllDocumentation MMRed Hat Network

| [@] Test Page for the Apache HTTP ... | 4# |z|

Red Hat Enterprise Linux Test Page

This page is used to test the proper operation of the Apache
HTTP server after it has been installed. If you can read this
page, it means that the Apache HTTP server installed at this
site is working properly.

If you are a member of If you are the website
the general public: administrator:

The fact that you are seeing You may now add content
this page indicates that the to the directory /var/www
website you just visited is /html/. Note that until you [~

K 3.13  Web IR 458 UL T

e 86
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