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At present, illegal attackers, when attacking, usually transmit data packets by using
forged IP addresses(i.e., IP addresses of such “springboard computers” as proxy servers
and NAT equipments). So far, there have been no effective methods to do realtime tracing
and locating of such kind of the terminal of message senders.

It is on this consideration that the main content of the present project is to study the
realtime tracing and locating of forged IP addresses data packets.

In the modern network communication, before changing the IP address, all data pack-
ets to be forwarded through proxy server as springboard must wait their turns in data
packet input buffer of “springboard computers”, which creates an opportunity to catch
these raw data packets.

The project is planned to log on “springboard computers” first and capture the “raw
data packets” during their visiting the input buffer. And then, through analysing the data
packets, the true IP address can be obtained. This is the implementation of this project.

The final objective of this project is to find out an effective method to realtime tracing
data packets from forged IP address.
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