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MR A H INRERI R AR “Yb AL PR35, HEF M F VMware A & H i BB UM R 51, VMware B
A RIFMEEF SR, A RGOSR Re 2 SR .

T LA iR $E, E& WS A Ubuntu K5 Linux #1E R 4. @d2ZE5MR, e
Y% Android YEfY, EEMEF Fridaw GDB. Ollvm S EE T H, XAMEIERGHE LRI
B/ 52 R IR MR R R

EEFH N TS, EE(EH /2 Kali Linux #4/F R4, Kali Linux /2%: T Debian ] Linux K17
W, 5 Ubuntu JHFEITT, LI 1&FHTEFERGE. Kali Linux #3722 @005, A
Metasploit. Burp Suite. SQLmap~ Nmap 55, 2t T —8EFFRHM LI ENRK T A,

Kali Linux B4 VMware S84, TFEIHFMEIXGEG A, REXEEFTFFvmx SCHHRIAT S

EREIML
1-2 >~ Kali Linux 5L -
E [ - m] .-._l Li] O root@VXIDrOysue: ~ 1201PM O © & l & ¢

root@VXIDrOysue: ~ - o X
File Actions Edit View Help
root@VXIDrOysue: ~ ®  root@VXIDrOysue: ~/Desktop ®
:~# neofetch

0S: Kali GNU/Linux Rolling x86_6&
Host: VMware Virtual Platform None
Kernel: 5.3.0-kali2-amd64
Uptime: 3 hours, 29 mins
odc Packages: 2242 (dpkg)
:dd Shell: bash 5.0.11
00 Resolution: 1280x720
( o. DE: Xfce 4.14
wd WM: Xfwmé
X0 WM Theme: Kali-Dark
Theme: Kali-Dark [GTK2/3]
Icons: Flat-Remix-Blue-Dark [GTK2/3]
Terminal: qterminal
Terminal Font: Fira Code 10
CPU: Intel i7-9750H (4) @ 2.591GHz
GPU: 00:0f.@ VMware SVGA II Adapter
Memory: 596MiB / 1984MiB

=1 |

1-2 Kali Linux ) 5

KA REFANLAS B I (8] Pl RE 5 AR )\ X I (A0 A — 25, Fr AR B T X 5 B . 7R sh LG,
B I &0 Terminal, A5 H W F a2 % B X

root@VXIDrOysue:~# dpkg-reconfigure tzdata

Current default time zone: 'Asia/Shanghai'
Local time is now: Sat Nov 14 12:11:05 CST 2020.
Universal Time is now: Sat Nov 14 04:11:05 UTC 2020.

FEFL K T P i Asia— Shanghai RITT, 35235 AT URYE H CTE ) [ 5 b XHEAT 15 4%
J34b, Kali Linux SR SCSCHF, Q0 R a6 B A ST 0T Y e HEAT VRN e B 35 o
SCHHEE R, LR EX Kali RETHEATHOCCRORICE, BT AT T 2

root@VXIDrOysue:~# apt update
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root@VXIDrOysue:~# apt install xfonts-intl-chinese

root@VXIDrOysue:~# apt install ttf-wgy-microhei

—RARBIeF RPN s P SR, A P SRS A L AR B 6 P

1.2 BEIEEE

EHES U BN 2 J5, R 7 b7 Ja T 093 m JF & TAE, 38 75 B e s — e Bl F &k T A
AATKEA 4 Android Studio. ADB L E.. Python/Frida 3835 L )% Objection F2 3 it B FE FH /715

1.2.1  Android Studio %% NDK &iFEH

fE8 Android 1 [FF& A5, Android Studio & — @ AR/DHIF R T E. £ Eclipse IEH
Android JF & i 28 G )5, £ Google B 77 1) Android N FJT % IDE, &% B SEHE# MR X 3k ik
fFo AERIMLE, WE M FERAME Android Studio 2 J&, 1)#:#] android-studio/bin H 3K, &84T
417 H 5% N studio.sh IR 5 5h Android Studio.

B XA 3 Android Studio i, 1Z#AF & B8 #H—4H4E, HLin Android SDK %5 T H, iX*Ehd
BREFSEIFRATLFER, FIHRFEERARE — B Next 8 BIAT . 7EHGCF F35EE)E, Android
Studio ) FHTHIKE W1 1-3 BT

Welcome to Android Studic (ROOT)

Al
Android Studio

Version 4.1

+ Create New Project

& Open an Existing Project

" Get from Version Control

¥ Profile or Debug APK

¢ Import Project (Gradle, Eclipse ADT, etc.)

o Importan Android Code Sample

2 Configure » GetHelp

1-3  Android Studio = %t

F7 Create New Project 30T, AHr TAE I ILFFIAR Native C++, 41F] 1-4 7R
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- Create New Project

0 Select a Project Template
Phoneand Tablet ~WearOS  Android TV~ Automotive  Android Things
Master/Detail Flow Navigation Drawer Activity Settings Activity Scrolling Activity

G-

Tabbed Activity Fragment + ViewModel Native C++

Native C++

Creates a new project with an Empty Activity configured to use JNI. See documentation »

Previous m Cancel Finish

1-4 Native CHHEAR

TARCETH . BHKAR B4 DR E IR N B E X W F I Java,
/) SDK FRACRIFERINRI ] o iy Next #HIHEN T —2, W 1-5 Piros.

0 Configure Your Project

Name

easysol

Package name
com.roysue.easysol

Save location
++ [root/AndroidStudioProjects/easysol

Language

[Java v

Minimum SDK ' API16: Android 4.1 (Jelly Bean) v

© Your app will run on approximately 99.8% of devices.
Help me choose

Native C++
Createsa new project with an Empty Activity
configured to use INI.

[[J Use legacy android.support libraries

© The application name for most apps begins with an uppercase letter

Previous m Cancel
K15 HHEE
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TERLE IR kT 5, Hidh Finish %41, %% Android Studio 58 RAC B KRS . R4 —

XA Project I, Android Studio & FHESIERSG, FEIGCHLZIERATH FH S KIBAH NDK

(Native Development Kit) , @11 1-6 iz . #.ii Install latest NDK and sync project %3 587 it NDK
BPn] o [EEHATEEFE BRI AN A 75 L MM R i S A B Al

easysol - MainActivity,java (ROOT) )
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
p src. main  java ' com roysue easysol @ MainActivity m onCreate . |Add Configuration... || Loading Devices.. ~ b & = GoafHmhn mBDa09 Q
% # Android v G = & —| & activity_mainxml © g MainActivity.java
| ¥ I easysol ~/AndroidStudioProjects/easysol 1 package com.roysue.easysol; v
= » mu.gradle 2
- ; import ...
| » Ma.idea
3 v Bmapp 8 public class MainActivity extends AppCompatActivity {
2 Ba libs 2 < c
3 v 10 // Used to load the 'native-lib' library on application startup.
3 S 11 static {
3 » B androidTest 12 Systen.loadLibrary(“native-1ib");
k4 v i 13
%r l?ga(m B . }
£ PP 15 @overridd
v bajava 16 protected void onCreate(Bundle savedInstanceState) {
¥ b= com 17 super.onCreate(savedInstanceState) ;
v B roysue 18 setContentView(R. layout.activity main);
v measys?l _— 20 // Example of a call to a native method
+1 MainActivity.java 21 TextView tv = findViewById(R.id.sample_text);
> Mures 22 tv.setText(stringFromINI());
5 % AndroidManifest.xml J ¥
2 » b test o
2 i -gitignore 2 * A native method that is implemented by the 'native-lib' native library,
) # build.gradle * which is packaged with this application.
g Build: Sync & -
3 m v © easysol:failed at 1/5/21 3:11 PMwith 1€ 1 m 105118 ms | Failed to install the following Androiti SOK packages as some licences have not been accepted. =
d A . 5 | ndk;21.1.6352462 NDK (Side by side)[21.1.6352462 2
“? A License forpackage NDK (Side byside) 2LLE3S2A6E, .. (515 41T ee i oot S0k Vicorioe: gremsiat andiristal LA aSAg  Comonants 5107 the ittt SO
* o © Failed toinstall the following Android SDK packages aiternatively, to transfer the license agreements from one workstation to another, see http://d.android.con/r/st
b © com.android.builder.sdk.LicenceNotAcceptedExcep
g Using Android SDK: /root/Android/Sdk
2
s n nd_sync proj
)
3
a
-
=T0DO ™ Terminal | ABUild] @ Event Log
D Gradle sync failed: Failed toinstall the following Android SDK packages as some licences have not been accepted. ndk;21.1.635...(momentsago) 15:14 LF UTF-8 4spaces & © &

K 1-6 ¥4 Install latest NDK and sync project A %25 ¢ it NDK
1.2.2 ADB Wi & fn{sE F

ADB (Android Debug Bridge, Android THi#r) =2 —FhIiReZ FEM 24T LE, HT5#%3)
BEAEATIESE . 1T Android Studio TSt %% 1 ADB, RILIRATAT L@ LA T dir & 3E N ADB )%
3 H R I EHH B

root@VXIDrOysue:~# cd Android/Sdk/platform-tools

root@VXIDrOysue:~/Android/Sdk/platform-tools# pwd
/root/Android/Sdk/platform-tools

XHEAEH] nano fir 42K ADB LHJT/E HSRIIAMEI A&, DAEAEAERE H 3 T A REHAT adb i

S

root@VXIDrOysue:~/Android/Sdk/platform-tools# nano ~/.zshrc
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STV, RehnB s 2SR, dsin—47 RS

export PATH="/root/Android/Sdk/platform-tools:S$PATH"

B Al S % e R TR, RAFIBESORR SO, B4 adb fm S IMAM A& 5,
N TR EAR, T EER G320 Terminal, 285 FFRHAT adb 74, 4R UF:

root@VXIDrOysue:~# adb shell

* daemon not running; starting now at tcp:5037

* daemon started successfully
adb: no devices/emulators found

i [] ADB JER & AH PIMTTE: USB BEERMM 4 ER . A& BOufm SR, MTFN8dRdsE Bt
HLUSB #% HRITT . J5 2 5 25 USB Bl 2w, LM 24T HUAT BT #4F

root@VXIDrOysue:~# adb tcpip 5555

root@VXIDrOysue:~# adb connect 10.203.171.25:5555
failed to authenticate to 10.203.171.25:5555

root@VXIDrOysue:~# adb connect 10.203.171.25:5555
already connected to 10.203.171.25:5555

BRI R, EFERE CRVFRRK” . BREKITBERE R REEEMN
T, A PR 0% T S ORAIE T AL AT LAE 7] — SR

1.2.3 Python i AEIE

24 HEFE(H ] Python FUAS (AL B AKX A4 pyenv . JBIT pyenv, AT AT LA %225 A1 B AN [H] ) Python
WA, B~ pyenv ALE KA 22 34 1) Python WA H 2 AH B SS11) o #)i%Ud, JCIRTEX A Python
Hhe e 7 2/ RIAL, 0T — A Python MUARER A AT UL . Wi AR 5245 H O Python MR IEA4L
B RN R IAEE,  BER AT PL e 3 — AN B 4l ) Python, X R T LA AR & —FPREIR 1 g 400
|RZ8

TEE R I, %3 pyenv ZHT, FUGEEE X EWIET — R X2 105 1k
TE 2% pyenv KIEa — KR, ATRESEUENRGTLEHEN S HASE. T2 %% pyenv T EAK
TR

root@VXIDrOysue:~# git clone https://github.com/pyenv/pyenv.git ~/.pyenv

Cloning into '/root/.pyenv'

done.
Resolving deltas: 100% (12507/12507), done.

root@VXIDrOysue:~# echo 'export PYENV ROOT="S$HOME/.pyenv"' >> ~/.zshrc
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root@VXIDrOysue:~# echo 'export PATH="$PYENV ROOT/bin:$PATH"' >> ~/.zshrc

root@VXIDrOysue:~# echo -e '"if command -v pyenv 1>/dev/null 2>&1; then\n eval "$ (pyenv

init -)"\nfi' >> ~/.zshrc
root@VXIDrOysue:~# exec "S$SSHELL"

root@VXIDrOysue:~# sudo apt-get update; sudo apt-get install --no-install-recommends
make build-essential libssl-dev zliblg-dev libbz2-dev libreadline-dev libsglite3-dev wget
curl 1lvm libncurses5-dev xz-utils tk-dev libxml2-dev libxmlsecl-dev libffi-dev liblzma-dev

AR 2235 )5 B R Re 8 R R N SR IR, 2 R okt v] LA ([ H S pyenv install iy 2 222 AN (A
WASH] Python T, 7E %435 58 B J5 1A 75 B2 4T pyenv local #y 2 VI3 2% B AR A 451404225 Python
3.8.5 HRI AR T

root@VXIDrOysue:~# pyenv install 3.8.5
root@VXIDrOysue:~# pyenv local 3.8.5

root@VXIDrOysue:~# python -V
Python 3.8.5

AL L7, FTRAT 23— 3.8.0 WRAS I Python, TEXZJ5HISRERIERE, FRATH 2 I #iX
PI/NRUAS TR Python PR .

124 FhR&INEER

FEVHR a8 AL LR FA ST B 2 /T, BAeHE S s . W T FHIIAEREE, &
WZH VLT E, SCENR WBEIFE S SR LR ARSI PR, AP o2 8T
RICFHATIRB R, SHEMIE 1 (S WRBRECE .

Fioh, M AR AT QtSerepy, ZHMME 2 (S WE TSI 2R

1.2.5 Frida liAEE

Bl e R HE 5 0 UG, AT L2 3 JAT A0 2 f —— B30 7] TR, Frida. fEASTSAISE5E
H, Frida 23 T ARA: —ANREGHIR, 55— e 12.8.0 W, JEHFIEIT BB AR HE
BUEM . B %% Frida 162 W0F

root@VXIDrOysue:~# pip install frida-tools

LRI IG, A LAFEZ S Terminal 5 3 Frida 23 AIMAS (EFHLERATLIGN, Frida 58
AN 14.2.13) o AEMIAE 3 (Z WECB IR SCH) 1) Frida Wb 5 2 0 BFIRRAS 5 1) frida-server
BT TR B0, 22 ARA SN 14.2.13 (1) Frida, H X N[ frida-server #2 frida-server-14.2.13-android-

armo64.xz.
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N# frida-server J&5, i 7z f@E BT adb push a4 K fRIE SR frida-server 4 A% )
/data/local/tmp H3 o #%, #EATHL Shell JEUI#: 2] root /7 T ¥/data/local/tmp Hx, Witk
frida-server SCAFPTERIN. B, EIZHST, M frida-server A T HATALR IF 1217 €

R, fRIZ1T 14.2.13 AR frida-server Z H, MARIEE BRI H) Python 38554 3.8.5.

NI SUREH/INE

root@VXIDrOysue:~/Desktop # 7z x frida-server-14.2.13-android-arm64.xz

root@VXIDrOysue:~/Desktop # adb push frida-server-14.2.13-android-arm64
/data/local/tmp

root@VXIDrOysue:~/Desktop # adb shell

bullhead:/ $ su

bullhead:/ # cd /data/local/tmp/

bullhead:/ # chmod 777 frida-server-14.2.13-android-arm64
bullhead:/ # ./frida-server-14.2.13-android-armé64

74h, FTUER BUT & EA T LI R

root@VXIDrOysue:~/Desktop # frida-ps -U

1.2.6 Objection FYZZEF{F

Objection s&3& T Frida #7447 Hook T.H, HJLAEAAY, M 44w ol LAY Java
bR #E4T Hook. 222 Objection Ay 21T :

root@VXIDrOysue:~# pip install objection

R A5 Y 35 T4 5 Frida i A () Objection, ) 75 B4 22 355 2 FRUAS ) Frida A1l frida-tools . 2R J5i »
7E Objection HJ Releases T HH#K. 2 7E 1% Frida MUA 2 J5 & A i) Objection WA . 7EAS LI SEEGH,
fEFH B2 12.8.0 AR Frida. T %61)4: 3 Python 3155 3.8.0, HHATWI N4

root@VXIDrOysue:~/Desktop # pyenv local 3.8.0
root@VXIDrOysue:~/Desktop # pip install frida==12.8.0
root@VXIDrOysue:~/Desktop # pip install frida-tools==5.3.0

root@VXIDrOysue:~/Desktop # pip install objection==1.8.4

F5 B AT %2 %% Objection B, R 412> HL#% 278 Requirement already satisfied ( 75 >R CLifi A2 )
AN NEOHM Frida R2$ 1. 5BRUE, T 12.8.0 AR frida-server, BRI ZH 1.2.5
TS B TR, 7EFHL Shell 21T 12.8.0 MUK frida-server, F£{#iH Objection 7T Settings,
i 1-7 fros.
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Nexus 5X - 0O X

moo® © W03

B EREELE

JHISEIR. 510 Google 13 H

SRRE

© MURABFS (RRAW) v

FESI0ERER

VLAN, Boiifs, AREN. B

ARG
J%. 8. NFC

A0
AR, T

:P ]
1 100%

1-7 {#i ] Objection T Settings

root@VXIDrOysue:~/Desktop # pyenv local 3.8.0

root@VXIDrOysue:~/Desktop # objection -g com.android.settings explore
Using USB device "LGE Nexus 5X°

Agent injected and responds ok!

Runtime Mobile Exploration
by: @leonjza from @sensepost

[tab] for command suggestions
com.android.settings on (google: 8.1.0) [usb] #

T UE B FHL I BT T
BH A K

om.android.settings on (google: 8.1.0) [usb] # android hooking list classes
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[FHE, nFAEH 14.2.13 fAK Frida, WZEFHLLIS4T 14.2.13 AUARK frida-server, IEE HELL
HL_LH) Python SRR D)# 4 3.8.5 fRA, BN, 25, T Objection ¥ Settings, FHATK

& 2 A H Objection A .

1.3 Frida EX/FRBHFLIFMEEE

ARSI Frida FEAPERGIT A E R . XD, BATHZ M 24 A e P H)

Node.js.
ML 4 (S REPEIECLE) , % $% Installation instructions, PR /FHATLL R4

root@VXIDrOysue:~/Desktop# curl -fsSL https://deb.nodesource.com/setup 15.x | bash -
root@VXIDrOysue:~/Desktop# apt-get install -y nodejs

root@VXIDrOysue:~/Desktop# node -V
v15.12.0

ZH0F Node &, #al LAIJFRIH T -

root@VXIDrOysue:~# cd Desktop

root@VXIDrOysue:~/Desktop# mkdir 20210105

JA 5l VS Code—20210105 3043, A2 SC4E demo.js. LI, BEARIGIRRThAE, FRATFE
T Gum, PMETEATE TR 343 Frida A0 3ER. #MNEA1 API &EE DhRE.

root@VXIDrOysue:~/Desktop# npm install --save Q@types/frida-gum

H 5 VS Code, BIR[3RGUILHE/R. VS Code /245 Visual Studio Code, KA 7 ML EA]
PP — KBS T SRR g 45

TR, 1E demo.js Héi 5 ARSI B A Hook Wil H easysol H11f] onCreate BRi#L, %5 WA
Mg 1-1.

K% % 1-1 demo.js

setImmediate (function () {

Java.perform(function () {
Java.use ("com.rOysue.easysol.MainActivity") .onCreate.implementation

function (x) {
console.log ("Entering onCreate!");

return this.onCreate (x);
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ST Terminal, 7 L 45 412 7 I m

root@VXIDrOysue:~/Desktop/20210105 # frida -U -f com.roysue.easysol -1 demo.js

--no-pause

R 1-8 fras, WHFEAT Hook £ 7T .

Hello from C++

K 1-8 Hook onCreate £ %

k2325438 Hook T H easysol H [ stringFromINI J7¥%, W2 WARESIHE # 1-2,
K% ¥ 1-2 demo.js

setImmediate (function () {
Java.perform(function () {
Java.use ("com.rOysue.easysol.MainActivity") .onCreate.implementation =
function (x) {
console.log ("Entering onCreate!");
return this.onCreate (x);
}
Java.use ("com.rOysue.easysol.MainActivity") .stringFromJNI.implementation =
function () {
var result = this.stringFromdJNI () ;
console.log ("Return value of stringFromJNI is => ", result);

return result;
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gE R 1-9 Fros, UBAFRAT Hook AZh T .

Hello from C++

K 1-9 Hook stringFromJNI J5 %

1.4 )32 NDK

EHEX BHEEWLE S (BB EEIE ) 1 NDK AT THEF : 5% 0] LS R SOR R 1 il
NDK JF A& HIAH SRR

NDK JFAAf g RE S C+, METMARIES Java, IHAEEHIFEE . C/CHAR
PR CPU MRS, AILLE$EAE CPU Lig4y, M Java AR S dm B b [BVE 5, 7EMRREas b1 T i
TEFIHRAT AR B, 4 PR AAE 5 AT D SR 03 T iy, T AT 5 IR 3 AE TS R 7R 5 12— K,
T SE AR RT & FigdT. B, A THEEae. R RF R, aTRUER C++
KFF A, CHIITE S R T I LAY = g B A7

76 NDK A TH8R SO, BB N A2 “Al CMake A" o X T CMake 414 %}
JE AR SO 3EAT 9wk, B CMake MM IR R HEEERTUORTEE. WREEECH
CMakeLists.txt # @ JH4%, Wn] HEAEA; HNFHEEE A — M RiERA . CMakeLists.txt A4 3
FET H [ app/sre/main/cpp #5452 T, WK 1-10 Fios.
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pasysol ' app ' src . main ' cpp ' A CMakeLists.txt
= Project v
¥ I easysol ~/AndroidStudioProjects/easysol
» = gradle
> Baidea
¥ Wzapp
> Bm.oxx
¥ Babuild
» B generated
» Wmintermediates
> B outputs
» Batmp
Bu libs
¥ Basrc
» BsandroidTest
¥ B main
v B cpp
A CMakeLists.txt
& native-lib.cpp
¥ b java
¥ I3 com.roysue.easysol
X @ MainActivity
> Bzres
#: AndroidManifest.xml
> Batest
1 % -gitignore
# build.gradle
& proguard-rules.pro

o =

1

10
1
12
1
15
15
1
19

& — 3 activity_main.xml

A | =app v | OLGENexus5X v | » & 3

© MainActivity.java © & native-lib.cpp © A CMakeLists.txt -
[ For more information about using CMake with Android Studio, read the
# documentation: https://d.android.com/studio/projects/add-native-code. html

# Sets the minimum version of CMake required to build the native library.
cmake_minimum_required(VERSION 3.10.2)

# Declares and names the project.

project("easysol”)

# Creates and names a library, sets it as either STATIC

# or SHARED, and provides the relative paths to its source code.

# You can define multiple libraries, and (Make builds them for you.
# Gradle automatically packages shared libraries with your APK.

add_library( # Sets the name of the library.
native-lib

# Sets the library as a shared library.
SHARED

# Provides a relative path to your source file(s).
native-lib.cpp )

# Searches for a specified prebuilt library and stores the path as a
# variable. Because CMake includes system libraries in the search path by
# default, you only need to specify the name of the public NOK library

# you want to add. CMake verifies that the library exists before

# conpleting its build.

find Uibrary( # Sets the name of the path variable.
log-1lib

I 1-10 CMakeLists.txt FT7E [ 42

BT AN F B & AT AR CPU, AN CPU SCHFIIFR 28R AN, DRI 75 Ay R — ik
i3 028 AU A GE3E/T 22 H..  Android ABI (Application Binary Interface, M FHFER —#kH|4: 1)
F4 T CPU 48481 — PR ORI ARG . 13238 AT 2 [0 SOk T % Android ABI, fEJE£EH) &5,
TAE 23— 5 2] Android ABI FIAIH. T i CPU FIZEMN T K AW EE . KA 2 B
fE CPU LIZATH), WA T fif CPU FIZEM, BRITCTEBRARAS [F (1) S A 45 A4 SRR M & Lo AFEH
CPU ZEHfiT SCHEIY) ABL 4l 1-11 Fis.

i 3H5HY ABI
FEER
L=3 = 1. AB HETSIIESE.
JNIRT
ABI STENIESE &t
HREREE
P armeabi-v7a « armeabi 5 ARMV5/vE BETIRE.
» ndk-build * Thumb-2
CMake « VFPV3-D16
# NDK SRENEFRRAER
" ‘Q arm64-v8a o AACh64
86 * 86 (IA32) 73715 MOVBE 5% SSE4.
Simceo MMX
mn :
Androld ABI * SSE/23
CPU i » SSSE3
Neon %35
x86_64 o x86-64
5 C/Ces T8 * MMX
n . SSE2/3
Android SDK 213
G T35 * SSSE3
R API e SSE41, 42
+ POPCNT
LRSI T
LI
i@ Android Studio Wit 3 Y FEE: NDKISZR ARMYS (armeabi) 35 32 {37 64 i MIPS, {E.NDK 7 EFE30E.

B 1-11 A CPU ZE#IS7 F5 1 ABI
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BHEEOT, FRATM APK A e SO Jeist, SOff e 2 1) 7 S0 e H B an B 1-11 B s
ISR, USRI i AR R AT B ABT 2844 . BRIAEOL T, Gradle 2%t X FHLSCRFR) ABI #E4T
K. FATTAT LA Z 3 Terminal 3\ app-debug.apk SCAFFRAEMIALE, T 7z il S, FEASCHE
LT IT app-debug.apk SCAFFRTERIH 3, #EA lib SCPFE, ATLUE RNKRE ABI AR A ARAS SC
e, Hodn RS FHLSCHE M ABLRRA, Wl 1-12 s,

L)
File Edit View

€ > A

Places
BB Computer
il root
[ Desktop

' Trash

8 Documents

@ Music

@ Pictures

8 Videos

8 Downloads
Devices

E File System
Network

b o x
Go Help

easysol build outputs apk debug lib s

arm64-vBa

app

m Browse Network

1folder, Free space: 45.3 GiB

B 1-12 FHLSCRT ABLIRA

ISR T N E ABL A RIS, AFEAEITH B Gradle H 8 BAC B R ET XS AR ) ABI BEAT#)

2, e 1-13 .

lasysol = app build.gradle

[ -
¥ I easysol ~/AndroidStudioProjects/easysol
» Bu gradle
> b .idea
v k=app
> .o
» b= build
libs
¥ Basrc
» M= androidTest
> b= main
> B test
% -gitignore
 build.gradle
& proguard-rules.pro
» Bugradle
% .gitignore
build.gradle
figradle.properties
gradlew
& gradlew.bat
fillocal.properties
settings.gradle
» llli External Libraries
" Scratches and Consoles

Project ~

- app ~ | | NoDevices ~
A CMakelLists. txt

You can configure Gradle wrapper to use distribution with sources. It will provide IDE with Gradle API/DSL documentation.

s activity_main.xml © MainActivity.java &% native-lib.cpp build.gradle (:app)

Gradle files have changed since last project sync. A project sync may be necessary for the IDE to work properly.

android {
compileSdkVersion 30
buildToolsVersion "30.0.3"

defaultConfig {
applicationId "com.roysue.easysol"
minsdkVersion 16
targetsdkversion 39
versionCode 1
versionName "1.0"

testInstrumentationRunner "androidx.test.runner.AndroidJunitRunner”
externalNativeBuild {
cnake {
cppFlags "

}
ndk {
abiFilters 'armeabi-v7a’

}
buildTypes {
release {
ninifyEnabled false
proguardFiles getDefaultProguardFile('proguard-android-optimize.txt'), ‘proguard-rules.pro’

}
i

1-13  1& Gradle I¢ &
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%1% EAAFAFRERE 15

TEBHERE, R IFERIEIT App, fEE app-debug.apk XI5, FTHF lib SCfFk€, &
ATTRT BUE B A% € ABL AR BUARRS ST R ) w44 R A T 724k, 1] 1-14 B

- b - o x
File Edit View Go Help
€& 9> M A « easysol app build outputs apk debug lib £

Places
B Computer -
- root
I Desktop

' Trash

8 Documents

8 Music

i Pictures

8 Videos

8 Downloads.
Devices

E File System
Network

U Browse Network

armeabi-v7a

K 1-14 armeabi-v7a

BE RS FEER) ABI #1075 2 H 2 Objection. 1556, %35 Wallbreaker #fifF, JFi5l Objection:

root@VXIDrOysue:~/Desktop # git clone git clone https://github.com/hluwa/
Wallbreaker.git

root@VXIDrOysue:~/Desktop# objection -g com.android.settings explore

com.android.settings on (google: 8.1.0) [usb] # plugin load /root/Desktop/Wallbreaker
Loaded plugin: wallbreaker
com.android.settings on (google: 8.1.0) [usb] # plugin wallbreaker classdump

android.os.Build

PAT b4 e, Zun o th RS EEN ABLIEEH, @& 1-15 P,

static Stringl[] s =» armeabi-v7a,armeabi
static Stringl[] i => armé4-v8a
static Stringl[] s => armb4-v8a,armeabi-v7a,armeabi

K 1-15  REEER ABL N

BTk, #4 arm64-v8a VSN2 Gradle ML & SCIFK) NDK H1, 1217 App, XBILSELL 64 frigqT
(R 92401 RG AR 64 ALED .
P A 31 Objection:

root@VXIDrOysue:~/Desktop # objection -g com.roysue.easysol explore

com.roysue.easysol on (google: 8.1.0) [usb] # frida
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Process Architecture arm64

Process Platform linux
Debugger Attached False
Script Runtime QJs

Script Filename /scriptl.js
Frida Heap Size 7.5 MiB

M Process Architecture I A LLE BIHEFEZEM AL 64 7. BEAh, FRATHE AT LUE App 55 223 il
32 fii. E1E App, FFEHTE L app-debug.apk SCAF, FTEAUKIL lib A PIANSER, WK 1-16 Fis.

i H] ADB 3 %2 345 2 4214«

root@VXIDrOysue:~/../build/outputs/apk/debug # adb install -r -t --abi armeabi-v7a
app-debug.apk

Performing Streamed Install Success

SRJ5 Fl Objection A F . 1R Objection 4, NIA )4 Python 1 Frida A PR 251, 4N
1-17 fizn, AP LLE 3 Process Architecture 28 % T 32 £ 1o

’j( (] ) - [~/Desktop]

objection -g com.roysue.easysol explore
Using USB device 'LGE Nexus 5X°

Agent injected and responds ok!

Runtime Mobile Exploration
by: @leonjza from @sensepost

[tab] for command suggestions

com.roysue.easysol on (google: 8.1.8) [usb] # frida
( 2 ) - [~/../outputs/apk/debug/lib] | | ---rrcireemmseeies mmeseioooos
,j tree Frida Version 12.8.0
Process Architecture arm
Process Platform linux
iiﬁeffgaat. lib Debugger Attached False
LbRakELy.es Ldb,. 5o Script Runtime DUK
ﬁifea?l'V7§ i Script Filename /scriptl.js
libnative-lib.so Frida Heap Size 12.1 MiB
2 directories, 2 files com.roysue.easysol on (google: 8.1.8) [usb] # [l
& 2 S, AN
Bl 1-16  tree A1 PN 4EH 1-17 S 22 R 32 1504

156 Hft T &

ZUb, BAVEATER TIEAMES TAE. 535t BEFIEEHAE L/ H W TR AR/ TA,
SR T H AT BEAN S BN AR AR M, (H— B4 7B TR, AP H 8 AR w] DL v
Wb AR 5 OB TR

B, HEFEAEA htop IXFMBEM top T H. htop 7 DAZIASHIEE L AIVERRA. & H BHEELZ 1)
BERE, & 1-18 P . IX— mifES ¥ Android RSN AEHF AT, HIRATHAT make 42 )5, ATELA
MR AT LR LR BN AF Mem SRR )5, JTUR1R & Swp HIBERES . Uptime 7R R HIIZATIN A,



%1% EAAFAFRERE 17

Load average F5 F34 18, LLANFRATII R G0 — NI CPU, 76 P-4 47 3 MO B 4 B0 I 3 Gk 7. m
5% htop HHABAREZAR, 1503 AT LAZE R 9%
FHH, EBEHERE KN ERE RFEME MR TR jnettop. 1E22ZEAE A (LLin Frida)
(PR, jnettop TTLASZET BB HL P2 E . HASE AOSP Fiiid R, (AT LAWEEH)
T [ A R 25 S AT RO T B SRR . R 2 A, EEIMELI TR TR 43, |
ﬂuj&ﬂiﬁﬁﬂﬁﬁﬁ IP 2545 K jnettop ST 1-19 iz, A AT LA 2 L 513 HLIE B2 (0 P2 1P
i WIS AV GuISNEE S =Y S

root@VXIDrOysue: ~/Courseflessonl -0
File Actions Edit View Help
root@VXIDrOy..urseflessonl
1 [ 0.5%] Tasks: 62, 109 thr; 1 running
2 [ 1.0%] Load average: 0.17 0.13 9.10
3 [ 0.0%] Uptime: 10:57:09
4 [l 0.5%]
u-t L A AR AR AR AR RN bz =7 946]
K/2.006]
5263 root 20 0 5432 3820 2928 [B B H .a Itu
° 1. N 143
0 6 1. :13.70 /i 10 -seat seat® -auth /var/run/lightdm/root/:@ -nolisten tcp vt7 -novtsw
[] 0. 96 adb -L tcp:5037 fork-server server —reply-fd 4
° 0. .09 adb -L tcp:5037 fork-server server —reply-fd 4
° L] .49 /usr/lib/xorg/Xorg :0 -seat seat® -auth /var/run/lightdm/root/:@ -nolisten tcp vt7 -novtsw
o ° .29 /sbin/init splash
© 33776 9516 8376 L} .99 Iubhynullmt-!-jum‘ld
0 146M 48 [} .00 k-fuse k- fi -0 rw, P block dufaull_por‘isshns all
@ 146M 300 48 [ .00 vmware- v-bla:k-fust /run/vnlecl-fuso -a ™ block,default,
@ 146M 300 48 S @ .00 vmware-vmblock-fuse /run/ vmblock, default ="
0 21240 5972 3844 [ 0.3 .37 /Hh/systuﬁ/syst—d-wm
® 8112 5520 1720 [J 0.3 0:04.72 / -w 1024
@ 158M 7736 6572 [ 0.4 0:01.31 /usr/bin/mwlsd
® 158M 7736 6572 0. 0.4 0:00.00 /usr/bin/vmtoolsd
® 158M 7736 6572 (] 0.4 0:36.48 /usr/bin/vmtoolsd
© 305M 10480 8996 0. 0.5 0:00.00 /usr/sbin/ModemManager —filter-policy=strict
© 305M 10480 8996 0. 0.5 0:00.00 /usr/sbin/ModemManager —filter-policysstrict
@ 305M 10480 8996 [ 0.5 0:00.09 /usr/sbin/ModemManager —filter-policysstrict
@ 6504 2860 2588 [ 0.1 0:00.08 Iusrlsbinlcm -
® 7796 4968 3820 0.0 0.2 0:00.93 /i Y —nofork —nopidfile ystemd:
@ 322M 19104 16692 ° 0.9 0:00.58 /u: g di
@ 322M 19104 16692 S O 0.9 0:00.03 /usr/snin/llemrkhuger —-nn‘daelon
543 root 20 0 322M 19104 16692 S 0.0 0.9 0:00.96 /
562 root 20 0 218M 4752 3248 S 0.9 0.2 0:00.05 Insr/sbin/rx slogd -n -iNONE
T e B .
1-18  htop F[Hi
root@VXIDrOysue: ~/Desktop -0
File Actions Edit View Help
root@VXIDrOys...id [ =
run  9:00:18 device eth® pkt[f]lilter: mone
[c]-tfilur on hlp:-byl-h l\]eal aggr: -— [r]emote aggr: mone
[aluit [hlelp [s]: [.] [0]-[9] switch device

172.16.21.132 ¢ 172.16.21.2 54b/s  78b/s  132b/s
172.16.21.132 57754  UDP 172.16.21.2 53 162b  234b 396b
172.16.21.132 ¢+ 172.16.21.2 29b/s  42b/s  T1b/s
172.16.21.132 50278  UDP 172.16.21.2 53 88b  127b 215b
172.16.21.132 + 172.16.21.2 28b/s  28b/s  56b/s
172.16.21.132 56885  UDP 172.16.21.2 53 86b 86b 172b
172.16.21.132 ¢ 172.16.21.2 28b/s  28b/s  S56b/s
172.16.21.132 49319  UDP 172.16.21.2 53 84b 84b 168b
172.16.21.132 ++ tsaddse6-in-fis.1e100.net 49b/s ob/s 49b/s
172.16.21.132 38596  TCP 172.217.160.110 443 148b b 148b
UNKNOWNVA +— UNKNOWNV4. 34b/s ob/s 34b/s
0.0.0.0 ® ARP 0.0.0.0 ° 102b b 102b
TOTAL 222b/s 176b/s  398b/s

678b  531b  1.17K

B 1-19  jnettop FH1H



18 Frida Android SO 3% & & N\ 52 #&

16 &K & /) &

ATEEENN T Android N % S BRI — LI AE AR &, B — B RA L 2
ARNE, (HEARBEADBREA . RIFIIGEE R T E 2 IR P R a], AT RS e >



Android SO 7S]

BEH 1 FHFE), BNERTEARGTERE., AT, KNEHNL
NDK #2569 5h A iK. XX %k ARIL %/ RC % TG %5 .

2.1 Android SO E A7 HIER

SO (Shared Object, =) RAlds v] LE ST I g3k HfL
i3, & Android L HIBhAEERZE, 20T Windows L[ DLL.
Android SDK Za it K1) SO XA LF LM, LUEFEA A 1) CPU 42
Mo —MNFEATE T fE SO SCAF, AR SB[ 734 TAE, i
T SO A, FF HIELA X SO ST EAT 23 A A il ¥ g

211 H—1 NDK iR

HelloJn

ndk-samples HERAE AR 2 GG, FATEEEH b A A HRL
hello-jni s j’]—ﬁﬁg ﬂéﬁ%—‘ T, éé]: B ﬁ[] 2-1 ﬁﬁzji\‘ o Hello from NIt Compiled with ABI arm64-v8a
£ hello-jni.c X, PATFAURE HE T RN

return (*env)->NewStringUTF (env, "Hello from JNI !
Compiled with ABI " ABI ".");

Horr, ABI 2 TiE . R AR E SRR, W EE
I H 1] build.gradle SCAFH A anE 2-2 Froas 4,

K| 2-1 hello.jni iZ4745 H
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o~ -

1+ 4% ABI?
#—# CPU

o), ABI 2 3L T 2 2 &9 CPU A 5E
TR A,

KR T B LA AT b R it

a9% AT 89

ZEM#R 2 LT —#F ABI (Application Binary Interface,
Z bk H A (e SO TAF) 894& XA,

B RAZ G — 4

A4

@ =

= hello-jni ~/Desktop/ndk-samples-main/hello-jni

» B .google

» B .gradle

> .idea

¥ b=app

> oo
build

» msrc

Project ~

% -gitignore
# build.gradle
& proguard-rules.pro

v b build
» B kotlin
» Bugradle
build.gradle

2 — £ README.md

&= hello-jni.c

Gradle files have changed since last project sync. A project sync may be

‘com.android.application
'kotlin-android’
'kotlin-android-extensions

apply plugin:
apply plugin:
apply plugin:
android {
compileSdkVersion 29
ndkVersion '21.2.6472646

defaultConfig {

applicationId 'com.example.hellojni

minSdkVersion 23
targetSdkVersion 29
versionCode 1
versionlame "1.0"
ndk {
abiFilters 'armeabi-v7a’
_ | ]
}

build.gradle (:app)

MER productFlavors H (1) arm64-v8a, {i§H armeabi-v7a, LAOhiEHE7E i

B 2-2 B35 hello-jni & 19 %%

36 productFlavors {
37 arm8 {
3 dimension 'cpuArch'

ndk {
0 = abiFilters 'armeabi-v7a'
41 }
2 }
3 x86_64 {
44 dimension 'cpuArch’
5 ndk {
abiFilters 'x86 64', 'x86'
47 }
48 }

2-3  {R¥ armeabi-v7a

, B 2-3 FiR

TE3 H 32~ e Syne Now, BB T 401 3217, 7T LAE 2N S 2R armeabi-v7a.
2.1.2 @7 NDK 32+

I IZAT hello<jni, LAY NDK FFRA T — MBI R. TR, HiE

C B IR > SO HFEARBN A7 il il 5%

B

S R

7 app/src/main/cpp B£1E FHTEE—N XAF roysue.c, £iihi cpp SCHFHIEFE New—C/CH++

Source File. FA1A A& #l| ndk-samples H [JFE /¥ hello-jni, FF7E IR 2 R TMEN, BoUE IR

R

#include <string.h>

#include <jni.h>
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/* This is a trivial JNI example where we use a native method
* to return a new VM String. See the corresponding Java source
* file located at:
*
* hello-jni/app/src/main/java/com/example/hellojni/Hellodni.java
2/
JNIEXPORT jstring JNICALL
Java com roysue easysol MainActivity stringFromJNI ( JNIEnv* env, jobject thiz )
{
#if defined( arm )
#if defined( ARM ARCH 7A )
#if defined(_ ARM NEON_ )
#if defined( ARM PCS VFP)
#define ABI "armeabi-v7a/NEON (hard-float)"
#else
#define ABI "armeabi-v7a/NEON"
#endif
#else
#if defined( ARM PCS VFP)
#define ABI "armeabi-v7a (hard-float)"
#else
#define ABI "armeabi-v7a"
#endif
#endif
#else
#define ABI "armeabi"
#endif
#elif defined( 1386 )
#define ABI "x86"
#elif defined( x86 64 )
#define ABI "x86 64"
#elif defined( mips64) /* mips64el-* toolchain defines mips  too */
#define ABI "mips64"
#elif defined( mips )
#define ABI "mips"
#elif defined( AArché64 )
#define ABI "arm64-v8a"
felse
#define ABI "unknown"

#endif

return (*env)->NewStringUTF (env, "Hello from JNI ! Compiled with ABI " ABI ".");
}

B, FATSAEARS XIR T E B AT, WlEl 2-4 FR.
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& activity_mainxml < ® MainActivity.java < & native-lib.cpp ~ A CMakeLists.txt @ build.gradle (:app) ~ £ roysue.c

This file is not part of the project. Please include it in the appropriate build file (build.gradle, CMakelLists.txt or Android.mk etc.) and sync the project. Sync Now

// Created by root on 4/19/21.
4
5 #include <string.h>

#include <jni.h>

/* This is a trivial JNI example where we use a native method
* to return a new WM String. See the corresponding Java source
* file located

*  hello-j

app/src/main/ java/ con/exanple/hel lojni/Hellodni. java

14 INIEXPORT jstring JNICALL
5 Java_con_roysue_easysol MainActivity stringFromINI{ INIEnv* env, jobject thiz )
i

K 2-4 Sync $#E7~

HRHEHE~, FTJF build.gradle, 7F externalNativeBuild 71 A] LA F 30 H 1 Fi CMake [1)4% 3% R4t
A H CMakeLists.txto KL, HJATHEAZ G, T2 EMA CMakeLists.txt H, 1504 1 5
GETCVER BB 2 (S0 F . $TIF CMakeLists.txt, K native-lib 4235 % ey roysue, F#f add library 1
] roysue.cpp BN roysue.c, AEHEA 75 B K native-lib.cpp SCA-AH$

[ 3] roysue.c, fEH/RH T Syne Now #EATREIL . BRItz 4h, &7 ZAE MainActivity 2L
TNEAEE N roysue, I 2-5 AR .

i activity_main.xml & MainActivity.java A CMakeLists.txt # build.gradle (:app) & roysue.c
1 package com.roysue.easysol;

import ...

B

public class MainActivity extends AppCompatActivity {

// Used to load the 'native-1lib' library on application startup.
static {

System.loadLibrary( libname: "roysud');
}

@override

2-5 BB
XA LLSATIH T
B2 TR, BATRK—AME R C 15 5 FE P R S IECFSRAN, IRLL info [f) H EALPRFT BN HL 45
%6, 1E roysue.c F1ELE Sk fF<android/log.h>, FERREAHAIN—B C IEHARRS U1 T

int i=1, sum=0;
while (i<=10) {
sum+=i;
i++;
~_android log print (ANDROID LOG INFO, "rOysue", "now sum is %d", sum);
}

TR, TUAZE A4 P SR FIZ R, 1 2-6 IR
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Logcat
O LGE Nexus 5X Android 8.1.0, AP = | | com.roysue.easysol (9258) ~| Verbose ~| Q-
= logeat
ZUZ1-U4-Z1 U3I4Z21/23.847 Y£36-9438/COM. roysue.edasysol 1/ZygoLeos: dlL VOl0 anarolg.app.AcLLviLyInreaa.malnyjava. Lang.scry
2021-84-21 ©03:42:25.847 9258-9258/com. roysue.easysol I/zygote64: at void com.andreid.internal.os.RuntimeInit$MethodAndA
2021-04-21 ©3:42:25.847 9258-9258/com. roysue.easysol I/zygote64: at void com.android.internal.os.ZygoteInit.main(java.
2021-84-21 03:42:25.913 9258-9258/com. roysue.easysol I/rOysue: now sum is 1
2021-84-21 03:42:25.913 9258-9258/com. roysue.easysol I/rOysue: now sum is 3
2021-84-21 ©3:42:25.913 9258-9258/com. roysue.easysol I/r@ysue: now sum is 6
2021-04-21 ©3:42:25.913 9258-9258/com. roysue.easysol I/r@ysue: now sum is 10
2021-84-21 03:42:25.913 9258-9258/com. roysue.easysol I/rOysue: now sum is 15
2021-84-21 ©03:42:25.913 9258-9258/com. roysue.easysol I/rOysue: now sum is 21
2021-84-21 ©3:42:25.913 9258-9258/com. roysue.easysol I/r@ysue: now sum is 28
2021-84-21 03:42:25.913 9258-9258/com. roysue.easysol I/rOysue: now sum is 36
2021-84-21 03:42:25.913 9258-9258/com. roysue.easysol I/rOysue: now sum is 45
2021-84-21 ©03:42:25.913 9258-9258/com. roysue.easysol I/rOysue: now sum is 55
2021-84-21 ©3:42:25.954 9258-9298/com. roysue.easysol D/OpenGLRenderer: HWUI GL Pipeline
2021-84-21 03:42:26.015 9258-9298/com. roysue.easysol I/Adreno: QUALCOMM build : 8e59954, Ifbe83d0d26
Build Date : 09/22/17

K 2-6  LLinfo i) H EARITED SR ANGE SR

EER o Ay e > m

o

Xt FAE A Android Studio YHTN HIH BAANIRE, Mtk 6 (Z WAL BHESCHE) 1) Android BT
SO T ELE B .

XH, FATLL roysue.c AFIBEAT IR .

56, £ sumt=1;" —A7 A0 bW A B AR T a6 K, AR B BT AU S #E N Debugger,
AT LA 46 1 (Debug) 1 o YR 3 ZEA8 ) 161 2-7 HHHE HA R AT 4 N2, S B4 IR - Step Overs
Step Into. Force Step Into. Step Out, #& 2-7 Fi7R.

Debug: app - ~app-java_-
& Debugger HiConsole = |2 £ * t % |H =

|p Frames Variables EX LLDB  Memory View
11 | + Thread-1-[.roysue.easysol] v 1 4+ > =env={NIEnv*|0x778f6cb1c0} 0x000000778f6cb1cO
Java_com_roysue_easysol_MainActivity_stringFromJNI roysue.c:52 —ig thiz(: (}jobjec(SOxﬂdS]OSlSz;) 0x0000007fd5105154
Bi={int)1

1@ <unknown> 0x0000007779520550 =
B art::ArtMethod::Invoke(art::Thread*, unsigned int*, unsigned int, art::JVi +
Mart:interpreter::ArtinterpreterToCompiledCodeBridge(art: Thread*, art iz
1B bool art:iinterpreter::DoCall<false, false>(art:ArtMethod*, art::Thread*, =
1@ bool art:tinterpreter:Dolnvoke <(art:InvokeType)2, false, false>{art::Thre
O art::JValue art:interpreter::ExecuteSwitchimpl<false, false>(art:Thread
M artinterpreter::Execute(art::Thread*, art::DexFile::Codeltem const*, art
1D artzinterpreter::ArtinterpreterTolnterpreterBridge(art:Thread*, art::De
@ bool art::interpreter:DoCall<false, false>(art:ArtMethod*, art::Thread*,
IO bool artisinterpreteri:Dolnvoke <(art:InvokeType)2, false, false>(art::Thre

i sum = {int) 0

@
%
e

>

I 2-7 Debug 1 5 Mzdll G RRT 4 4>

® Step Over: WHERBFHT 4T, WRTATRFTERA, NWAHNTZE.

® Step Into: HI#EF| KA /T —4T, izu%T% FEA, M#HENFTF (XRTFEEX
ty 7 3% )

®  Force Step Into: RT# F| R F W T —4T, WRT—ATRFERA, MHNFTE (GBI
No BIERRTE)

® StepOut: HFE| LR HEZSNT—AT (BREHHE) .

T E R B AE IR 4 N HEADREAT I, WEEIE 2-7 4714 Variables X3 &R (1A B A
B, EXTERF T
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M 2-7 AT LB R, BT Variables /728 LASL, H — 32T LLDB, #EAJG A LAE
LLDB 247, fE@217H, N LLDB @4 ] LSLHUR Z 38 K Thee, thandTEpsa. Fhk.
Vi AR S, T8I X iy 4 1T DA 250 3 Bh 3 A TR0 NDK F2 7%

40, £ LLDB Hfr 24781\ dis (dissemble) $ATSICHIRE, A 2-8 .

Variables  EI LLDB  Memory View

(1ldb) script exec("if libstdcxx_printers_available: import printers")
(1ldb) script exec("if libstdcxx_printers_available: printers.register_libstdcxx_printers(None)")
(lldb) script exec("if lldb.debugger.GetCategory('libstdc++-v6').IsValid(): lldb.debugger.GetCategory('gnu-libstdc++")

(Lldb) dis

libroysue.so"Java_com_roysue_easysol_MainActivity stringFromJNI:
0x777935f63¢c <+0>: sub sp, sp, #0x30 ; =0x30
0x777935T640 <+4>: stp x20, x30, [sp, #0x20]
0x777935f644 <+8>: add x29, sp, #0x20 ; =Bx20

0x7779357648 <+12>: mov w8, #0x1
0x777935f64c <+16>: stur x8, [x29, #-0x8]
0x777935f650 <+20>: str x1, [sp, #0x10]
0x777935f654 <+24>: str w8, [sp, #0xc]
0x777935f658 <+28>: str wzr, [sp, #08x8]
0x777935f65¢c <+32>: ldr w8, [sp, #8xc]

0x777935f660 <+36>: cmp w8, #0xa ; =0xa
0x777935f664 <+40>: cset w8, gt
0x777935T668 <+44>: tbnz w8, #B8x0, 0x777935T6a8 ; <+108> at roysue.c:57

-> Bx777935f66c <+48>: ldr w8, [sp, #0xc]
0x777935f670 <+52>: ldr wd, [sp, #0x8]

K 2-8 LLDB &I %
2.1.3 XXHiF

B 2.1.2 W), BATEREA T # T WFTLE Android Studio i —/~ NDK /7. SRIM7ES%
BRI, I —A Cif SRS O A (1 NDK LAE R ? H: Rk, A @ s — A
TR A — L (i SR 5 X 6

LLMDs 5%k GER-MZE D) J9fil, MDS RiHFNL % 2808 2 #—FhEl s, H
DR BN B R e IR, TS TSNS, B, £ GitHub B3 —A> C 155 5L
MD5 §iik, il FIA .

root@VXIDrOysue:~/Desktop # mkdir 20210110
root@VXIDrOysue:~/Desktop # cd 20210110

root@VXIDrOysue:~/Desktop/20210110 # git clone https://github.com/pod32g/
MD5.git

M VS Code 77T md5.c, ATLAE “Pfe” R C/CHHEFIFEAT 24, DIMERS mELI.
CRIRIE IR, AT Curl B, Al bR BB A] AR RSB SR IFIZAT mdS.c:

root@VXIDrOysue:~/Desktop/20210110/md5 # gcc -o md5 md5.c

root@VXIDrOysue:~/Desktop/20210110/md5 # 1s
md5 md5.c README.md



% 2% Android SO # & AN 25

root@VXIDrOysue:~/Desktop/20210110/md5 # ./md5 rOysue
8e2b0b38£f557578£578ef21b33e4df0d

TRV 1] Ik 7 (S WG BUE SO, K S RAE CyberChef Wt b5 bRk S5 SR HEAT EXS
RO, FAF, BRI PR RER MDS SRS

B i PE 5 ) MDS AJHRAT SCAF A%

root@VXIDrOysue:~/Desktop/20210110/md5 # file md5

md5: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV), dynamically linked,
interpreter /1ib64/1d-linux-x86-64.s0.2,

BuildID[shal]=14a627a2ddebaa8f4b86b02bb9b259922ed34255, for GNU/Linux 3.2.0, not stripped

WARBATEAC R F R THL L, e ? BT PSS EONUIR S S AR, HIL
L&) NDK S it i) T EEEXT BTN C i 5 AR HEAT i, RDEEAT 28 XU 1% o 50T 58 U I IR AR
ARE, WZHERIE S (S W RIE ) ST,

N, FATEL mdS.c S PIEAT A SG BE R -

B, A ndk H, BEERHTRAR

root@VXIDrOysue:~/Desktop/20210110/md5 # cd ~/Android/Sdk/ndk

root@VXIDrOysue:~/Android/Sdk/ndk # 1s
21.1.6352462 21.2.6472646 23.0.71234438

root@VXIDrOysue:~/Android/Sdk/ndk # cd 23.0.7123448
root@VXIDrOysue:~/Android/Sdk/ndk/23.0.7123448 # cd toolchains
root@VXIDrOysue:~/Android/Sdk/ndk/23.0.7123448/toolchains # cd llvm
root@VXIDrOysue:~/Android/Sdk/ndk/23.0.7123448/toolchains/1lvm # cd prebuilt

root@VXIDrOysue:~/Android/Sdk/ndk/23.0.7123448/toolchains/1llvm/prebuilt # cd
linux-x86 64

root@VXIDrOysue:~/Android/Sdk/ndk/23.0.7123448/toolchains/1lvm/prebuilt/linux-x86
64 # cd bin

root@VXIDrOysue:~/Android/Sdk/ndk/23.0.7123448/toolchains/1lvm/prebuilt/linux-x86
64/bin # pwd

/root/Android/Sdk/ndk/23.0.7123448/toolchains/11lvm/prebuilt/linux-x86 64/bin
S pwd IR 45, [813) VS Code, FJHF 24 Terminal, HATLA T4

root@VXIDrOysue:~/Desktop/20210110/md5 #
/root/Android/Sdk/ndk/23.0.7123448/toolchains/1llvm/prebuilt/linux-x86 64/bin/clang
-target AArché64-linux-android2l md5.c
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root@VXIDrOysue:~/Desktop/20210110/md5 # 1s
a.out md5 md5.c README.md

root@VXIDrOysue:~/Desktop/20210110/md5 # file a.out
a.out: ELF 64-bit LSB pie executable, ARM AArch64, version 1 (SYSV), dynamically linked,

interpreter /system/bin/linker64, not stripped
ATAER], AR a.out LA NAE ARM B4R CPU _RIg T miAE ). # Tk, # a.out 3T
PEHEE 2 FHL L

root@VXIDrOysue:~/Desktop/20210110/md5 # adb push a.out /data/local/tmp
a.out: 1 file pushed, 0 skipped. 0.3 MB/s (8304 bytes in 0.029s)

FEFHLHEE aout SKMF, I EAUR:

root@VXIDrOysue:~# adb shell

bullhead:/ $ su

bullhead:/ # cd /data/local/tmp
bullhead:/data/local/tmp # chmod 777 a.out
bullhead:/data/local/tmp # ./a.out rOysue
8e2pb0b38£557578£578ef21b33e4df0d

PA_E 2 58 X g PR BT E BB AT AR . T LK Z BTS20 clang AN zsh HRERAZ,
TR AGE Y F i 5 7 5 — 28

root@VXIDrOysue:~ # nano ~/.zshrc

FEAT ISR RN

export PATH="/root/Android/Sdk/ndk/23.0.7123448/toolchains/llvm/prebuilt/
linux-x86 64/bin:$SPATH"

Crals

root@VXIDrOysue:~ # clang --version
Debian clang version 11.0.1-2
Target: x86 64-pc-linux-gnu

Thread model: posix

InstalledDir: /usr/bin

FEEB B A T R ) TR .

HSEAE roysue.c RN mdS.c HSKSCHE, FREEER main RECZ AR IR LS E ] 2 roysue.c H1.

¥ I8 5 mdS.c (51758 %, {F Java_com roysue easysol MainActivity stringFromJNI FH 7L
RIS SEIL MDS FUEIFEH A (log) HHTERHH AR

char* msg = "rOysue";

size t len = strlen(msg);

uint8 t result[l6];
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char* r = (char*)malloc(16);

memset (r, 0x00, sizeof (char) *16);

char* final = (char*)malloc(16);
memset (final, 0x00, sizeof (char) *16);

md5 ((uint8 t*)msg, len, result);

for (int 1 = 0; i < 16; i++) {
sprintf (r, "%2.2x", result[i]);
~_android log print (ANDROID LOG INFO, "rOysue", "Hi,now i is %s", r);
sprintf (final, "%s%s", final, r);

}

jstring jresult = (*env)->NewStringUTF (env, final);

return jresult;

40’5 MDS5 FIEPARIDET, 75 B ROk 45 RAE v — AN 58 B 45 £ R [RD 25 m v oo, A
eI BRI IBZ AN o bk, EELEE C B S Mg S e, B, P memset() 5 iE AT
5 R U TE 2 ) TR AE .

& C e B S build.gradle, 7 NDK H HLREE 32 A7) ABI, Bl armeabi-v7a, #RJ5i247RIA],

2.2 LLDB #i7#&gi (=74) Android SO

LLDB % =75 App " UMEH L RS kL —:
® App A THIA (Debug) # K. APK & ## debuggable==true (& Z EH 4T H,, H#H

Xposed/Frida % Hook) .
® FHlZ AOSP £ 4, #HiFk userdebug X (N5X. Sailfish) .

BM LR G R, EEEIX B gk, R AR Aoy vkmT DO AL BT A 1
App.

Xt F LLDB i LB A a2 Wbk 9 FIRHE 10 R Scs (S P EIE ) .

76 2.1 Fip, FAEH T Android Studio 1 H 77 LLDB k. K A2 E K, 1ldb-server
29 3 3hEi% (push) FFHl/data/local/tmp H 3, Android Studio A% &id %k Wk 2-9 Fis.
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Debugger BDConsole = 2 & £ Tt « B 2 =

©5/64 19:28:17: Launching 'app' on LGE Nexus 5X.

App restart successful without requiring a re-install.

$ adb shell am start -n “com.roysue.easysol/con.roysue.easysol.MainActivity" -a android.intent.action.MAIN -c android.intent.category.LAUNCHER -D

Waiting for application to come online: com.roysue.easysol | com.roysue.easysol.test

Waiting for application to come online: com.roysue.easysol | com.roysue.easysol.test

Connected to process 10593 on device 'lge-nexus 5x-88d7d2df3758b2f9".

Connecting to com. roysue.easysol

Capturing and displaying logcat messages from application. This behavior can be disabled in the “Logcat output® section of the “Debugger* settings page.

W/ActivityThread: Application com.roysue.easysol is waiting for the debugger on port 8166...

1/System.out: Sending WAIT chunk

Now Launching Native Debug Session

$ adb shell cat /data/local/tmp/lldb-server | run-as com.roysue.easysol sh -c ‘cat > /data/data/com.roysue.easysol/lldb/bin/1ldb-server & chmod 760 /data/data/com.roysue.e:
$ adb shell cat /data/local/tmp/start 1ldb_server.sh | run-as com.roysue.easysol sh -c 'cat > /data/data/com.roysue.easysol/1ldb/bin/start 11db_server.sh & chmod 760 /data,
Starting LLDB server: /data/data/com.roysue.easysol/lldb/bin/start 1ldb_server.sh /data/data/com.roysue.easysol/1ldb unix-abstract /com.roysue.easysol-8 platform-1620127760!
Debugger attached to process 18593

- Ul

2-9  ADB push lldb-server

WMREA IR, WeliES LR &% EE lldb-server FIAL B -

root@VXIDrOysue:~ # cd ~/Android/Sdk/ndk
root@VXIDrOysue:~/Android/Sdk/ndk # cd 23.0.7123448

root@VXIDrOysue:~/Android/Sdk/ndk/23.0.7123448 # tree -NCfhl | grep -i lldb-server
I N

[ 28M] ./toolchains/llvm/prebuilt/linux-x86 64/1ib64/clang/11.0.5/1ib/linux/AArch64/11

db-server
I [ e

[ 25M] ./toolchains/llvm/prebuilt/linux-x86 64/1ib64/clang/11.0.5/1ib/linux/arm/11ldb-s

erver
| =

[ 26M] ./toolchains/llvm/prebuilt/linux-x86 64/1ib64/clang/11.0.5/1ib/1linux/i386/11db-

server
| I —

[ 29M] ./toolchains/llvm/prebuilt/linux-x86 64/1ib64/clang/11.0.5/1ib/linux/x86 64/11d

b-server

FATHE 64 LLAIAT 32 ALY 1ldb-server & il H K-

root@VXIDrOysue:~/Android/Sdk/ndk/23.0.7123448 # cp
toolchains/llvm/prebuilt/linux-x86 64/1ib64/clang/11.0.5/1ib/linux/AArch64/11ldb-server
~/Desktop/20210110/1s64

root@VXIDrOysue:~/Android/Sdk/ndk/23.0.7123448 # cp
toolchains/llvm/prebuilt/linux-x86 64/1ib64/clang/11.0.5/1ib/linux/arm/lldb-server
~/Desktop/20210110/1s

64 frF1 32 A7ff) lldb-server FEARIBAIN, T WTiksE, FTESGHEMLE. ¥ 1s 5 1s64
F ADB #£i% (push) Fll/data/local/tmp H 3 T

root@VXIDrOysue:~ # cd Desktop/20210110

root@VXIDrOysue:~ # 1ls
ls 1s64 MD5



% 2% Android SO # & AN 29

root@VXIDrOysue:~ # adb push ls* /data/local/tmp

1s: 1 file pushed, 0 skipped. 12.5 MB/s (26343620 bytes in 2.018s)
1s64: 1 file pushed, O skipped. 14.4 MB/s (28965712 bytes in 1.924s)
2 files pushed, 0 skipped. 13.0 MB/s (55309332 bytes in 4.062s)

FENTHLE FL 1s 1 1s64 BINBLR, SRJ5 55 1s64:

bullhead:/data/local/tmp # 1ls
bullhead:/data/local/tmp # chmod 777 * 1ls*
bullhead:/data/local/tmp #

A 1ldb fir & 7EMR L :

./1s64 platform --listen "0.0.0.0:10086" --server

root@VXIDrOysue:~/Android/Sdk/ndk/23.0.7123448 # tree -NCfhl

| grep -i 11ldb
— [ 91] ./ndk-11db

| | | F— [229K] ./toolchains/llvm/prebuilt/linux-x86 64/bin/11db
I N

[126K] ./toolchains/llvm/prebuilt/linux-x86 64/bin/lldb-argdumper
| | F— [ 981 ./toolchains/llvm/prebuilt/linux-x86 64/bin/11db.sh

root@VXIDrOysue:~/Android/Sdk/ndk/23.0.7123448 # cd

root@VXIDrOysue:~ # 11db
(11db) platform select remote-android

Platform: remote-android

Connected: no

(11db) platform connect connect://00d7d2df3758b2£9:10086
Platform: remote-android

Triple: AArch64-unknown-linux-android
OS Version: 27 (3.10.73-g89fd15db9%9%aa)
Hostname: localhost

Connected: yes
WorkingDir: /data/local/tmp

Kernel: #1 SMP PREEMPT Thu Oct 11 19:31:31 UTC 2018
(11db)

H#EN platform {f ] connect HE#ERT, WIERFHUEAEH USB &, WELE connect:// 5 i adb
devices BRI AR WS RAE A M IERR, WFHEEHANFHL P Hillk.

SR, MR TR EHAT DR

A easyso HFE S :

bullhead:/ # ps -e |grep easy

ul0_alo2 16289 569 4310276 63632 SyS epoll wait 78120c83f8 S com.roysue.easysol

[0 %] LLDB, attach easyso HEFE:

(11db) attach -p 16289
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Process 16289 stopped

A A2

(11db) thread list

BA ZHTHAT 1 BR 2L

(11db) dis
libc.so”  epoll pwait:

KT A BRI NG, AT RS =1 R IT UM
2.3 Capstone/Keystone/Unicorn (&) C4m=s

HEZHENES, BRMOTMHEBMER LLVM o DU — 2 L% 5 RIL %% . A3 4
Capstone/Keystone (J) JLZ%s.
TG, FRATI B[R] i — e LA

o 4 (REF): HWHFEDEHANBLDHNIE, HIFHNITEFNE LLVM.
® L4 (R4F): WM B ILRIES NG HEE, FHE LLVM # LLDB #
R 25 1 Disassembler 7, 24wy B AL B0 R I 40 ok B A 7 AR N 45 4.

T4 5 RO & BB ) e

BAIATLLH Capstone. Keystone Fl Unicorn SELFIFERFIRCR . A4 X T HIR? KN
LLVM T HBEE AR IEARIRITE, JEHIE HIRATXS SO SCA2EAT H & XAB e 1y i) o

PR KR, FATKXT Capstone. Keystone PL & Unicorn BEAT I B AN 24 X 3 3K L E A& H F—4
FINTF &), Horh, e kAN /& Capstone, 1] Unicorn ¥ & A TRFEIVE . BT &R T
—AN SO LA, FRATAT LATEAS F 038 S sSe BT 1 00 F B8 1T B R R £ .

Capstone Fll Keystone ST LLVM. LLVM T H & —/AMEidefb . ml 8 B 14 B4 f1 1T H
HHARE S, B, LLVM BEAmE R C 18 5 A4 b PR AS LLVM IR, A58 5
Ui A4 o [A] AR 4 6 B %5 S 6 BINLE RS, AT AT BLZEAS R I) H ARHLAS Fi847. LLVM 288t
2-10 fi7R.

Clang C/C++/ObjC LLVM
C ngroniend X86 Backend | X86
LLVM LLVM
Fortran —»{livm-gcc Frontend Optimizer PowerPC Backend | = PowerPC
LLVM
Haskell =] GHC Frontend — ARM
LLVM IR LLVM IR ARM Backend

2-10 LLVM fy2eHy
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S g e Capstone A& —/MEHER BT A LLVM B8, v LUK 4R 2 19 SO SO i — kil 4
PEFE I g 4 JER A1 45 W o AHXS N A2V 2 2% Keystone, RJ DB — N EK—2H 8 4 % 4 i — 30k 1 $i s
PiR A CIEE 8

Keystone fHLL T LLVM, ZIEFHHEREMFIHE . — T Keystone § T.H Keypatch,
PEF B 2-11 P, mT DU I 5 N385 215 20AH B HL 365 .

Keypatch plugin for IDA

@ Open source IDA plugin https://keystone-engine.org/keypatch
@ Tool for assembling & patching in IDA
@ Co-developed with Thanh Nguyen (VNSecurity.net)

e e W KEYPATCH:: Patcher

Syrtas el .

Ascress St 15000

Ovginal loa reh. mutex
LEncode 48 8D 30 BE 1F 30 00
L Sue

Assomtty  [ioa o musen |
L Faup loa rdh. (0317820
LEncode 48 80 30 8E 1F 30 00 B
- Sz 7
€2 Pacang extva bytes wan NOPs

K 2-11 Keypatch T E o #e4E S

AT LU Keypatch SRHEATRESmS, EIFTIF SO A IFEEBSUL I I EdE. 5
Capstone Al Keystone AN [F], Unicorn s& &1 ¥ #HEF BT 1) QEMU. QEMU 4 £ & — A 58 B (WAL 4045
Android Studio [ 47 (¥4I #5 41 /2 55 T- QEMU SEBLAY - Unicorn /2 —M: T QEMU [¥) CPU KLt 2%,
W ULEREATHL A 20 et Z A 22 57 AERCEEd T, JRATTAT g R /& ERLACHS 34T,
M ANTE BN ESEH) CPU SRPUTIRLEERAE . Flan, FRATT 4w AT A3 A REAUMLZ x86 A4,
Kl 2-12 fias, AT DLZE R AR Unicorn 3247 ARM BRI — gk i SO A

.............. root@kali
...... ' 1x0. 05: Kali GNU/Linux Rolling x86_64
..... L X Host: VMware Virtual Platform None
RIS & Kernel: 5.10.0-kali3-amd64
0Xxoc:,. ... Uptime: 7 hours, 8 mins
,ONkc; , ;cokOdc',. Packages: 2226 (dpkg)
OMo '1dde. Shell: zsh 5.8
dMc :00; Resolution: 1668x888
oM. .10, DE: Xfce 4.16
;Wd WM: Xfwmd
i X0, WM Theme: Kali-Dark
,deodlc;, .. Theme: Kali-Dark [GTK2/3]
.. ',;1cd00d::, . Icons: Flat-Remix-Blue-Dark [GTK2/3]
cady Lt Terminal: gterminal
d, .° Terminal Font: Bitstream Vera Sans Mono 12|
H . CPU: Intel i5-6200U (4) @ 2.400GHz
.0 GPU: 00:0f.0 VMware SVGA II Adapter
c Memory: 2651MiB / 7953MiB

m HEEE

K& 2-12  {#i[H neofetch &5FE R4 1= B
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2.4 Frida s17%51EiK Android Native 284

AATEA AR T H Dwarf, 523582 T ERIAT,
Dwarf j& —M3& T Frida 7R AR AS, ©F Capstone. Keystone Fl Unicorn 22| H L HIHE
Herb . fEfEH Dwarf W28 /T, 752565 30 frida-server:

bullhead:/data/local/tmp # ./frida-server-12.8.0-android-arm64

%% Dwarf:

root@VXIDrOysue:~ # cd Desktop/20210110

root@VXIDrOysue:~/Desktop/20210110 # git clone https://github.com/iGio90/Dwarf
root@VXIDrOysue:~/Desktop/20210110 # cd Dwarf

root@VXIDrOysue:~/Desktop/20210110/Dwarf # pip3 install -r requirements.txt

root@VXIDrOysue:~/Desktop/20210110/Dwarf # python3 dwarf.py

AJfi b, Dwarf i T Frida WriiThag, SAJ51EH Capstone ¥ M HT I8 31T 4wk, HH
Keystone I FE 21 N 25 5 N N AT X35
AT AT L E £ F Frida 1) Capstone 512, K Ai1Z5| % 024N B Frida .

2.5 Frida Instruction 217 & C 4

Frida [¥] Instruction #E ¥t /2 I8 E 2 A Capstone SEHLXS H bx A7 HUkE 5 4 AT . A 15K 08
7~ Frida Instruction AR [#) F 25

B9, EFHLLIELT 12.8.0 AR frida-server, FFU)# BAHX R ) Python 3£3% 3.8.0. A5,
f£~/Desktop/20210110 H 3 FHr & X F instruction.js. f# ] Instruction L}, W LLEIT Objection
WBEEAE K Mt

root@VXIDrOysue:~ # objection -g com.roysue.easysol explore
com.roysue.easysol on (google: 8.1.0) [usb] # memory list modules
com.roysue.easysol on (google: 8.1.0) [usb] # memory list exports libroysue.so

libroysue.so Tt [¥115 B W1E 2-13 Fiow.
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com.roysue.easysol on (google: 8.1.8) [usb] # memory list exports libroysue.so

Save the output by adding "--json exports.json™ to this command

Type Name Address

variable r 0x7776beb580
function to_bytes 0x7776beab0c
variable k 0x7776bebd80
function to_int32 0x7776beab5c
function md5 0x7776beabad

function Java_com_roysue_easysol_MainActivity stringFrom]JNI ©0x7776beb064
com.roysue.easysol on (google: 8.1.0) [ush] #

K 2-13  libroysue.so 5 H 5 &

A stringFromINI Bf A5 9 5 1 T ALRS

setImmediate (function () {
var stringFromJniaddr =
Module. findExportByName ("libroysue.so","Java com roysue easysol MainActivity stringFrom
JNI")
var ins = Instruction.parse(stringFromJniaddr) ;
console.log("ins =>", ins.toString())

3
RAFIFEAT, ATAEBIFTHI AR

root@VXIDrOysue:~/Desktop/20210110 # frida -UF -1 instruction.js

ins => sub sp, sp, #0x130
[LGE Nexus 5X::easysol]->

BERERF, 1TED 10 K164

function dis (address, number) {

for(var i = 0; 1 < number; i++) {
var ins = Instruction.parse (address);
console.log("address:" + address + "--dis:"™ + ins.toString());
address = ins.next;

setImmediate (function () {
var stringFromJniaddr = Module.findExportByName ("libroysue.so","Java com roysue
easysol MainActivity stringFromJNI")
dis (stringFromJdniaddr, 10);
1)

ITERSE R 2-14 fioR s
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PROBLEMS OUTPUT DEBUGCONSOLE  TERMINAL

ins=> str x28, [sp, #06x110]

ins=> str x28, [sp, #0x110]

ins=> str x28, [sp, #0x110]

ins=> str x28, [sp, #0x110]

ins=> str x28, [sp, #0x110]

ins=> str x28, [sp, #0x110] l

ins=> str x28, [sp, #06x110]

ins=> str x28, [sp, #06x110]

ins=> str x28, [sp, #0x110]
address:0x7¢82d2d064- -dis:sub sp, sp, #0x130
address:0x7c82d2d068- -dis:str x28, [sp, #6x110]
address:0x7c82d2de6¢c- -dis:stp x29, x30, [sp, #0x120]
address:0x7¢c82d2d070--dis:add x29, sp, #0x120
address:0x7¢82d2de74--dis:mrs x8, tpidr_ele
address:0x7c82d2d078- -dis: ldr x8, [x8, #0x28]
address:0x7¢82d2d07c- -dis:stur x8, [x29, #-0x18]
address:0x7¢82d2de80- -dis:str x0, [sp, #6x70]
address:0x7¢82d2d084--dis:str x1, [sp, #0x68]
:ddress:exkszdzdsaa--dis:mv w9, wzr

K 2-14 FTENSEE
2515 LLDB RS RAHR, Wi 2-15 Fios.

Variables B2 LLDB  Memory View

(11db) script exec(~if 11db.debugger.GetCategory('libstdc++-v6') . Isvalid(): 11db.debuggy
(Lldb) dis
libroysue.so’ Java_com_roysue easysol MainActivity stringFromJNI:
0x7¢82b35064 <+0>: sub sp, sp, #6x130 ; =0x130
0x7cB82b35068 <+4>: str x28, [sp, #0x110]
OX7cB2b3506¢C <+8>: stp x29, x30, [sp, #0x120]
0x7c82b35070 <+12>: add x29, sp, #0x120 H TOXIZO
Ox7¢c82b35074 <+16>: mrs x8, TPIDR_ELO
0x7c82b35078 <+20>: ldr x8, [x8, #0x28)
0x7¢82b3507¢c <+24>: stur x8, [x29, #-0x18]
Ox7c82b35080 <+28>: str x0, [sp, #0x70]
Ox7c82b35084 <+32>: str x1, [sp, #0x68)
0x7¢82b35088 <+36>: mov w9, wzr
(1ldb)

2-15 LLDB )it 4h
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Capstone ] Frida Instruction fEFJFEEA L. RS AT, FRATR B IIER A HL 22 51 R 3K
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